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Army Cyber Institute Overview

The Army Cyber Institute at West Point is the Army’s and the nation’s think tank for cyber
warfare and the cyber domain. The ACI creates knowledge, builds public and private sector
partnerships, and creates an entrepreneurial and innovation laboratory to focus investments.
Positioned to establish and maintain relationships with the nation’s economic center of gravity
in New York City, the ACI directs and synchronizes efforts across the U.S. Military Academy in
the cyber domain. The ACI collaborates with the U.S. Army Cyber Command and U.S. Army
Cyber Center of Excellence to prevent strategic surprise and ensure the Army’s dominance of
the cyber domain.
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Threatcasting 2026: A Widening Attack Plain

Executive Summary

The year is 2025 and automation is pervasive. From clothing to appliances to
self-driving vehicles, it seems there is an embedded computer everywhere. The
benefits of the Internet of Everything are taken for granted by most, but not all.
Mike is a frontline supply chain supervisor working at a regional distribution
center near the port of Red Hook, Brooklyn. On a crisp autumn day, he would
normally kill time at work by tracking the value fluctuations of the handful of
stocks he owned. The artificial intelligence running the complex logistics
apparatus makes for pretty boring days, but not today

(Excerpt from a Threatcasting Possible Future)

What follows this opening excerpt is a detailed future distributed denial of service (DDOS)
attack launched via Internet of Things (IoT) devices on a complex and automated supply chain.
The failures of security protocols and the management of Al in the digital domain leads to a
physical weaknesses and ultimately to a kinetic dirty bomb attack on the isle of Manhattan.
Modeled by experts across multiple domains this possible future then explains what needs to
be done to disrupt, mitigate and recover from such a threat.

On August 2016, twenty-five participants from government, military, academia, and industry
gathered for two days to participate in a threatcasting workshop to formulate possible future
cyber threats. Threatcasting is a conceptual framework and process that enables
multidisciplinary groups to envision and plan in a systematic fashion against threats ten years in
the future. From a wide array of disparate research and data, the group started an ongoing
process to craft a vision for the future of digital and physical security along with
recommendations how the Army Cyber Institute (ACl) and the Army can take actions to disrupt,
mitigate and recover from these threats.

The goal of the threatcasting and backcasting process was to first model future cyber threats as
dictated by curated technology, culture and business trends while exploring the implications on
the ACI, Army, DoD and wider participants (e.g. public and private organizations, academic,
general public, etc.). Our second goal was to come up with clear next steps that the Army could
take as an organization to get the combined positive future that we modeled, while avoiding
any negative futures. Finally, this report and the exercise will provide a framework for thinking
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about the future, so that organizations can continue to process new information and
developments while staying true to the collective futures modeled.

Based upon the technological, cultural and economic shifts and advances in the next decade we
begin to see an evolving threat landscape emerging. This new reality of cyber and data security
can be seen as a widening attack plain. The attack surface in the future broadens out, including
more people, increasing targets, and changing the very nature of security and threat.

The cyber threats over the last decade have mainly been isolated to “data only” threats,
espionage, leaks and hacks. In recent years, the nature of these attacks have expanded to
include micro-targeting, cyber-physical and cyber-kinetic attacks. In the next decade we will
see a continuing widening of the attack plain.

As we look at the future of cyber threats, we must look beyond the current digital attack
surface and see a plain that is far wider and exposed. The nature of hacking and cyber itself will
become another tool or weapon that can be used alone or with more frequency as a blended
attack. These blended attacks provide the most potential for devastating offense and increased
complexity for the defense.

Future Threats and Actions

The threatcasting process uncovered multiple threats and necessary actions, the detail of which
are contained in this report and its appendices. However from this data we have identified two
broad categories of threats and actions that can be taken.

Threat: War on Reality: The Weaponization of Data and Al

Autonomous systems depend upon data to construct a model of the physical world. If this data
is corrupted or deliberately manipulated, these highly automated systems could not be living in
the same reality as we are. The information into these systems can be altered, falsified,
spoofed and manipulated to not only affect the system but weaken or destroy it. The greater
use of autonomy also means that this weaponized data can quickly move effects from the
digital or cyber domain to the social, physical and/or kinetic realms.

Artificial Intelligence (Al) will be the backbone of these complex autonomous systems, allowing
them to operate and make decisions. But the weaponization of Al also means that Al can be
used as a part of these blended attacks.

At the same time, Al can also be used to monitor this expanded attack plain, looking for
vulnerabilities and either prompting or taking autonomous action on its own. For example, an
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attack might take place by a third party. A hacktivist takes down a system as a form of protest.
But then a state sponsored or criminal network using Al could identify this un-associated action
as it opens a window or vulnerability that they want to exploit. In this way a completely
unrelated and unknowing actor could work to further the desired outcome of another party. Al
and these highly automated complex systems become a key component in these blended
attacks because the actors on their own will not be able to monitor the entire attack plain.

Threat: Efficiency is Easy to Hack: Vulnerabilities of Complex Automated
Systems

There are few regulations that govern the use of Al and automation. Globally there is no norm
or accepted practice for human oversight of these systems or how the “human remains in or on
the loop.” The biggest vulnerability of these systems is the very thing that will promote their
use and adoption: efficiency. Market forces and business management reward efficiency,
whether this is cutting costs or increasing production; both efficiency and productivity are
highly valued.

As these systems undergo a wave of automation with efficiency as the driving factor, for threat
actors these systems become increasingly easy to attack. Stated simply: Efficiency is easy to
hack.

If the threat actor knows how the system is constructed, what it values and what it has been
optimized for - then they can use both the weaponization of data and the use of Al to hijack
and even use these systems as a part of the attack.

Additionally, these systems are designed with security as an afterthought, with a lack of
understanding of the critical nature regarding the welfare and security of the country. In fact,
many of these systems have not been designated as “critical systems”, they have not been
treated with the same severity and precautions for redundancy and security as other similar
systems like the energy grid or water systems.

Action: The Need for Norms

There is a need for international norms, irrespective of cultural or social rules for the cyber
domain. Unclear cyber boundaries, ethics, behaviors, expectations, and legislation need
greater definition in order to govern national and international relationships.

In contrast to the physical boundaries of Nations, societies, and cultures, technology is designed
to integrate across multiple domains. An international consensus or “norm” is required to
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develop both rules to deal with “bad actors” and minimum standards for cybersecurity in
technologies.

These norms or standards should span across policy, security, technology, and safety. Using a
holistic approach, considering both the technology itself and its proposed uses. This will
require collaborating with industry and academia to address all threats across the attack plain.
Working with industry to explore “Go Dark” Plans (massive failures and outages) and the
possibility of data security “Amber” style alerts.

Action: Living in the New Reality

The reality of the widening attack plain is that the Army and military cannot defend all of the
digital, individual/social, physical and kinetic domains. Working with private industry, academia
and the general public we all must first understand that we are living in a new reality.

The emergence of diverse future adversaries will force a change in how we imagine who they
are as well as how they will operate. Over the next decade, it will get progressively harder to
determine intent from actions as the attack plain is increasingly driven by the availability of
technology and skills.

History shows us that these types of changes needed (such as behavioral, political, and tactical)
start virally, across of number of domains and industries and then disseminate outward.
Typically a “top down” strategic plan approach will not work. This calls for a new era of
increased collaboration, communication and cooperation.

Implications and Next Steps

For many, future cyber threats seem unimaginable and insurmountable. This threatcasting
report seeks to envision these threats and empower people and organizations to take action.
These possible futures, based on facts and modeled by professionals, can dispel the myths and
clear the fog for pragmatic, action-based dialogue. The report also lays out pieces of the
strategy to dispel or allow recovery from the negative futures. While some of these actions rest
in government hands, many of them must be adopted and executed within industry, academia,
and society to be successful.

A Widening Attack Plain - Threatcasting Report for the Army Cyber Institute



Introduction:

How to use this Document

This introduction is an overview of the document that follows with recommendations for how it
can be used.

This full report contains both the analysis and the raw data collected during the threatcasting
workshop held at West Point as well as the clustering and post analysis. The intent of this
report is to be a stepping stone for further research on the findings and more specific and
curated threatcasting sessions.

There are multiple ways that this report can be viewed and used. It is designed as a tool for
readers who want multiple levels of detail. If you are interested in the entire process from start
to finish please review the entire report. But if you simply need specific and concise windows
into the project please review the following:

The Executive Summary: A short concise overview of the process and findings with pointers
and notes to further information and detail.

Next Steps: An overview with details about the findings of the first threatcasting workshop and
recommended next steps.

Appendices: Contain all of the raw research data that were used as inputs to the process as
well as the unfiltered workbooks that were used in the West Point threatcasting workshop.
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Threatcasting: Process Overview

Threatcasting is a conceptual framework and process that enables multidisciplinary groups to
envision and plan in a systematic fashion against threats ten years in the future. The groups
explore how to transform the future they desire into reality while avoiding an undesired future.
Threatcasting is a continuous, multiple-step process with inputs from social science, technical
research, cultural history, economics, trends, expert interviews and even a little science fiction.
(Figure 1) These various inputs allow us to create potential visions of the future (a personin a
place doing a thing). Some of these futures are desirable while others we would want to avoid.
Then, by placing ourselves into the scenario, we can imagine what we need to start doing
today, three years from today, and so on to empower or disrupt that future. We can also
determine what flags (or warning events) could appear in society that indicate that we are
traveling the path to this future.

Threatcasting is fundamentally different from traditional strategic planning and scenario
building processes because it identifies specific actions, indicators and concrete steps that can
be taken today to disrupt, mitigate and recover from future threats.

Threatcasting Process

Trends Data w/

Technical an opinion
SF Proto * Vision for 2026

Future we want
Future we want to avoid

Social

Figure 1: Threatcasting Process

The ACI hosted a threatcasting workshop on August of 2016 at West Point on which this
document is based. It was an interdisciplinary and collaborative session to envision future cyber
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threats ten years in the future. The ultimate goal was to produce a threatcasting report that
explores cyber threats and cyber security issues that would empower research efforts and
relationships across sectors. This report contains specific actions, external indicators and
milestones that can be taken to disrupt, mitigate and recover from the threats.

This document will be shared with government, military, academic, public, private and
corporate audiences. We will use it to foster conversations and dialogue with a wide range of
audiences (to include military, industry, academia, policy makers, trade associations, law
enforcement) with a diverse set of outputs (such as Threatcasting Reports, briefings, articles,
podcasts, videos, and science fiction).

We feel it is important to bring together a wide variety of people and organizations not only to
envision possible cyber threats but also to discuss what specific actions can be taken. The
threatcasting process also allows for us to monitor our success, scrutinize the indicators and
the success of the recommended steps to disrupt, mitigate and recover from these future cyber
threats.

For many, future cyber threats seem unimaginable and insurmountable. This threatcasting
report seeks to envision these threats and empower people and organizations to take action.
These possible futures, based on facts and modeled by professionals, can dispel the myths and
clear the fog for pragmatic, action-based dialogue.

The threatcasting process is founded on bringing together diverse multidisciplinary groups to
model possible threats with data pulled from a wide variety of sources. Both the process itself
and its outputs provide a knowledge base for decision makers across various sectors.

The iterative process of threatcasting will allow us to constantly monitor the success of the
visions and make course corrections depending on the indicators and actions that have come
out of the August 2016 workshop.

In the post-analysis of the multiple futures that were created, we do not look for a single
future. No single future is correct. The power of the threatcasting process comes from the
aggregation of these futures. We looked for clusters of threats, actors and trends. We also
looked for areas and threats that were not identified in the session but that have been
identified both other research and foresight work. Ultimately we begin to discern a set of
insights and areas for further investigation. The August threatcasting workshop identified a
collection of clear threats with interesting implications. Before we dive into these findings, we
should review the research and data that helped us reach our conclusions.

11
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How we got here...

We heard from experts in seven disparate areas: social, technical, economic, as well as data
with an opinion. (See Appendix: Research Inputs.) We then used them as inputs to model the
future. We split up into teams, synthesized these disparate pieces of research, and then shared
the analysis of the inputs with the rest of the room. (See Appendix: Research Synthesis
Workbooks.)

Finally, we broke up into these same groups and used a curated workbook to model a person in
a place with a problem. The seven inputs (and some expert dice rolling!) guided our models for
the future. (See Appendix).

We closed out the session for the day by backcasting those futures. We investigated the
various gates and flags on the timeline between today and 2026 within those futures. The gates
and milestones were things that the Army had control over; the flags were incidents and areas
that the Army had no control over, but could have a significant effect on the futures we had
modeled. (See Appendix).
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The Research Inputs

A fundamental component of the threatcasting process is choosing the research inputs that will
feed into the future models. At the start of the workshop, participants heard from subject
matter experts (SMEs). In groups, they pulled together the key/interesting points that were
discussed. An overview of this information is captured below (with the full presentations in the
Appendix). These concepts then directly fed into the scenarios. For the August threatcasting
session, we specifically chose the following areas of research to hone and better define the
threats we modeled:

Social:

Steven L. Neuberg, PhD
Professor, Department of Psychology (Social), College of Liberal Arts and Sciences
Arizona State University

Neuberg explored the idea that the human mind’s primary task is to detect threats and identify
opportunities. As we model the future we must understand these threat and opportunity
systems. Their calibration and outputs will be useful when doing long term forecasting and
designing systems.

Human evolved threat management systems can be broken down in the following ways:
Humans have multiple systems to detect threats. These systems are qualitatively distinct, they
look for different inputs.
e Human self-protection systems
o Disease Avoidance:
m Humans have not only a physical immune system (that we all imagine
when we think about disease avoidance) but humans also have a
behavioral immune system (designed to anticipate viruses) that protects
humans from coming into contact with disease so that the physical
immune system does not have to be used. Effectively, it stops a virus
from even getting into the system.
o Social Affiliation/Status is another protection system we use. Human are social
beings and our social nature matters to us and this imbue bias into the process
of threatcasting.
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o When we model the future we also must understand the goals of the threat
actors. What do they want to achieve? What are they frightened of? What are
their aspirations and dreams?

e Short-term versus long-term forecasting

o The mind has problems looking further out into the future

o  When we model the future, we need to understand our bias which may impact
how we communicate the results of this work to multiple audiences. There will
always be a short-term bias that derails long-term thinking. This cannot be
avoided; it should be addressed, understood, and embraced.

e Historical Cues and Biases not diagnostic of real threats - the human brain has been
around for a while. Embedded in our activities is a deep historical bias that we will pull
from cues that served us for many thousands of years. But these historical cues (to
what is danger) may not help us in the present and hinder us in the future. For
examples:

o Young lone men: Humans have an inherent fear of “outlier” men. These are
young males that are not apart of our social system. Made lots of sense back in
our ancestral history where coming across a lone male was dangerous. Living in
a large society like the United States, this cue does not have the same diagnostic
utility in terms of implying threat but we overuse it anyways.

o Physical deformations: As a part of our disease avoidance system, humans also
have a repulsion of deformities or abnormalities. In the past this might have
been an indicator of disease. In present day, it can produce a strong bias against
the different, injured or disabled.

e Smoke detector principle - When we were modeling the future and trying to come up
with models and systems for avoiding threats we should think about the smoke detector
and how it is designed as a threat avoidance system. For example:

o A Smoke detector can make two kinds of errors.

m Going off when there is no fire. (annoying)
m Doesn’t go off when there is a fire. (deadly)

o Inthe factory, the detector is calibrated to go off valuing one error before the
other. It is designed to go off more often than not.

o This pushes us to ask some questions about our own systems for threat
detection and avoidance:

m What are the conditions and profiles and values we are using and that are
imbedded in the system?

m  What are the trade offs?

m  What are we optimizing for (cost and benefits)?

e Vulnerability Perceptions - human perceive threats depending on the content of their
current situation.
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o  When we model we should consider the context when assessing vulnerability or
threat level.

o Broad ecology: when resources are scarce, humans feel more vulnerable and will
react more quickly and harshly to threat stereotypes.

o Threat management systems are calibrated by the vulnerability perceptions that
we have in a given environment/context.

e Human opportunity management systems - not only should we think about threat
avoidance systems but should also consider threat opportunity management

o Does it make sense to design a system to detect threat opportunities? What are
the cues for these opportunities? How do we process information about
opportunities?

O Opportunity systems as opposed to threat systems

Link to video: https://vimeo.com/178936588/88549c8b7a

Technical Research:

Brian David Johnson
Futurist and Fellow - Frost and Sullivan

Johnson explored that 10+ year out observations. Significant advances in technology and shifts
in economies and culture are bringing about a new age of intelligent tools that are aware, can
make sense of their surroundings, and are socially cognizant of the people who are using them.

Sentient tools are the next step in the development of computational systems, Smart Cities and
environments, autonomous systems, artificial intelligence (Al), Big Data and data mining, and
an interconnected system in the Internet of Things (loT). These tools are “what comes next”
and emerge from a base of computational, sensing, and communications technologies that
have been advancing over the last fifty years.

The awareness of these sentient tools is not comparable to a human level of consciousness.
They are not meant to mimic, mirror, or replace human interaction. These tools are designed
for specific physical and virtual tasks that could be vastly complex but are not meant to replace
humans. Conversely, they are meant to work alongside the human labor force. The rise of
sentient tools will have a significant impact on the global workforce and education, leaving
practically no industry unaffected.
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https://vimeo.com/178936588/88549c8b7a

Sentience is defined as the ability to perceive the world that surrounds us and derive feeling

or meaning from those experiences. For a machine or tool, being able to derive meaning infers
that the tool is capable of some level of perception, processing and thinking. In this case
sentience is both the ability to sense the world around the tool but also to process, understand,
make meaning and communicate with that world. To be able to effectively interact with that
world, the tool needs to be socially aware of the person it is working with. It must understand
the person as an individual so that it can more effectively communicate. (See Full Paper in
Appendix)

Trends:

Fernando Maymi, PhD
Deputy Director, ACI

Maymi gave us a report out on the Tactical Ground Warfighting circa 2050 project. This work
explored, for the Army, what trends could affect the future of warfighting that could
dramatically change engagements. These areas included:

Augmented humans

Automated decision making and autonomous processes

Misinformation as a weapon

Micro-targeting

Large-scale self-organization and collective decision making

Cognitive modeling of the opponent

Ability to understand and cope in a contested, imperfect, information environment

(Full presentation in the Appendix)

Expert Perspective:

Jamie Winterton
Director, Strategic Research Initiatives Global Security Initiative
Arizona State University

Winterton offered five general things to consider:
1. The Internet was constructed to push out data to as many people as possible. The
Internet was never designed for security.
a. Do we need to build a new version that has security and privacy?

16
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2. We have a specific approach to security and hacking in the USA. We do not embrace
hackers but other countries hire hackers.
a. How could you put together a team of hackers to go on the offensive?

3. Whois being threatened? We need to understand all the threatened and threat actors
that we involved.
a. Need a wider range of possible actors for risk and vulnerability assessments

4. Opportunistic threat distortion. Consider threats and threat surface as they actually
exist.
a. The noise distorts the system
b. When there is too much noise, we often address the noise but not the threat

5. Cyber peace - how do we design for cyber peace? Cyber war should not be our goal
(though we wage it effectively and/or impactfully) but how do we set a goal to live in a
cyber peace?

a. How do we architect a world that holds cyber peace?
b. Cyber peace must have security and privacy as a component.

Full video: https://vimeo.com/178932718/affb7a907e

Expert Perspective:

Sharon Rice
Vice President, Strategy - APICS
Global Supply Chain Expert

Rice detailed that a number of cyber attacks have been focused specifically on the global supply
chain. This provides a number of different complexities and problems.

The first is that global supply chains are only as strong as their weakest links and all supply
chains have weak links. Typically these weak links can be found in the fringes of the supply
chain. Even if the majority of the system is secure, there will usually be a “mom-and-pop-shop”
somewhere in the system that can take the whole system down.

Example: Target hack came in through the HVAC subcontractor.
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https://vimeo.com/178932718/affb7a907e

Secondly, supply chains pose a particular threat because they are where the digital supply chain
meets the physical supply chain. Also, these supply chains have a huge effect on global
commerce and economic stability. If a supply chain is sufficiently hacked, then an entire
country can be destabilized and hacked.

https://www.brainshark.com/apics/vu?pi=zGLz8UI3czMdQ0z0&intk=230788048

Landscape Review:

Aaron Brantly, PhD
Cyber Fellow, ACI

“Tech 4 Terror and the Future of Jihad”

Brantly reviewed how terrorists can and will technology to gain political gain. His report gives
us a well rounded view of the current threat actors (terrorists/hacktivists/state
sponsored/criminals) as an input for understanding how to model them

The specific characteristics of these threat actors include the following:

Threat actors are Digital natives
Better informed about than ever before about state capabilities for defense
Extensive understanding of using technology - have grown up with technology and are
comfortable with exploiting its capabilities

® Problem is not geographically located. Because of highly networked systems, threats
exist globally and can work together globally

o Networked and distributed networks of threat actors
Threat actors have a plethora of information that has already been leaked
Threat actors know how to take advantage of decentralized social networks for
communication, training and recruitment
Expanded digital tools
Use of the Dark Web
Technical ability of non-state actors continues exponentially over the next 10 years

Full video: https://youtu.be/50w9lERcuX4

Expert Report:
CyberSecurity Futures 2020
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https://www.brainshark.com/apics/vu?pi=zGLz8Ul3czMdQ0z0&intk=230788048
https://youtu.be/5ow9IERcuX4

Center for Long-Term Cybersecurity report on 5 potential scenarios for cyber security in 2020.
These were used as a baseline for us to look out to 2026. Below is an overview of the report.

How might individuals function in a world where literally everything they do online will likely be
hacked or stolen? How could the proliferation of networked appliances, vehicles, and devices
transform what it means to have a “secure” society? What would be the consequences of
almost unimaginably powerful algorithms that predict individual human behavior at the most
granular scale?

These are among the questions considered through a set of five scenarios developed by the
Center for Long-Term Cybersecurity (CLTC), a new research and collaboration center founded at
UC Berkeley’s School of Information with support from the Hewlett Foundation.

These scenarios are not predictions; it’s impossible to make precise predictions about such a
complex set of issues. Rather, the scenarios paint a landscape of future possibilities, exploring
how emerging and unknown forces could intersect to reshape the relationship between
humans and technology—and what it means to be “secure.” (See Full slides in Appendix.)

Curated Inputs Bring Focus

As a part of the threatcasting process, we understand and embrace the fact that we cannot
model all threats. It would be impossible in a few day session to model the entire future of
cyber and digital threats. With this idea firmly in mind, we used the inputs described above to
focus our threatcasting on specific areas. These were specifically chosen to explore how the
areas might work together to create new combined threats that we have not seen to date.

The focus of these curated areas and selected presenters discussed concerns/threats, by
design, to examine the following areas:

Supply chain disruptions and vulnerabilities (via Sharon Rice) was picked because of their
cyber/physical nature, their global reach, and the economic and security effects of their
destabilization.

Autonomous systems and artificial intelligence (via Brian David Johnson) was chosen because
the nature of these technologies will greatly change the threat landscape both for potential
offensive attacks and defensive activities. This new landscape will stretch across military,
private sector and individuals (civilian, Soldiers, Soldier’s families). By broad definition,
autonomous systems encompass multiple technological advances. Particularly of note to this
session were: shrinking computation power, smart cities and intelligent environments,
autonomous transport (land, sea and air), autonomous manufacturing and data science.
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A Widening Attack Plain - Threatcasting Report for the Army Cyber Institute



We explored the use of artificial intelligence (Al) to enable these complex autonomous systems,
but also for its ability to monitor and act inside of this complex hardware and software
ecosystem. But more specifically we wanted to explore the possible weaponization of Al, using
it as an offensive and defensive weapon.

All of these inputs and data points were used to model multiple futures and threat scenarios.
The participants were divided into seven teams where they rolled multi-sided dice, choosing
one component from each of the seven speakers. The combination of these seven concepts
became the backbone for the future scenarios. In order to better articulate their vision, they
described the future in the terms of a person in a place doing a thing and how their life was
affected by the cyber threat.

Once we had modeled these possible futures, we explored what needed to happen to disrupt,
mitigate and recover from these threats. Also as a part of the threatcasting process, we not
only identified what the threats were but who was involved. This included who was involved
upon the discovery of the threat and also who needed and would be involved in its disruption,
mitigation and recovery.

In the post-analysis of these threats, we have constructed a vision for the future of cyber
threats based on these curated inputs. We characterize this new threat landscape as: A
Widening Attack Plain.
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Threatcasting 2026: A Widening Attack Plain

Based upon the technological, cultural and economic shifts and advances in the next decade we
begin to see a different threat landscape emerging. This new reality of cyber and data security
can be seen as a widening attack plain. The attack surface in the future broadens out, including
more people, increasing targets, and changing the very nature of security and threat.

The cyber threats over the last decade have mainly been isolated to “data only” threats or
espionage. These types of threats are things like data breaches for “hack and release
activities”, intellectual property theft or criminal activities. Only in recent years have we begun
to see the nature of these attacks change to include micro-targeting, cyber-physical and
cyber-kinetic attacks.

Cyber Social Threat

In the coming decade we will see these threats expand, beginning to move into the social media
domain. This will allow attackers to micro-target individuals for not only criminal activities but
also as a means of influence and destabilization.

Cyber Physical Threat

Beyond the cyber to social activities, we see the attack plain moving into the physical world as
well. To date most of these attacks have been comprehended as “go dark” attacks. This is
when an attacker “takes down” a specific physical infrastructure like a power grid or security
system.

Cyber Kinetic Threat

With the rise of complex automated systems, the impact of these cyber physical attacks
become far more dangerous. A cyber physical attack could manipulate a physical system to
take action. This action could be the attack itself or it could create a weakness in the physical
work that then allows the attacker to launch a second kinetic attack.

The widening attack plain attempts to describe this emerging landscape. As we look at the
future of cyber threats we must look beyond the current digital attack surface and see a plain
that is far wider and exposed. The nature of hacking and cyber itself will simply become

21
A Widening Attack Plain - Threatcasting Report for the Army Cyber Institute



another tool or weapon that can be used alone or with more frequency as a blended attack.
These blended attacks provide the most potential and complexity.

Threat Actors

The threat actors in this widening attack plain seem to have stabilized. They still include the
following:

Vandals

Hacktivists

Criminals

Criminals (State Sponsored)
Terrorists

Terrorists (State Sponsored)
Terrorists / Hacktivists

State Actors

Corporate Espionage / Destabilization

Technological, cultural and economic changes however mean that there actors can and will
work together in dramatically different ways. The very notion of hacking itself as a position,
trade or category begins to disappear. In this new future, everyone can hack. Hacking and the
ability to plan and launch digital attacks will be as common as purchasing hardware, software or
even apps over the internet. Very little technological expertise will be needed to launch an
attack, lowering the bar for vandal and hacktivists but also increasing the problem of attribution
and track backs.

A potentially dangerous area that is enabled by the use of Al (profiled below) is that now larger
criminal and state actors have the ability to watch the digital or cyber plain for opportunistic
vulnerabilities. By having the Al “watch the plain” means that these threat actors can remain
aware and be notified when an unknowing third party (e.g. hacktivist) opens up a door,
allowing the state or criminal actor to opportunistically take advantage of the momentary
weakness.

Each of these threat actors will certainly play a role in the threat landscape of the future. From
our threatcasting, we have categorized this new threat landscape into two threat areas and two
action areas. The threat areas are described below as the “War on Reality” and “Efficiency is
Easy to Hack”. The action areas (described later in the report) are “The Need for Norms” and
“Living in the New Reality”.
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War on Reality: The Weaponization of Data and Al

In the next ten years, we will see the weaponization of data itself; data used as a weapon to
spoof, obfuscate or hijack systems. Increasingly, the systems that we have to process
data/information (and turn those nuggets into insights to take action on) are becoming
increasingly automated as we are using complex algorithms to sift through the massive amount
of data. This will only continue.

This construction exposes a vulnerability that will allow attackers to use data as a weapon.
Meaning that the integrity of the data that is gathered and fed into the algorithms often cannot
be validated and yet the system will still take action on that data.

There are some simple examples of this that have already happened. On April 24, 2013
Bloomberg Reported “AP Twitter Account Hacked in Market-Moving Attack”

Hackers hijacked the Associated Press Twitter account yesterday, sending stock markets
down 1 percent in a matter of seconds by posting a false claim of an attack on the White
House.

The Twitter message -- saying that President Barack Obama had been injured after his
residence was bombed -- followed repeated attempts by hackers to gain access to AP
reporters’ passwords, the news agency said in a report. The AP restored the account this
morning after it was suspended yesterday pending a security review.

The Standard & Poor’s 500 Index fell about 1 percent yesterday before quickly
rebounding, briefly wiping out 5136 billion in value. A separate Twitter account operated
by the AP’s corporate communications team followed up minutes later with its own
message: “That is a bogus @AP tweet.”

This example shows the effect that data can have and how it can affect these complex systems.
The weaponization of this data will mean that attackers can use misinformation, not only to
increase the fog of war but to manipulate reality (or how the machines and algorithms perceive
reality) and then reality is reflected back to us.

When we have more autonomous systems, these systems depend upon data to construct a
model of the physical and real world. If this data is corrupted or deliberately manipulated -
could mean that these highly automated and thinking systems are not living in the same reality
as we are. The information into these systems can be altered, falsified, spoofed, and
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manipulated to not only affect the system but weaken or destroy it as well. The greater use of
autonomy also means that this weaponized data can quickly move effects from the digital or
cyber domain to the physical or kinetic.

The weaponization of data or information is nothing new in warfighting but the increasingly
span of data as an input to these autonomous systems as well as powerful Al allow for a greater
effect and a wide use across the attack plain.

Al is in use today but future advances in both the hardware and the software will bring about a
kind of industrial grade Al, that will bring it into more common uses. This of course provides
both greater threats and opportunities.

In the future, Al will be the backbone and chief enabler of all complex autonomous systems,
allowing them to operate and make decisions. But the weaponization of Al also means that Al
can be used as a part of these blended attacks - spoofing, hijacking and destabilizing both digital
and physical systems.

Al can also be used to monitor this expanded attack plain, looking for vulnerabilities and either
prompting or taking autonomous action on its own. For example, an attack might take place by
a third party. A hacktivist takes down a system as a form of protest. But then a state
sponsored or criminal network using Al could identify this un-associated action as it opens a
window or vulnerability that they want to exploit. In this way, a completely unrelated and
unknowing actor could work to further the desired outcome of another party.

In this way, Al and these highly automated complex systems become a key component in these
blended attacks because the actors on their own will not be able to monitor the entire attack
plain

Efficiency is Easy to Hack: Vulnerabilities of Complex Automated
Systems

The second threat area is a direct result of our desire to produce more and more efficient
systems/processes. Coming technological advances in shrinking the physical size of
computational power, expansion of sensor networks, rising automation (on land, sea, and air),
expanding smart cities and intelligent environments, the industrial use of big data and data
analytics and the normalization of the Internet of Things (IoT) as well as the industrial Internet
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of Things (iloT) provides the ability for businesses and the global supply chain to undertake a
massive wave of automation.

This automation and the use of sentient tools will bring about a large destabilization in the
global workforce, increasing dissent, uncertainty and inequities sowing greater seeds of
discontent. But it will also considerably widen the attack plain because these complex
automated systems become high value targets for economic destabilization as well as physical
and kinetic attacks.

Currently, there are very little regulations around the use of Al and automation. Globally, there
is not a norm or accepted practice for human oversight of these systems or how the “human
remains in or on the loop.”

Our threatcasting revealed that the vulnerability of these systems is the very thing that will give
rise to them in the first place: efficiency. Market forces and business management reward
efficiency, whether this is cutting costs or increasing production; efficiency and productivity is
valued over all things.

But as these systems undergo a wave of massive automation with the driving factor being
efficiency, it means that for threat actors these systems become increasingly easy to attack.
Stated simply: Efficiency is easy to hack.

If the threat actor knows how the system is constructed, what it values and how it has been
optimized, then this threat actor can use both the weaponization of data and the use of Al to
hijack and even use these systems as a part of the attack.

This vulnerability is increased because of the economic and cultural bias that business and
specifically Silicon Valley have toward efficiency. Internally, management and executives are
typically financially rewarded for increasing efficiency and productivity normally by cutting costs
and labor. Externally, large and startup businesses alike are rewarded by the stock market and
venture capitalists for shipping product above all else.

These realities, when paired with increased automation, highlight a wide area of vulnerability.
This was highlighted several times as a key threat in our models of the future. Additionally,
these systems are designed with security as an afterthought. Important to note, many systems
are designed with a clear lack of understanding of the critical nature of these technologies
when it comes to the welfare and security of the country. In fact, many of these systems have
not been designated as “critical systems”. This means that they have not been treated with the
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same severity and precautions for redundancy and security as other similar systems like the
energy grid or water systems.

To give more details and specificity for how the widening attack plain could be hacked, we have
outlined three possible futures in the next section. These are based on the multiple
threatcasting models generated at West Point. (See Appendix.) They are included here to
provide us the detail we need in order to talk about what steps can be taken to avoid these
possible futures. The other futures created and explored during the threatcasting workshop
are included in the Appendix.
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Possible Futures

The following three futures are pulled from the threatcasting models developed over the two
day workshop at West Point. They give us a very real vision for possible threats and in their
detail we can discover how to disrupt, mitigate and recover from them. The workshop
produced fourteen futures. (The raw data for these futures can be found in the appendix.)

A Case of Misbehaving Appliances

The year is 2025, and automation is pervasive. From clothing to appliances to self-driving
vehicles, it seems there is an embedded computer everywhere. The benefits of the Internet of
Everything are taken for granted by most, but not all. Mike is a frontline supply chain supervisor
working at a regional distribution center near the port of Red Hook, Brooklyn. On a crisp
autumn day like today, he would normally kill time at work by tracking the value fluctuations of
the handful of stocks he owned. The artificial intelligence running the complex logistics
apparatus makes for pretty boring days, but not today.

The systems are struggling to keep up with a sudden uptick in demand for perishable goods. It
seems to Mike as if everyone in the greater New York metropolitan area ran out of milk at the
exact same time. As the smart refrigerators drive a surge in requests for perishable goods, the
supply chain systems automatically expand their search area and start reassigning trucks to
bring in supplies from further away to meet the demand. Routine items, like repair parts, are
temporarily deprioritized to maximize profits from this unusual event. It would all seem great,
except for the nagging feeling in Mike that something is not right. Autonomous trucks, even if
they are commonplace in 2025, are still expensive assets that are never kept idle. If all the
trucks are busy transporting this insane amount of groceries, what are they leaving by the
wayside?

Mike is in the middle of running diagnostics and projections with this team when an unusual
item catches his attention on his newsfeed. It seems that there is some sort of a hold up at the
port and that the backlog of containers is getting way out of hand. The news mention
something about inoperative scanners slowing offloading down to a trickle. Normally, all
containers at the port are inspected by scanners that test for nuclear hazards before they can
proceed. With multiple scanners down, the port authorities have to switch to random manual
inspections of only a fraction of the containers. There is no choice. The problem is immediately
obvious to Mike: with the sudden surge in demand for perishables, the needed replacement
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parts, with their lower urgency of handling, will be held up somewhere in a distribution
warehouse. Mike shakes his head, shrugs and goes back to the task at hand.

It is one of the last tasks that Mike will perform. A few hours later, an uninspected container
arriving from Kraznovia and loaded with a combination of high explosives and radioactive
materials detonates prematurely within a mile of his workplace. The massive dirty bomb misses
its target of several million people in the heart of the city, but causes mass casualties, including
Mike, near the port. Shortly before succumbing to radiation poisoning, Mike is able to connect
the dots and realizes that the uptick in milk shipments was meant to delay repairs to the
scanners and facilitate the delivery of the bomb. For the last time, Mike shakes his head and
shrugs.

Reconnaissance

The (fictitious) Republic of Kraznovia is an economic trade partner with the US, but an
adversary in virtually every other sense, including sponsoring terrorism.

A terrorist organization sponsored by Kraznovia has been conducting discreet tests of the
ports’ detection mechanisms for years. They notice critical failures in the gaseous ionization
detectors that seem most frequent when ambient temperatures oscillate around the freezing
point. Pretending to be news reporters, they offer to pay a port worker for notification of the
next failure.

The terrorists penetrate the vast supply chain system through a weak link owned by a
small business in New Jersey. Through a read-only compromise, they can watch (but not alter)
the flow of millions of items through the region.

The Kraznovian-sponsored terrorists hire the services of a darknet crime-as-a-service
provider to access a botnet consisting of millions of smart refrigerators in the New York City
area. Despite calls for increased security, these devices remain vulnerable to sophisticated
attackers.

Execution

The port employee calls the fake news reporters late on the day before the attack to
describe how not one but two of the three scanners had gone down the night before.

The terrorists pinpoint the location of the spare gaseous ionization detectors within the
supply chain. They are sitting at a distribution center in Pennsylvania awaiting shipment. Unless
a higher priority item bumps them, they will be shipped within a few hours.
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The refrigerator botnet springs to life, directing every appliance to order large quantities
of perishable dairy products for express shipment at premium rates. This surge fools the
intelligent supply chain systems into maximizing profits by delaying other shipments.

The detectors remain sitting in Pennsylvania, though the port personnel are unable to
ascertain their exact status. After hours of impasse, this prompts the decision to go to the
manual backup mode of inspecting containers, giving the terrorists a 90% chance of getting the
bomb through.

Aftermath

The loss of life, while not as high as it could’ve been, is severe.

The complexity of the attack, together with its use of multiple proxies, makes attribution
difficult.

The attack prompts the government to regulate standards of security for supply chain
operations, but, sadly, is not enough to prompt systemic, meaningful changes to security for
appliances and other Internet of Things (loT) devices.
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Medical Device Take Over

e Nurse Jackie lives in San Francisco and has devoted most of her life to helping people.
She started life as a nurse and had a revolutionary idea on how to make patient care
better but limited tech skills. Jackie created a company and is the CEO.

o She has 100+ people working for her now. They developed tech and software to
"read human minds" to get a better handle on pain and physiology affecting the
patients in order to provide better care.

o They can then use a combination of drugs and modification of brain
patterns/waves to eliminate pain.

o Now that they have figured out a way to effectively remove pain, other foreign
actors want this tech to enslave their dissidents.

e Their latest product is an in-home robot. The idea took off so well that many hospitals
are also use this technology, abandoning some of their traditional ways to do pain
management.

e Then...Jackie sees newspaper reports about her robots malfunctioning and medically
disabling the patients by turning up the pain (vice turning it down).

e She starts to receive complaints by loved ones of individuals using robots. There are
also news stories from this group (while not claiming responsibility) - they are spinning
about how this is bad and proves their point.

There are lots of OpEds. No explanation on why this is occurring.

Jackie is frantically calling her technical staff together to begin analysis on what is going
on.

FDA gets involved.

The scene is frantic as human's lives are being affected...

o Multiple news stories with old folks and children in pain being shown.

o There is such a pervasiveness of this technology that they are not initially sure
how to re-call or roll back. What they don't see or understand initially - is where
this all happened, what caused it ... what is malicious (software or hardware).

e No one thought that someone was taking over the robots

o it was first assumed that the robots were the malicious actor ... based on what
the spin in the media and this group was doing.

e To fix the problem...The FDA strongly recommends shutting off the robots but the issue
is that the hospitals are not able to cover down on the medical requirements because
they have also switched to robots to handle pain management.

e There are not adequate supplies of drugs or trained personnel to handle the need for
pain management in the city.
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There is a panic. The governor calls for state of emergency as these robots are not just
used in San Francisco but also throughout the major metro areas in the state.

Nurse Jackie reaches out to FBI Cyber Division to assist with the analysis on what is
causing it.

They ultimately determine it was an issue embedded in the second generation chipset
that is manufactured in a foreign country.

Other government agencies reach out to assist with determining feasible solutions to
fix. The hardware was subverted ... the actual code and communication with the
devices was secure.
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A Blended Attack

The Summer Olympics, also known as Games of the XXXIV Olympiad are to be held in Los
Angeles, California. It’s been over thirty years since the Summer Olympics were last hosted in
the United States. Without surprise, societal reliance on technology has continued to increase
in all aspects of everyday life.

Our story revolves around Logan McGuffin who is a well-respected and hardworking
pharmaceutical sales man. Recent advances within the medical community and with medical
bio-technology, have caused a huge boom to pharmaceutical sales. Logan has a family of three,
including his wife. Both him, his wife, and two college daughters have that latest models in
self-driving cars.

Logan spends a lot of time on the road visiting new clients and working to sell his portfolio of
products. He is not a Los Angeles native and hates traffic. Traffic has become even worse with
the Olympics in town. Thankfully, Logan’s self-driving car saves him a lot of time on the road
and has stored all of the addresses of the places he visits for convenience. Even with traffic, his
vehicle is able to download traffic patterns and to automatically adjust routes and arrival times
within seconds of accuracy.

One day while out and about, Logan’s car can’t find his client’s location. He confirms that
address and location are inputted correctly but still has no success. As a backup, he opens up
his smart phone to access his mapping application and gets a similar result in that location
services are not functioning. Logan tries to call out using his cell phone and there is no signal
either. His entire day is disrupted. Beingin an unfamiliar part of the city, he struggles finding
his way home and then gets stuck in traffic. What a way to end a day.

Unknown to Logan and millions of other frustrated Americans, is that their lack of access is a
result of an attack on key internet infrastructure routers across the US. The digital attack
involved malware that caused physical damage to key devices requiring onsite replacement of
hardware. Internet across the US is severely degraded with unreliable estimates of repair times.
The effects are so widespread that both commercial and government entities scramble to
resolve and restore normalcy.

News, public, government, and military functions are impacted to varying degrees. Air travel is
disrupted and halted in many locations. Supply chains are impacted as UPS, FEDEX, and US
Postal are crippled due to their reliance on routing schemes and navigation dependencies.
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All of this happens during day three of the Olympics. Simultaneously there are 3 effective bomb
attacks across the city of Los Angeles which are coordinated through a non-state actor terrorist
organization. This organization is the same who launched the internet attack on US
infrastructure routers. The attackers want to hurt the US economically and morally through
causing chaos and disorder by disrupting the Olympics. The Olympics is targeted because of the
great international symbol it poses and because of the strong presence of international leaders
at the various events. The terrorists’ goal is to instill fear in both Americans and participating
countries. Several weeks later, investigations show that the attackers were radicalized within
the US and are all US citizens.
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Clusters

During the threatcasting workshop, participants created fourteen different futures in which a
person was in a place doing a thing. However, further analysis showed that there were
common themes within these futures. Using a clustering process on the futures allows us to
examine, in detail, all of the threats and actions that need to be taken in the future scenarios
and look for patterns. These patterns give us a way to process the next steps we might take to
disrupt, mitigate and recover from the threats.

At the end of the threatcasting workshop, we engaged in a clustering exercise. The collection
of threats and actions could be categorized into these four distinct areas: War on Reality, Need
for Norms, Efficiency is Easy to Hack, and Living in the New Reality. Two of these are threat
areas while two are areas for action.

The data below is a collection and curation of all the threats and actions identified, with details
and specifics. These clusters form the basis for our previously discussed findings and many of
the clusters below reference specific raw data and worksheets from the event. These specifics
can be found in the Appendix.

Threat: War on Reality - The Weaponization of Data

e Reality management (reality assessment) is critical as many physical/life-death decisions
hinge on determining what is real and legitimate. Automation and virtualization can
inflate, obscure, and alter reality.

e Behavior modification through misinformation. Systems engineering: intentional delay
based on lack of feedback. Exploiting the gap in information - the gap between real and
synthetic reality. Explore a mechanism to analyze decisional data faster and validate the
reality.

e Trust in the system. At what point on the spectrum from real to synthetic is the tipping
point where we lose trust in the system? How do we correct the margin of error? If |
defer to the machine am | protected/rewarded/wrong?

® Open source big data pulls introduce many points for misinformation. Aggregating many
"false positives" through data feeds can severely disrupt larger systems which are
implementing this information without secondary checks.
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e Data Ownership. Ubiquitous cloud-based storage of all data by third-parties has vast
implications on privacy, anonymity, and vulnerabilities. Individuals can't opt out in the
future. Additionally, if information from our home devices are collected and stored by
third-parties, does it still maintain its protections under the 4th amendment as part of
the home?

e Data storage and ownership. Who owns what? When do we give up our right to the
information and to its protection?

o Threatcasting Example: Social Panda, Health Club Fiasco, and perhaps was so
obvious that many of us did not put into our futures. It will still be an issue 10
years from now ... especially as you add in the idea of Pll and what is the next
evolution of PII.

Threat: Efficiency is Easy to Hack: Vulnerabilities of Complex
Automated Systems

e Human in the loop. With the increase in technology and eventual passing of the
Singularity Point, we cede more functions to autonomous machines. What skills do we
need to retain proficiency in? For what things do we need to stay in the loop over?
How do we query machines to explain their decisions if it does not make sense to the
human? So, you need to design machines that have a place for humans that can "dumb
down" the machines decisionmaking so that it can be explained to humans, or "smarten
up" humans to understand the machine. Ultimately, must also think about what
skills/capabilities that humans need to maintain in case all the machines go dark. This
was seen in:

o Threatcasting Worksheets: Robot Pain Train, Here Comes the Hammer, Detroit X,
Logan Has a Bad Day LA

® Increasing use cases for automation and technology to replace tasks performed by
people.

The need for new technology which facilitates secure communications between parties.

e Hardening of the internet ... and other mission critical utilities. How do we do this? As
we rely more and more on these systems in our daily lives, we must develop ways to
harden the infrastructure for everyone’s use.

e Cyber resilience of systems and self-diagnosis/validation.

Automation Backdoor Access - building in fail safes for the automated systems we have
created to allow humans back in.

e CRISPR for code - modifying code to shift intent or application of technology rather than
changing the core of the technology itself.
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® Increasing use cases for automation and technology to replace tasks performed by
people.

Action: The Need for Norms

e Rules. There is a need for international norms and rules (irrespective of cultural or
social rules/norms) for the cyber domain. Technology is designed to integrate across
the realm and is not constrained by physical boundaries (i.e. Nations, societies,
cultures). Therefore, an international consensus is required to develop both rules to
deal with “bad guys” and minimum standards for cybersecurity in tech. These are seen
in most scenarios, but specifically in:

o Threatcasting Worksheets: Health Club Fiasco, Heart of the Sea, Project Mayhem,
Infernal Combustion, etc.

e The need for adopting standards across policy, security, technology, and safety. A
holistic approach/view is needed taking into consideration both the technology itself
and its proposed uses.

e Unclear cyber boundaries. Ethics, behaviors, expectations, and legislation need greater
definition in order to govern national and international relationships.

e Integration of tech advancements in an “cybersecurity ignorant" society creates social
tension and potential harm. This could artificially create a caste society (haves / have
nots).

Action: Living in the New Reality

e Emergence of diverse future adversaries both in how we think of who they are and how
they will operate. In general, it will get progressively harder to determine intent from
actions as the action surface increases as well as available technology/skills. This was
seen in:

o Threatcasting Worksheets: Robot Pain Train, Health Club Fiasco

e Impact of ever-changing societal/ethical norms; ex. kids today believe that grabbing
digital content without paying is okay but still think that taking a candy bar from a store
is not ok. Therefore, we are entering an age where actions in different domains have
different right/wrong values.
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O Threatcasting Worksheets: This was seen in: Rise of the Social Panda, Health
Club Fiasco, Infernal Combustion, the Fall of the Machines, Group 4's un-named
scenario from Day 1.

With the global nature of the cyber domain, you might be talking to someone that is
from a different cultural norm/background ... that is also a concern. The problem is the
anonymity of online actions and the belief that they won't get in trouble.

Indirect attack vectors that adversaries are using. For instance, they are not attacking
the credit card directly, but also the refrigerator to get to the same place. This was seen
in:

o0 Threatcasting Worksheets: Logan has a bad day in LA, Code Red, Project
Mayhem

Micro targeting. The use of micro targeting that is both bad and good.

Increasing social acceptance of giving up personal privacy for convenience or safety.
Known and predictable human behaviors and interests still "drive the train" despite
being sometimes obscured by technology.

Hacking (such as intrusions, exploits, etc) will always happen and will scale linearly in the
future. These cannot/will not be eradicated. Our futures see that the levels of attack
and ability to defend will stay at their current balance (but is this a good assumption).
Transparency to allow grassroots decisions. Not transparency over a global system, but
across the local systems in use. Generating a global system creates a single point of
failure. There is an advantage to creating a decentralized system (opposite of TPP).
Behavior, political, and tactical changes start virally and disseminate outward, rather
than taking a top down strategic plan approach. Note: routinely seen that many
management layers of organizations are not ready to tackle strategic changes in this
space.

37
A Widening Attack Plain - Threatcasting Report for the Army Cyber Institute



A Widening Attack Plain - A Threatcasting
Framework

A Note on the Threatcasting Frameworks

In threatcasting, frameworks are used to gather together and organize the large amount of data
we produce. They provide us a way to dig even deeper and process new information. They are
the tools used to measure, evaluate and take action.

The following is a step-by-step explanation of the framework “A Widening Attack Plain” and

how it can be applied to the future activities of the Army. It combines the previously presented
information in this report to visually describe the attack plain in 2026.

Framework: A Widening Attack Plain
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Figure 2: A Widening Attack Plain Framework Construct

The coming technological, economic and cultural changes show us that the attack plain for
cyber and digital threats is widening. We will move from digital only threats to cyber-social to
cyber-physical and finally to cyber kinetic.

38
A Widening Attack Plain - Threatcasting Report for the Army Cyber Institute



GGQjQJl[<YYs gl hil jP<j jPI jPgl<j <Ejlgh qQYY j<XI <Gp<[j<Ol ]I
d<gjQEQd<jQ[O Q[ DYI[GIG <jj<EXhs jPIhl <gl <jj<EXh jP<j ZQOP
G]Z<Q[ Dkj qQYY hdgl<G QI[j] jPI ]jPIg h]JEQ<Ye dPShQE<Y <[G XC

/1Z1 Nkjkgl Z]GIYh hP]q jP<j jPI [1jQ][ IN < EsDIg ][Ys <jj<EX ]g <
DIE]ZI < hQZdY!l ql<d][ <jj<Q[<DY!l j]l [1i 1IYs Ekggl[j jPgl<j <Ej]lgh
qlYYe

Framework: A Widening Attack Plain

Traditional Warfare / Blended Cyber Warfare

‘Go Dark / Brown Out / Supply Chain / Automated Systems
{Primary: Corp. Secondary: Army)

Influence / Destabilize / Attack / Micro-targeting
(Primary: Individual. Secondary: Corp/Army)

Criminal / Hack & Release / Espionage
{Primary: Army/Corp. Secondary: Individual)

Data/Digital Physical Kinetic

QOkgl Ae 1<ddQ[O JN ZkYjQdYI DYI[GIG <jj<EXh gQjP ]JplgY<s |]N
s Z<ddQ[O jPI <jj<EX dY<Q[ Q[ jPQh g<se* Qj <YY]qh kh j] k[Glgh
I<EP [N jPI <gl<h Dkj qP] <gl jPl d<gjQEQd<[jh ¥lsO+ gZss ] s E]

gQYY DJ]jP DI <NNIEjIG <[G>]g E<YYIG kd][ j] j<XI <EjQ]][* QOkg
IN DYI[GIG <jj<EXh <[G gP]Z jPIlI dgQZ<gs <[G hIE][G<gs <Ej]Jgh E

'‘DWD 'LJLWDO

OPQh Z]gl jg<GQjQ][<Y <gl< N]Jg EsDIg <jj<EXh gQVYY E]J[jQI[kI j] h
glYl<hl JdIg<jQ][he jg<GQjQ]J[<Y IhdQ][<OIl <[G + jPINje O0OPQh QHh
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<[G jPI ] jl 1dlg<jl qQjPQ[ <[G qQYY EJ[jQ[kI Q[ jPI Nkjkgle ]ql
Z]lgl Eg]gGIG <h E]gd]g<jQ][h hjgQpl j] dg]jlEj jPIZhlYplh <[G jPI(

6RFLDO

OPI h]EQ<Y <jj<EX ]g EsDIg hJEQ<Y <jj<EX Qh ][I IN jPI Z]gl dg]C
<jj<EX dY<Q[e Igle <jj<EXlIgh ZQEg]Yj<gOlj < hQ[OYI Q[GQpQGk
il QINYKI[EI ]g Glhj<DQYQvVI jPl digh][’h YQNI« IE][]ZQE hj<[GQ]C
[Ijg]l]gXe 7PI[ d<QglG qQjP jPI Ird<[hQpl d]Jglg I]N G<j< <[G <h <
h]dPQhJjQE<jQ][ IN jPQh XQ[G ]N <jj<EX Qh Ogl<je

pl[ Z]gl jglkDYQ[O <D]kj jPQh <gl< Qh jP<j jPIl gZs <[G jPI ] P-:
[ N<Eje jPIgl <gl Z<[s <gl<h ]JN jPQh gPlgl Q) gl]kYG DI Q[<ddg]d¢
jP<j E]JkYG DI E][hQGIgIG <h <EjQ][<DYI q]l]kYG DI qPI[ jPQh jsdl
I1TYGQIg'’h N<ZQYse O<Q[* qQjP jPI gl<d][QV<jQ]J[ IN G<j< <[G

][ < Z<hhQpl <[G>]g ZQEQg]Yj<gOljlG hE<Yle

]g Pl OI[lg<Y dkDYQE+ jPlI gZs <[G ] q]kYG [IIG j] <Ej <h < jgk
<D]kj jPI d]jI[jQ<Y jPgl<jh <[G qP<j D]jP Q[GQpQGk<Yh <[G dgQp
jPIZhIYplhs s hjgl[OjPI[Q[O jPI Q[GQpPQGk<Ys Qj gIGKEIh jPI <jj

3KA\VLFDO

sDIg dPShQE<Y jPgl<jh P<pl <Ygl<Gs DIOk[ ¥hkEP <h d]qlg OgQ:
gQjP jPI JIEP[]Y]OQE<Y dg]OglhhQ][ GQhEKkhhIG dglpQ]lkhYs jP<j
Q[EgI<hIG Qjh pkY[Ig<DQYQjs qQjP PQOPYs E]ZdYIr <kj]Z<jlG hs

Igle jPIgl Qh <Yh] < YQZQjIG <Z]k[] IN q]JgX jP<j E<[ DI G][I Ds j
IN jP1 glhd][hQDQYQjs N]Jg dg]jlEjQ[O jPQh d<gj JN jPI dY<Q[ qQY
Olplg[ZI[j <[G dgQp<jl Q[Gkhjgs-

OPlgl Qh < Gk<Y <ddg]<EP jP<j E]JkYG DI <ddg]dgQ<jle Qghje gl
hshjlZz j] DI < EgQJQE<Y hshjlzh Y jP<j Qh < hshjlZ jP<j Qh EgQjC
h1EkgQjs IN jPI [<jQ][* OPQh g]lkYG jPI[ dkj < GQNNIgI[j YIplY ]IN
iP<j q<[j j] GIhQO[s DkQYG <[G dg]JNQj Ng]Z jPIhl hshjlZhe
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Secondly, the Army and DoD can collaborate with appropriate entities to establish New Norms
for what it means to develop these types of systems. Meaning that it could become an enabler
for technological training, a convener for industry, and a trusted ally for the protection of these
systems even when they are not deemed critical. Finally, the Army would need to maintain
situational awareness of this space in case ever called to conduct offensive operations on
similar infrastructure abroad or to assist with the defense of our nation’s infrastructure.

Kinetic

The kinetic area of the plain is the most traditional space for the Army and the DoD. This will
only continue. But with its place as a trusted ally and convener, the corporate and private
industry ties could help make the actions in this area more effective.

Framework: A Widening Attack Plain (Combined)
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Figure 4: Mapping of the Fourteen Futures across the Attack Plain

The visual above (Figure 4) shows how each of the fourteen futures developed at West Point
overlay on the widening attack plain. They show the growing nature of blended attacked and
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also who will need to be involved in their disruption, mitigation and recovery from these
attacks.

Here, it becomes clear that the Army and the DoD’s role is a once both large and small in the
coming threat landscape. These blended attacks mean that the Army needs to be more nimble
and better networked in places where it typically has not played in the past. This will place
more stress on the traditional areas of the organization, pushing it to make changes that will
receive considerable push back as any large organization feels when implementing cultural
change.
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Analysis
Threats and Actions Identified

For us to begin outlining next steps for the Army we must first identify both the high level
threats identified by the threatcasting session as well as the potential next steps for actions.

Using the clustering and the Widening attack plain framework, we can identify high level,
aggregated areas of threat and action. In this landscape of complex global autonomous
systems, Al and the reality of an insecure supply chain we have identified clusters of threats
and needed areas of action over the next ten years:

Threat: War on Reality: The Weaponization of Data and Al
Threat: Efficiency is Easy to Hack: Vulnerabilities of Complex Automated Systems
Action: The Need for Norms

Action: Living in the New Reality

The widening attack plain presents an expanded set of possible threats but also opportunities
as well. Additionally, because the attack surface is so wide it will mean that individuals,
industry, educational institutions and many more public and private participants will need to be
involved. In fact, there are wide swaths of the plain that cannot be defended by the Army or
the DoD.

In this new landscape, there will be greater pressure and responsibility placed upon these new
participants. This will facilitate the need for guidance and new norms around security.

The widening Attack Plain framework is a way to illuminate these new relationships and
responsibilities to these new participants. (See Frameworks.) The informing, training,
coordination, collaboration and influence of all these new participants will be the biggest tasks,
far greater than simply the cyber security functions alone. A new AD HOC network of
information and norms will be needed, with increased public, private, academic and general
public relations.

In fact, the Army can take an active role in this area to provide much needed guidance and
training that enables these new participants to take actions. But the Army itself will not need
to take the action.
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The following outlines specific actions (gates) and details that the Army can engage in as well as
the specific external events (flags) that needed to be watched and monitored. This is not an
exhaustive list, but it begins the process of defining specific areas for investigation and action
by academia, government, military, and private industry.

Potential Actions (Gates in Detail)

Broadly, the gates are actions that the Army can take to help disrupt, mitigate and recover from
the future threats we have described. The participants in the August threatcasting workshop
used a backcasting process once the futures were described (see bottom of Figure 1). They
focused on the threat to a person in a place doing a thing that they described in their future.
Then they explored how to disrupt, mitigate and recover from this threat - understanding that if
we need to be successful in 2026 against the threat, then we need to start today to lay the
needed groundwork.

The gates on the paths to our fourteen futures are diverse but they fall into three aggregate
categories (with respect to what the Army can contribute): Army specific actions, Army
collaboration and Army influence.

The Army direct actions will be the easiest to enact. They are described as specific actions that
fall within or close to the charter of the organization. The collaborations and influence
categories will be harder to bring about because they involve working in a highly complex and
diverse ecosystem of public and private organizations. Because of this, more effort may be
needed to further the latter two gates and less attention placed on the Army direct actions.

The following gates (actions) were provided/suggested by the threatcasting participants to
influence the fourteen created futures:

Army Direct Actions

e Sponsor research in the exploration of future attack vectors against society. As the
population ages, utilize understandable cues people have on technology and how this
influences people’s ability to recognize if they have been micro-targeted.

o What are the things that will target our generation?
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m  Community experiment (perhaps using crowdsourcing techniques) with
the Army Cyber Institute (ACI) as a sponsor
o Explore the what if game (on possible attacks as our generation ages)
o Determine generational blind-spots

Use ACI events as platforms to champion the threats that have been identified
o Promote these goals and help find military, industry, academia and general
public that want to research these ideas to solve these challenges.
o ACI to target outreach and events to collaborate and influence

Build relationships between influential industry and academia leaders with key Army
leadership in order for the Army forces to become recognized as a credible source for
cyber expertise.

Focus on a standard for end-to-end encryption to protect critical infrastructure,
especially in the future loT scenarios with increased automation. Through the use of
these techniques in Army systems, demonstrate benefits to other critical infrastructure
activities.

Shore up and strengthen physical face to face bonds and interactions among people
living in physical communities and work areas. Create a backup social construct that will
endure after a Cyber 9/11 event and be resistant to cyber hacking.
o Army focuses on implementing construct amongst its forces and then export the
ideas to society-at-large.

Army Collaboration Actions

e Champion a national cyber threat sharing center with established rules that could

potentially imitate the ISAC construct. However, it adds the ability for the general
public, corporations and academia to report as well.
o Possible current gap in over-arching on all the current ISACs
m Need a way for multiple parties to contribute and report
e Information gathered can be seen by other contributors and
individuals or organizations.
e Must be overseen by a trusted entity.
o Essentially create a “community bulletin board for cyber"
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Q[N]gzZ<jQ][ <hhkg<[EIle Dkj [IIGh j] DI OY]D<Ye gl<Y jQZ
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IplY]Jd>Q[NYKI[EI jPI DIP<pQ]g ]JN [<jQ][h <h d<gj JN < gP]JYD’
IYd hj<gj jPI E][plgh<jQI[ 1[ Q[ilg[<jQI[<Y []gZhe ¥]¢Oe 1"« "
| h Qj d]hhQDYI j] GlplY]d gP<j gkYIlh hP]kYG DI«
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| E<[ PIYd jPI gZs ]dI[ jPI <dlgjkgl ]N jPQh h] jP<] gl <
1[Ys j] Ekggl[j jPgl<jh Dkj IGKE<jQ[O ][ jPI NKkjkgl <[G Q]
v rd¥Y]gl IJPQE<Y gQOPj>qg][O gkYIlh Q[ jPI EsDlg G]Z
<gl O]Q[O j] E]ZI Q[ qQjP-
lg G] gl Z]GQNs jPQh DIP<pQJg Q[ Q[GQpQGk<
]lga G] gl EP<[OI jPI gZs IJPQE j] QIEYKGI jPQh-
v +1hhQDYIl hj<gjQ[O d]QJ[j N]g jPQh IGKE<jQ][ E]JKYG I
Z1ZDlgh Dkj hP]kYG Og]qg>DI Ird]gj<DYI j] hP<gl <Eg
]la G] gl £jI<EP Iplgs][!l j] DI glhd][hQDYI EsDIg
]JkYG < dkDYQE hlgpQEI <[[]k[EIZI[] E<Zd<QO]
AEEA’'h “OPQh Qh s]kg Dg<Q[ ][ GgkOh” E<Zd<Q
| GKE<jl higpQEI Z1ZDIgh <[G jPI Ol[lg<Y dkDYQE ][ jPI E
Q[ EsDIg G]Z<Q[ qQjP N]JEkh J[ [1O<jQple
| rdY]gl EkKYjkg<Y []JgZh <g]k[G DIP<pQ]Jg Q[ EsDIg G]Z<Q

[E]kg<OIl glhl<gEP Q[ jPI GIEQhQ][ Z<XQ[O dg]EIlhh ]N <[C
kKYjQzZ<jlYs jkg[ JP<j QI[j] 1kjdkj jP<j Qh PkzZ<[ gIE]O[QV<DYl-
| <[ DIE]ZI Q[jg<Ej<DYI j] khl«
| *jI<EP Z<EPQ[Ih j] dY<s [QEI qQjP khzt

+9]Z]jl IGKE<jQ][ IN Nkjkgl OI[Ig<jQ][h j] DIljjlg k[GIghj<[G hl
dgQp<Es-e
| /d][h]g <[ ]JdI[ E<YY j] GlplY]d IGKE<jQ]J[<Y QGI<h ][ P]lq
IGKE<jQ][ Q[ YAA jPg]lkOP]kj jPI [<jQI[ Q[ 1gGlg j] Egl<]j
Nkjkgl qJgXNJgEI jP<j E<[ E]ZdIjl qQjP ]jPIg [<jQ][h-

Gp]E<jl <[G IGKE<jl N]Jg d]YQEs dkgd]hlh

| ]<Ye q]gXQ[O qQjP dI]JdYIl gP] <Ygl<Gs <Ogll qQjP Ol[lg
jJP1 <DQYQjs jPI Z<XI| EP<[OIl ¥1¢0e°s jg<GIl Og]kdhe <E<G
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Yh] NJKk[G GkgQ[O jPI D<EXE<hjQ[O dg]Elhh <gl NY<Ohe Y<Oh -
<Gp<[Elh ]g Q[GQE<j]lgh jP<j jPI d]hhQDYIl GIhEgQDIG Nkjkglh <g
JP<) qQYY PlIYd DgQ[O <D]kj jPI jPgl<je OPIhIl <gl jsdQE<YYs Ipl]
E][jg]l]Ys Yh] qPI[ < d<gjQEkY<g dglYQGI[jJONQIG NY<O ]JEEkgh k
jPI Ipl[je Osdlh J]N Dg]<G NY<Oh E]JkYG DI jIEP[]JY]OQE<Y GlplY]c
IE][]ZQE Jg d]YQJQE<Y E<j<hjg]dPIl Dkj J[EI jPI Ipl[j P<h JEEkgglC
IpI[j E<[[]] DI kK[G][l-

s Z][Qj]gQ[O QGI[jONQIG NY<Ohe ]gO<[QV<jQ][h <[G jl<Zh E<[ df
P<pl < dY<[ N]g jP1Z gqPI[ jPIs G] P<ddI[+ OPIhl NY<Oh <Yh] Z<g>
jI[ sl<g jQZI YQ[lI+ N <[ IrdIEjIG NY<O P<h []j P<ddI[IG jPI[ Q] E
Qh h]ZIjPQ[O <ZQhh Q[ jPI d]hhQDYI Nkjkgl <[G Qj ZQOPj [IIG |]
Gkl j] < hPQNj Q[ jPI Q[dkjh ]g [1g G<j< d]Q[jh ¥gIE<YY jPIl Ekg<]
DkhQ[Ihh jgI[Gh jP<j NJEKhIG jPIl jPgI<jE<hjQ[O hIihhQ][!s OPQh [
NKkjkglh jP<j qlgl Z]GIYIGs dkhPQ[O jPIZ ]kj NkgjPlg Q[j] jP! NKjki
d]Q[j jP<j jPI NY<O Qh [] Y][Olg glYIp<[j*

OPI E]JYYIEjIG <[G <00glO<jIG NY<Oh Ng]Z jPI 7Ihj +]Q[j OPgI<jE
dY<EIG Q[j] jPgll GQhjQ[Ej <gl<he jIEP[]Y]OQE<Y <Gp<[Elhs P<E
h]EQIj<Y EP<[Olhs OPI jIEP[]Y]OQE<Y <Gp<[Elh <gl jPI I[<DYIgh
[1j Egl<jl jP1 jPgl<jh DKj jPls dg]pQGI jPI <jj<EXIgh qQjP jP1 j]]YF
<JJ<EXh <gl IpQGI[EI jP<j gl <gl Z]pQ[O jlgq<gG < hdIEQNQE XQ[GC
jP<j P<ddI[h Qh <[ Q[GQE<jQ][ JN jPI dg]Ogihh Q[ jPlI qQGI[Q[O <
<[G h]EQIlj<Y EP<[Olh <gl jPl Q[GQE<j]lgh jP<j jPI Dg]<Glg dkDYQ
jP<j E<[ PIYd j] dglplI[j ]g I[<DYI EsDlIg jPgl<jhe

s E]J[hj<[jYs Z][Qj]gQ[O <[G hI[hQ[Oe« ql E<[ khl jPIhl <OO0glO<jIC
dgl]OglhhQ][ jlg<gG GQNNIgI[j XQ[Gh ]N jPgl<jhe OPIs E<[ <Yh] h
QZZIGQ<j!lI <EjQ][h [IIG j] DI j<XI[* N jPIs G] []j P<ddlI[e jPI[ E]Ir
jP1 jPgl<j ]Jg jPI E][GQjQ][h [IIGIG N]g jPI jPgl<j <gl slj j] P<ddlI[
Z<jlgQ<YQuvle
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® Robots and drones are used to autonomously kill in both war (by military forces) and in
domestic scenarios (be law enforcement).

o The use of drones to kill on the battlefield has been occurring for a few years, it
only recently occurred in a domestic situation. However, these can be
considered as just a long trigger over a wireless connection as humans still make
decision to shoot.

o “Police used a robot to kill -- The key questions” Peter W. Singer Sun July 10,
2016.

m  “The use of a robot to kill the man who authorities say fatally shot five
Dallas police officers has drawn attention in part because it's the first
time police have used robots in such a manner.”
http://www.cnn.com/2016/07/09/opinions/dallas-robot-questions-singer/

O The next iteration of this gate would be for Al or semi-autonomous systems to

kill. This would continue our society along the sliding slope to full autonomy.

o Then we would arrive at a technological advance of a complete autonomous
system killing and society’s acceptance of it first in the context of military
operations abroad and then by domestic law enforcement within the borders of
the United States.

® Major advance in automation that enables automation to self-organize, self-maintain at
a level that makes human oversight irrelevant and/or cost prohibitive.

o Follow up - watch for insurmountable pressure (economic, technology) to get
the human out of the loop.

e Proliferation of disposable, cheap tracking (wearables) devices.

o Where the proliferation of information about the individual via their wearables
or others’ wearables create a situation that you can no longer opt out of being
tracked.

When micro-targeting of individuals become commonplace and un-stoppable.
Society re-thinks what the concept of privacy really looks like given the
technological advances.

Flags: Hacks and Attacks

e Election hack or information hack around the election that causes people to question
legitimacy or cause loss of international prestige
o “US gives detailed look at Russia's alleged election hacking” - TAMI ABDOLLAH,
ASSOCIATED PRESS WASHINGTON — Dec 30, 2016
http://abcnews.go.com/Technology/wireStory/us-detailed-russias-alleged-electi
on-hacking-44465995
® “Cyber 9-11” or media equivalent
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]1[Ys glhd][hl JdjQ][ YINj j] hjlJd < GQOQj<Y <jj<EX q]kYG
| [GQE<jlh jP<j h]ZI][l P<h ]kjd<EIG jPI glhj IN jPI q]lgYG
Q[ jPI EsDIg G]1Z<Q[* jPI[ gl q]l]kYG IrdIEj jJP<j <YY Nkjkg!
<hsZZljgQE Q[ [<jkgl

)ODJV &XOW XAHBGKD@HKY 6 R

DIYQjQI[ IN kgldI<[ 1[Q][ dgQp<Es Y<qgh glhkYj Ng]Z IQjPIg
jPI E1IYY<dh!l N jPI 1

YID<Y .IEIhhQ][

1[QjIG /j<jlh gl[]k[EIh " 0% ZIZDIlghPQd

1[QjIG /j<jlh E<[EIYh jg<GI <OgllZI[jh qQjP " 0 « 0++
Jdplgh<Y IN [1j [Ikjg<YQjs d]YQEs gqPQEP Y]hlh jPI “]dI[[Ihh"
0QddQ[O d]Q[je OI]Og<dPQE E]JZZk[QjQIlh <[G Y]E<Y glY<jQ]]
IN Q[NYKI[jQ<Ye <EEIdjIGe <[G %jgkhjlGt h]EQ<Y E]ZZK[Q]jQI
Y<gOlg <jj<EX dY<Q[ qQjP Ogl<jlg E]J[hIfKI[EIh

rd<[hQ][ IN QGI[jQjs GINQ[QjQI][ ¥I+Oe« OI[GIg j] hdIEjgkZe h¢
ZkYjQYdigh][ hP<glG QGI[jQjs!

EI[1ZQE h<[EjQ][ 1g YIO<Y E]J[pQEjJQ]J[ [N < Og]kd QGI[jQjs* |
hP<gl glhd][hQDQYQjs
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sDIghlEkgQjs Ipl[j jgQOOIg Z<hh Ir]Gkh Ng]Z GQOQj<Y Z<QJ
/| +¢ |IjE]|

/ITEQIljs glIE]JO[QvVIh glhd][hQDQYQjs <h hPQNjQ[O Ng]Z jPI Pk
¥E<g, ]g EsDIg <OlI[je IO<Y <[G glOkY<jlgs hPQNjh j] Zz<[<O
sDIg <h Qjh ]Jq[ higpQEl- gZse "<pse <[G Qg ]JgEI E]JZDQI!I
ZQYQj<gs hlgpQEI gldglhlI[jQ[O <[ <EX[]qYIGOZI[j JN jPI dlgz
G]Z<Q[ JN gq<g NQOPjQ[O-

[itg[lj /1gpQE!I +g]pQGIlgh ¥ /+h; hPQNj j] DIE]ZQ[O [N]gZ<jQ
Z<XQ[O EP]QEIh ][ qP<j G<j< Qh dg]pQGIG><p<QY<DYI j] h]E
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OLOHVWRQHYV

$[EI jPI gZs <[G ] DIOQ[ j] I[<Ej IYIZI[jh I[N jPQh dY<[ N]g E]ZD
Nkjkglhs j<XQ[O jPI <EjQ][h 1kjYQ[IG Q[ jPI O<jlh <h glYY <h g<jl
JKjiYQ[IG Q[ jPI NY<Oh jPIgl [II1Gh j] DI < q<s j] ZI<hkgl hkEEIhhs

OPI N]JYY]qQ[O GIlj<QYh dg]pQGI hdlIEQNQE j<gOljh jP<j jPI gZs |
PQhQ][ 1[ D]jP < A <[G E sl<g jQZIYQ[l« OPIlhlI ZQYIhj][lh glgl hk
d<gjQEQd<[jh <[G E]plg jPlI gZs GQgIE] <EjQ][hs E]YY<D]g<jQ][ s
OPQh k[GIghE]glh jPI E]J[Eldj jP<j QN gl GIhQgl < EP<[OI Q[ pQhC
[11G j] DI Q[ dY<EI Ds AAAA <[G N]g jP]hl <EjQ][h Q[ AAAA j] DI t
jP<j gl [IIG j] j<XI Ds AAAA« [G QN gl g<[j hkEEIhhNKY EP<[OI

,Q WKH QH[W \HDUV

GI[JOQNQIG <[G d<gj[lglG gQjP jPI <ddg]dgQ<jl hj<XIP]YGIgh
QGI[JQNQIG O<jlh
IplY]d jPgl<j hP<gQ[O Ng<Zliq]JgX N]Jg jPlI OY]D<Y E]JZZKk[Q]js
JIEYKGI dQY]j hjkGs ][ + sDIg QjQvI[hPQd A<Ax+
| rdY]gl dglpQlkh ZQhYZ<jEPIh Q[ h]EQIjs ¥l1«Oe hY<plgs
| rdY]gl []gZh N]Jg ZIGQkZ phe ZIhh<Ol Y G]kDYI hj<[G<gC
il hI[G ][ jlYIOg<dPe Z<QY ]Jg jlYIdP][I phe Q[ dligh][-
| kYjkg<Y PQhjlgs E]JkYG OQpl kh [Iqg Y<[Ok<OI j] Ihj<DYC
[O<OIl E]JZd<[QIlh j] IrdY]gl gPlgl h<NIljs ZIEP<[QhZh hP]kYG
1hl YIhh][h YI<g[IG Ng]Z QOP glfkl[Es 0g<GQ[O » hj]JEX Z<g
1iPlg hIEj]gh
JIGKE] hjkGs j] PIYd QGI[JQNs dglpQlkh Dgl<XG]q[h Q[ E]zd®
jg<Q[he <[G hkDqg<sh] <[G <dd¥Ys j] glhQYQI[EI [N d]hhQDYI <
EP<Q[* hZ<gj EQjQIh]
]YY<D]g<jl gQjP Q[Gkhjgs JgO<[QV<jQ][h ¥IO- e /e 4+
Q[ hdIEQNQE<jQ]J[he d]YQEQIh <[G jg<Q[Q[O
| +kDYQhP hj<[G<gGh <[G []gZh N]Jg P<gGqg<gl <[G EsDIg ¢
$g0<[QvVI <[G dg]Z]jl EsDIg GgQYYh <[G dIGIhjgQ<[ dI[ jIhjQ]
| +9]Z]jl EsDIgYgl<GQ[lhh <[G glhQYQI[EI j] gIGKEI NlI<g -
hshjlzZe ¥+glpQ]kh Ir<ZdYle [<jQ][<Y GgQYYh GkgQ[O jF
V ]<Ye gIGKEQ[O jPgl<jh jPg]kOP EP<[OIG DIP<pQ]gh
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e IplY]d jPI hlj IN Q[jlg[<jQlI[<Y gkYIlh ]Jg [lgZh ¥<Y< " /0! N]g
G<j< khl
o 7]gX qQjP ]1gO0<[Qv<jQ][h j] OIj d]YQEQIh <[G []gZh Q[ d?
<ddg]dgQ<jl YIplY N PkZ<[YQI[YjPIYY]]d Q[jIg<EjQ][ <[G
gIGK[G<[EQIh Q[ d]YQJQE<Y« IEJ[]ZQE=- jg<[hd]gj<jQ][* P
dg]Elhhlh
m gl<jl < Z]GIY jP<j E<[ G] jPI N]JYY]qQ[O-
e Zl<hkgl jPI g<jQ] IN <kj]Z<jQ][>PkzZ<[ glIGK[G<][E
hshjlZ ¥Q[ < OI[lg<Y hl[hl jP<j E<[ DI d]gjlG <E
G]Z<Q[h!
e |hj<DYQhP ZQ[QZkZ <EEIdj<DYI g<jQ]h N]Jg p<g
hshjlZhe
e r<ZdYle EIgj<Q[ EgQJjQE<Y hshjlZzh ZQOPj glfkC
IN PkzZ<[ glGk[G<][ESs
Gpl]E<jle IGKE<jl <[G I[<DYI I[EgsdjQ][ hj<[G<gG Q[ ]0 GIpQ
IplY]d ZIjJgQE N]g ZI<hkgQ[O jPI g<jQ] IJN pQgjk<Y E]JZZKk[Q]C
E]ZZk[Qjs Q[ < OlI]|Og<dPQE<Y <gl<e
o r<ZdYle QN jPI dI]JdY!l YQpPQ[O Q[ <ZQYj][*$ P<pl EAU
hJEQ<Y Q[jlg<EjQ][ qQjP dIJdYI JkjhQGIl <ZQYj][ Qh jPQ]
P<EXQ[O> QO <j< Z<[QdkY<jQ][«
m |q E<[ O]plg[ZI[jhe d]YQEs Z<Xlgh <[G E]ZZk[Q]js YI
m IplY]d < ZIjgQE N]g k[GIlghj<[GQ[O jPI dg]DYIZ Qh =
hjlde
IplY]d < hlj IN jJPQgG d<gjs []gZzh jP<j E<[ DI khiG Ds Q[Gkh];
E]Zd<[QIlh} N]Jg jPI <ddg]dgQ<jl E]JYYIE|jQ][ <[G P<[GYQ[O ]N
o dd¥Ys j] Q[GQpQGk<Yhes N<ZQYs ZI1ZDIlgh ¥EPQYGgI[ <[G
IhlI<gEP <[G IrdY]gl GI[jQjs jIXI[Qv<jQ][ N]g <jjgQDkjQ][ IN
gl<jl G<j< <EEIlhh []JQNQE<jQ][ hshjlz Q[ ]gGlg j] hll <[ ]plg
gP] P<h <EEIhhIG Qj ¥1«0O° EgIGQj hE]gl N]Jg G<j< kh<Ol;
.Ihi<gEP <[G GlplY]d <kj]Z<jlG hshjlz dg]j]jsdl
o <QY h<NI <hdIEj Q[EYkGIh PkzZ<[h Q[ jPI Y]]d qQjP Z]GI
PkZ<[h

In the next 8 years...

e IplY]d glfkQglZI[jhe hdIEQNQEh NJ]g QZdYIZI[j<jQ][ N]g jPI C
¥DKYYIjQ[ D]<gG!
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e Gain from NGO or charitable foundation for continued cyber hygiene/citizenship

development
o Goal: Transfer and hand-off to another organization.

Extend cyber drills to megacities. Go beyond army readiness to national readiness.
Trade organizations (IEEE, ISACA, APICS, etc) have implemented standards and norms
for hardware and cyber protocols
Digital government approved identity system (virtual and physical identity integration)
Creation of unified shared data stream for all government agencies

What's Next

The true power of the threatcasting process and the results that come from it are to provide
organizations and teams with both broad futures and specific actions. For this to be truly
successful, it must be used, implemented and iterated. It has been clearly shown that no single
sector or element of society is solely responsible for nor capable of combating these negative
futures. It will be a group effort that starts with collaborative research on the gates.

The ACl and the broader threatcasting team is reaching out to and collaborating with multiple
domains (within the military, federal, corporate, academia, media sectors as well as general
public) to apply these findings and discover areas for further investigation and modeling.
Ultimately, to help others understand what they can do to help given their expertise and
capabilities. In support of this, a Threatcasting Lab is being set up in 2017.

ASU Threatcasting Lab

Based at Arizona State University’s Global Securities Initiative and in the School for the Future
of Innovation in Society, the Threatcasting Lab will host and manage the Cyber Threatcasting
Project. Over a five-year timeframe, the Threatcasting Project will conduct interdisciplinary,
collaborative sessions twice a year to envision future cyber threats ten years in the future. Each
session will alternate from the east (West Point, NY and Washington D.C.) to west coast of the
United States (Tempe, AZ and San Francisco, CA) and will produce a threatcasting report like
this one that explores specific aspects of cyber threats and cybersecurity. Each report will also
contain specific actions, external indicators and milestones that can be taken to disrupt,
mitigate and recover from the threats. These report will be shared between government,
military, academic, public, private and corporate audiences.
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Ultimately, we will bring together a diverse, interdisciplinary collection of people and
organizations to model possible threats and specific actions that can be taken today. We will
use the output to foster conversations and dialogue with a wide range of audiences (e.g.
military, industry, academia, policy makers, trade associations, law enforcement, etc.) with a
diverse set of deliverables (e.g. Threatcasting Reports, briefings, articles, podcasts, videos,
science fiction, etc.).

We feel it is important to bring together a wide variety of people and organizations to not only
envision possible threats but to also discuss what specific actions can be taken. The
threatcasting process also allows for us to monitor our success, scrutinizing the indicators and
the success of the recommended steps to disrupt, mitigate and recover from these future
threats.

In parallel, we will document the Threatcasting Process, capturing the details in a textbook,
workbook and video tutorials. The goal is to train the trainers, allowing the process to be
taught and run in military academies, universities and in private industries.

The ten Threatcasting sessions and the supporting materials will also serve as a base, when
paired with the training tools to enable even greater number of organizations and institutions
to conduct their own threatcasting sessions.

The basis of Threatcasting is founded on bringing together diverse multidisciplinary groups to
model possible threats with data that is pulled from a diverse set of inputs. Both the process
itself and its outputs provide a knowledge base for decisions makers across various sectors.
Additionally, the train-the-trainers portion of the project will enable an even wider group of
people to participate in threatcasting, expanding the impact of the project.

Another indicator of our success will be how the Lab informs the ongoing debate and discussion
for specific action to be taken to disrupt, mitigate and recover from future cyber threats. This
can be applied to the military, policy makers, academic institutions as well as industry.
Ultimately the Lab seeks to broaden the conversation with the public in general, dispelling the
myths and giving people specific visions for the future that are rooted in action.

ACI Actions

The Army Cyber Institute finds itself in a unique position within the military to aid in finding
partners to assist with the required research into solutions (many of which will be whole of
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government in nature). First, the ACI will socialize the results within the Army Cyber
community and the Army’s senior leaders in order to provoke internal discussions on strategies,
capabilities, and needed force development to be able to operate in these futures. ACI will also
work with the military service academies and the Reserve Officer Training Corps (ROTC)
detachments to find undergraduate cadets interested to research elements of the findings as
projects, capstones, and thesis opportunities within their academic plans. Additionally, ACI will
work with the senior service colleges (Army War College, Naval War College, and Air War
College) to add this report’s findings to their research opportunities for students. This will
include working to add some of the described gates to the Key Strategic Issues List that the
Chief of Staff of the Army publishes annually. This is in addition to the research that the ACI
(along with their rolodex of academic and industry partners) will be able to accomplish. Finally,
this is in addition to supporting the Threatcasting Lab at ASU and the 5 year Cyber Threatcasting
Project).

&DOO )RU $RWWD WK QISBDQ\G

The next Threatcasting session is scheduled for May 1st and 2nd, 2017 at Arizona State
University in Tempe, AZ. We are looking for interested parties who would like to participate in
the two day workshop and/or have specific ideas and area that require further investigation.

If you are interested, have ideas to share or want more information please contact:
ThreatCasting@usma.edu

&RQFOXVLRQ

For many, future cyber threats seem unimaginable and insurmountable. This threatcasting
report seeks to envision these threats and empower people and organizations to take action.
These possible futures, based on facts and modeled by professionals, can dispel the myths and
clear the fog for pragmatic, action-based dialogue.
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IQYIhj][lhe

What needs to happen in 4 year to disrupt, mitigate and
perpare for recovery from the threat?

What needs to happen in 8 year to disrupt, mitigate and
perpare for recovery from the threat?

2Q DXWRPDWLRQ RI WDVN DQG XVH RU URERWLFV
1 engage companies to look at where safety mechanisms should be emplaced
2 use lessons learned from High Frequency Trading / stock market crashes to apply to other sectors
3 conduct study to help identify and apply to supply chain
4 impact IEEE hardware specs / policy
5
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OPgI<jE<hjQ[O 7]gXhPlI]

Team:

rdIgQI[EI 0QjYlIs

Julia Rose West, Andy Hall, Natalie Vanatta, Josh Bundt
I<YjP YkD Q<hE]

hjQzZ<jlG <jle AAAC
| <i< +1Qljh
IY]j] %A Social status is really important and influences more than we assume
IY]j %A True Sentinent Beings?
IY1j %A Automated decision making (systems making decisions for us)
IY]j %A +g]NIhhQ][<Y YQEI[hQ[O N]g GlplY]digh
IY]] % A& [N]gZ<jQ][ Y]q ¥GQhgkdjQ[O Q[N]Zg<jQ][ NY]q qQYY GIY<s hkddYs
IY]] %C hsZZljgQE <Gplgh<gs <JJ<EXQ[O h]Nj j<gOljh ¥j<gOIljQ[O N<ZQYIlh <

/Y]] %4E ¥OPQh Qh AAAA!

IpPQEI hlIEkgQjs gkYIlh ¥d]]g GIpQEI hlEkgQjs E][jQ[klh <h JIEP h]Ykj

|+ .0 $" « 7P] Qh s]kg +Igh][«

7PIgl G] jPIs YQpl«<

7P<j Qh jPI jPgl<j«

« U

Qplh Q[ <Pg<Q]
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dg]ZQIJI[<[EI

gQINYs GIhEgQDI P]q s]lkg digh][ IrdIgQI[Elh jPI jPgl<je
7P<j Qh Qj<« 7P]1 IYh!l Q[ jPI digh][°h YQNI Qh Q[p]YpIG<« 7P<j G]lh jPI .IG 01<Z q<][j j] <EPQIpl« 7P<j Qh jPI .
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7P<j Qh GQNNIgI[j <[G>]g jPI h<Zl <h dglpQ]lkh Ipl[jh ]1g Q[hj<[jQ<jQ][h IN jPI jPgl<j«
7PI[ jPI dligh][ NQghj I[E]k[jlgh jPI jPgl<je gP<j gqQYY jPIs hllc 7P<j qQYY jPI hEI[lI NIlY YQXI«

19 gQYY Q[N]gzZ<jQ][ DI GIYQplglIG j] jPI digh][< 7PIgl <[G

Plg qQYY jPI digh][ E][[IE] <[G E]ZZK[QE<jI qQjP ]jPigh«
¥N<ZQYss <QG <OI[EQIlhe NIGIg<Ye hj<jl <[G Y]E<Y <kjP]gQjQlhe
dgINIhhQI[<Y [ljq]lgX]

7P<j qQYY |

7TP<j qQYY jPI digh][ P<pl j] G] jl <EEIlhh dI]dYle hilgpQEIlhe jJIEP[]Y]Os <[G Q[N]gzZ<jQ][ jPIs [IIG«
7TP<j [lg E<d<DQYQjQIh I[<DYIl jPI dligh][ <[G jPIQg Dg]<Glg E]1ZZk[Qjs j] glE]plg NglZ jPI jPgl<j«

-kIhjQI[ $[I

-kIhjQ][ 0q]

7PI[ jPI dligh][ NQghj I[E]lk[jlgh jPI jPgl<je qP<j qQYY jPIs hllc 7P<j
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Barriers and Roadblocks: What are the existing barriers (local,
governmental, political, defense, cultural, etc) that need to be
overcome to bring about the threat? How do these barriers and
roadblocks differ geographically?

New Practices: What new approaches will be used to bring about your threat and how will the Red Team enlist the help of the broader community?
Business Models: What new business models and practices will be in place to enable the threat?

Research Pipeline: What technology is available today that can be used to develop the threat? What future technology will be developed?
Ecosystem Support: What support is needed? What industry/government/military/local partners must the Red Team team up with?

Training and Outreach: What training is necessary to enable the
threat? How will the Red Team educate others about the
possible effects of the threat? And how to bring about the
threat?

"Ilg +g<EjQElhe 7P<j [Iq <ddg]<EPIh gQYY DI khIG j] DgQ[O <D]kj s]k
-klhjQl[ $[!I ITYQhj jPI PIYd ]N jPI Dgl<Glg E]ZZk[Q]js«

Any hack can be purchased for the right amount of money. Hacks are a commodity item. They are an
ideological group so bring a scientist over to their side to help with the analysis of the DNA results. They
could also hack the thrid party of ancestry.com

<ggQlgh <[G .]J<GDY]EXhe 7P<j <gl jPI IrQhjQ[O D<ggQlgh ¥Y]E<Ye« |
IJE'" jP<j [I1G j] DI ]pIgE]Z!I j] DgQ[O <D]kj jPI jPgl<j< ]q G] jPihl D<¢
-klhjQ][ 0q] Ol]0Og<dPQE<YYs«

As a ideological hacking group, they get top cover from supporters in the national and local government
who look the other way when they terrorize citizens. they are bringing back the true faith and pure tribe.

PART FOUR- Backcasting - Blue Team (from the perspective of U.S. Forces)

Examine the combination of both the Experience Questions as well as the Enabling Questions.

Explore what needs to happen to disrupt, mitigate and recover from the threat in the future.

<jlhe
What are the Gates?

List out what the Blue Team has control over to disrupt, mitigate
and recover from the threat.

ability to put things off limits (dont let service members use the gym) - but this has a negative effect on
1 relations with the country

2

3 encourage use of best practices in cybersecurity to local businesses; host training sessions as outreach
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A" Qh ]kj Q[ jPI EY]kGZ E<[ [Iplg glE]plg ]g dglpl Qj Qh s]k ¥Q[ Nkjk
AE<[°j Q[NYKI[EI <Pg<Q[ Olplg[ZI[j glOkY<jQ][h j] I[E]kg<Ol jQOPjlg
A/lgpQEI ZIZDlgh EP]]hl j] khl N]JglQOJ[ Y]JE<Y higpQEIh
A

£

lg jl GQhgkdj.
gQYY P<pl <
YIGe

Milestones:
7P<j [IIGh j] P<ddI[ Q[ A si<g j] GQhgkdjs ZQjQO<jl <[G dlgd<gl
N]g glE]plgs Nglz jPI jPgl<j«
EP<[OI EkYjkgl N]Jg Q[GQpQGk<Yh []j j] h] aQYYQ[OYs OQpl kd jPIQc¢
Adg]lpQGIG qPI[ []1j [IIGIG!

AGIplY]d Q[jlg[<jQ][<Y hj<[G<gGh N]g h]Njg<gl GlIplY]dZI[j j] <GPIgl j

EP<[OI jPlI Z]GIY N]g G<j< ]q[lghPQdZ dgQp<Es Qh Z<Q[j<Q[IG jPg]k
AE]1Zd<[Qlh [] Y][Olg <gl <YY]qlG j] 1q[ Ekhj]Zlgh G<j<s jPIs Zkhj d<s>

A
£

7P<j [IIGh j] P<ddI[ Q[ E sl<g j] GQhgkdjs ZQjQO<jI <[G dlgd<gl
N]g glE]plgs glZ jPI jPgl<j«

]q gP<j k[QfklYs QGI[JQOQNQIh <[ Q[GQpQGk<Y ¥ " Z<s []
jIGe|

[ hP
[ DI °I1GQ



Threatcasting Worksheet

Team: Fernando Maymi, Rob Thomson, Alida Draudt, Steve Henderson, Rob
Experience Title: RISE OF THE SOCIAL PANDA

Estimated Date: 2026

Data Points

There is no one general system to detect threats and opportunities; our minds are not developed

Slot #1 to do deep thinking so we need time to think through things
Slot #2 Smart & Trusted Objects (e.g. Smart Shirt)

Slot #3 Misinformation as a weapons system

Slot #4 Engineering practices

Slot #5 Supply Chain Ecosystem

Slot #6 our adversaries are digital natives

Slot #7 (This is 2020) Hackers go mainstream

PART ONE: Who is your Person?

Who is your person and what is their broader community? Li, a mainstream hacker (aka Darc Diabl0)

Where do they live? Singapore

THREAT: SocailPanda, a national citizenship score, originally based on a "credit score"; A single

score, controlled by the State, linked to gamified social media, online shopping, entertainment to

build loyalty, convergence, control; No ability to lead divergent hacking life AND have a good
What is the threat? score

Briefly describe how your person experiences the threat.

What is it? Who else in the person's life is involved? What does the Red Team want to achieve? What is the Red Team hoping for? What is the Red Team frightened
of?

What is the experience we want the person to have with the threat?

What is the experience we want them to avoid?



Avoid compromising state sponsored citizenship score but keep freedom of action to hack

| PART TWO: Experience Questions (from the perspective of "the person" experiencing the threat)

-kIhjQ][h ¥dQEX jq]|

"The Event" - How will your person first hear about or experience the threat?

What is different and/or the same as previous events or instantiations of the threat?

When the person first encounters the threat, what will they see? What will the scene feel like? What will they not see or understand until later?

How will information be delivered to the person? Where and how
will the person connect and communicate with others? (family, aid
agencies, federal, state and local authorities, professional network)

What will the person have to do to access people, services, technology and information they need?

What new capabilities enable the person and their broader community to recover from the threat?

When the person first encounters the threat, what will they see? What will the scene feel like?
-klhjQ]l $I! What will they not see or understand until later?

Social Panda has been online for one year...Tension between two lives causes gradual loss of
credit; Then, Li finds out (after the fact) that they were left out of social opportunities; Wasn't
invited to his friends party; Checks score, hypothesizes new data source has been added to
SocialPanda. Hasn't slipped, realizes duality becuase system is mining data and
rooting/squeezing him out. Must figure our what new data set is.

-k1hjQ][ 0q] What new capabilities enable the person and their broader community to recover from the threat?

Reverse engineer software protocols to overcome system. Man in middle to get ubiquitous
devices to provide false information to cover social score. Band together with other hackers to
use smart tools and apps (fueled by Al) to do this for him. Code a second persona that hacks
SocialPanda to duplicate a false "proper life." Hack the next data source process to be included in
the SocialPanda to control system. Last resort: Grab the cyber hammer and start swinging for the
bleachers.

| PART THREE: Enabling Questions - Red Team (from the perspective of "the party" bringing about the threat)

-kIhjQI[h ¥dQEX jq];

Barriers and Roadblocks: What are the existing barriers (local,
governmental, political, defense, cultural, etc) that need to be
overcome to bring about the threat? How do these barriers and
roadblocks differ geographically?

New Practices: What new approaches will be used to bring about your threat and how will the Red Team enlist the help of the broader community?
Business Models: What new business models and practices will be in place to enable the threat?
Research Pipeline: What technology is available today that can be used to develop the threat? What future technology will be developed?

Ecosystem Support: What support is needed? What industry/government/military/local partners must the Red Team team up with?



Training and Outreach: What training is necessary to enable the
threat? How will the Red Team educate others about the possible
effects of the threat? And how to bring about the threat?

New Practices: What new approaches will be used to bring about your threat and how will the
Question One Red Team enlist the help of the broader community?

SocialPanda is a government-backed, self-sustaining system based on social incentives and
behavior. Add more and more data.

Ecosystem Support: What support is needed? What industry/government/military/local partners
Question Two must the Red Team team up with?

An initial algorithm to define a covgergent score (what is a good citizen)? Partner with the data
sources (AliBaba, google.sg, community sensors, neigborhood watch)

PART FOUR- Backcasting - Blue Team (from the perspective of U.S. Forces)

Examine the combination of both the Experience Questions as well as the Enabling Questions.

Explore what needs to happen to disrupt, mitigate and recover from the threat in the future.

Gates:
What are the Gates?

List out what the Blue Team has control over to disrupt, mitigate
and recover from the threat.

1 Control over other hackers
2 Can identify companies pulled into SocialPanda
3 Erode trust in the scoring process (point out social inequality)

4 Create counter culture

5
Flags:
What are the Flags?
List out what the Blue Team doesn't have control over to disrupt,
mitigate and recover from the threat. but this will have a
significant affect on the futures you have modeled.

1

2 75% Penetration of loT via Wifi or other ubiquitous netowrk
3 Government gains ubiquitous access to loT Data
4

5 Deployment of SocialPanda



Milestones:

7P<j [IIGh j] P<ddI[ Q
I

_ A sl<g j] GQhgkdjs ZQjQO<jl <[G dlgd<gl
N]g glE]plgs Ng]Z jP

[ng|<J<
A Jggkdj G<j< hljh j] DkQYG Q[ QO <j< D<EXG]]lgh
A QjQviI[h Iq[ jPIQg ]q[ G<j< ¥YQjQO<jQl[}
A+9]1Z]jQI[ IN 1dI[Yh]KkgEIl h]EQ<Y ZIGQ< [ljg]lgXh
A 1k[jlgYZl<hkglh j] Z<hh h]JEQ<Y I[OQ[IIgQ[O
A+gld]hQjQ][Q[O jPI jlIYh <[G IGKE<]Q][
[E]kg<Ol <[G J[YQI[I Z<[s dlgh][<YQjQIlh dilg dPSshQE<Y dlgh]]

7P<j [11Gh j] P<ddI[ Q[ E sl<g j] GQhgkdjs ZQjQO<jl <[G dlgd<gl
N]g glE]plgs Ng]Z jPI jPgl<j«

IplY]dZI[j IN hQv<DYIl P<EXQ[O N]gEI
gl<jl hz<YY P<EX<jP][h

D > B>



OPQgI<JE<hjQ[O 7]gXhPllIj

Team: Erik Dean, Glenn Robertson, Clint Watts
rdigQI[ElI 0QjYle OPI <YY IN jPI I<EPQ[Ih
hjQzZ<jlG <jle AAEA
| <i< +1Qljh
IY]] % A Many of our cues we inately use are from our evolutionary past; evolutionary cues and environmental cues
IY]j] %A Manipulation of Social Media (China Gamified CitizenNet)
IY]] %A Automated decision making
IY]j %A Engineering practices
IY]] YafE Z1gOQJ[O jIEP YQXI g]D]jhs A dgQ[jQ[O+ $0
IY]j] %C Asymmetric adversary attacking soft targets
/Y]] %E ¥0PQh Qh AAAA | Cybersecurity is at the threshold of profound psychosocial impact.

[+ .0 $" « 7P] Qh slkg +lgh][«

<[h gkDIg jPIl <plg<Ol 1gZ<[ EQjQVI[ Y glgXh Q[ < E]ZdYIjlYs <kj]z<
7P] Qh s]lkg digh][ <[G gP<j Qh jPIQg Dg]<Glg E]ZZk[Q]js« N]g Z<QI[jI[<[EI <[G kdOg<GlIlh

Wife Gretel, Brother Simon
7Plgl G] jPIs YQpl« lgZ<][s

P<[OQ[O h]EQ]YIEE][]ZQE <[G GIZ]Og<dPQEh [N PQh P]ZI jlq[ GkI j]
7P<j Qh jPI jPgl<j« <hjig[ Elk[jgs

Attack on automated systems and misinformation about ethic group of refugees causing the attack

gQINYs GIhEgQDI P]q s]kg digh][ IrdIgQI[Elh jPI jPgl<je

gkZDYQ[O |JN 1 <[G " 0% Q[ <GGQjQII il thQ[O QINYkr [N [I[Y IgZ<[h E<khlh E]kdYIG gqQjP gQhl QI

<]k|jD]]Z'h<jQ][ <[G g]D]jh P<h E<khIG < hQO[QNQE<[j Y]hh ][N W]Dh qPQEP <gl DIQ[O j<XI[ Ds EPI<dIg Y<D]g ]g

g Jhe

7P<j Qh Qj< 7P] IYhI Q[ jPI dlgh][°h YQNI Qh Q[p]lYp!IG<« 7P<j G]Ih jPI .I1G 01<Z q<[j j] <EPQIpl< 7P<j Qh jPI .IG 0l1<Z P]dQ[O N]g« 7
OPI dligh][® h I[]le N<ZQYs <[G E]ZZk[QJs <gl Q[p]YpIG OPI .IG 01<Z P]dlh j] Glhj<DQYQuvI jPI

glOQ][ Ds GQhgkdjQ[O <kj]Z<jlG Z<[kN<Ejkg Q[O 0PI EPI<d Y<D]g P<h E<khiG <[ k[Jg<Q[IG qlgXN]gEI

jP<j G]Ih []j X[]g Plq j] gk[ Z<[kN<EJng[O PI[ EF’Q[I <[G <kj1Z<jQI][ <gl []j ]dIg<jQ][<Y+

OPI .IG 0I<Z Qh P]dQ[O j] N1ZI[j jkgZ]QY Q[hQGI IgZ<[s <[G j] q|<XI[ iPl IE][]ZQE hjgl[OjP IN

IgZ<[s <h glYY <h j] GgQpl Z<[kN<EjkgQ[O j] < .IG 01<Z NgQI[GYs E]k[jgse OPI .IG 0I<Z Qh []j

NgQOPjI[IG |]N <[sjPQ[O-

7P<j Qh jPI IrdlIgQI[EI gl g<[j jPI dlgh][ j] P<pl gqQjP jPI jPgl<j«



71 q<[j jPl .1G 01<Z j] N<QY <[G jPI IE][]Zs j] 9g1Z<Q[ hj<DYIl <h qlYY <h jPI glY<jQ][hPQdh qQjP <YY
h]EQYIE][]1ZQE Og]kdh j] glZ<Q[ hZ]]jP <[G Olj hjg][Olg-

71 g<[j hIEJ[G OI[1g<jQI[ IN QZzZzQOg<[jh j] Q[jlOg<jl Q[j] hkgg]k[GQ[O EkYjkgl

7P<j Qh jPI IrdIgQI[EI ql g<[j jPI1Z j] <p]QG«

Economic collapse in Germany + fear of other social, economic, ethic groups

[+ .0 078+ rdIgQI[EI -kihjQ][h ¥Ng]Z jPI dighdIEjQpl IN *jPI digh][+ IrdIgQI[EQ[O jPI jPgl<j!

Questions (pick two)

+0PIl pl[j= Y 19 qQYY slkg digh][ NQghj Pl<g <D]kj ]g IrdIgQI[EI jPI jPgl<j«

7P<j Qh GQNNIgI[j <[G>]g jPI h<Zl <h dglpQJ]kh IpI[jh Jg Q[hj<[jQ<jQ][h IN jPI jPgl<j«<

7PI[ jPI digh][ NQghj I[E]k[jlgh jPI jPgl<js qP<j qQYY jPIs hll< 7P<j qQYY jPI hEI[I NIIY YQXI< 7P<j qQYY jPIs []j hil ]1g K[Glghj<[C
19 gQYY Q[N]gZ<jQ][ DI GIYQpIgIG j] jPlI dlgh][< 7PIgl <[G P]q qQYY jPI dlgh][ E]J[[IE] <[G

E]ZZK[QE<jl qQjP ]1jPlgh« ¥N<ZQYse <QG <OI[EQIlhes NIGIg<Ye hj<jl <[G Y]E<Y <kjP]gQjQlhe dgI]NIhhQ][<Y
[liglgX,

7P<j qQYY jPI digh][ P<pl j] G] jl <EElhh dI]dYIe higpQElhe JIEP[]Y]Os <[G Q[N]gZ<jQI][ jPIs [IIG«
7P<j [lg E<d<DQYQjQIlh I[<DYI jPI dlgh][ <[G jPIQg Dgl<Glg E]ZZk[Qjs j] glE]lplg NglzZ jPI jPgl<j«

Question One

"The Event" - How will your person first hear about or experience the threat?

| P<h Y]hj PQh W]D Gkl j] <kj]Z<jQ][ ]g Qh k[Glg E]ZdIjQjQ]] qQ EP
d<s N]Jg <GGQjQ][<Y h]EQ<Y hlgpQEIlhs OPIs qQYY Pl<g Q[N]gZ<jQ][ N
Q[EQjJQ[O NIi<g <[G Q[hj<DQYQjs-

How will information be delivered to the person? Where and how will the person connect and
Question Two

communicate with others? (family, aid agencies, federal, state and local authorities, professional
network)

h qQYY hil jPI jPgl<j NQghjP<[G <h qIYY <h hll>PI<g Q[N]gZ<jQ][ j
liPlghe Q[ digh][s Q[ PQh E]ZZKk[Q]js*

[+ .00. « [<DYQ[O -kihjQ][h V .

IG 01<Z ¥Ng]Z jPI dighdIEjQpl N +jPl d<gjst DgQ[OQ[O <D]kj jPI jPgl<j!

Questions (pick two)

<ggQlgh <[G .]<GDY]EXhe 7P<j <gl jPI ITQhjQ[
EkYjkg<Ys IjJE! jP<j [IIG j] DI ]plgE]ZI j] DgQ[O

O D<ggQlgh ¥Y]E<Y. O]p [ I[j<Ye d]YQjQE<Ye GINI[hIe
<D]kj JPI jPglI<]
g]<GDY]EXh GQNNIg OlI]Og<dPQE<YYs«

gl<j< ]g G] jPIhl D<ggQlgh <[G
"lq +g<EjQElhe 7P<j [Iq <ddg]<EPIlh qQYY DI khiG j] DgQ[O <D]kj slkg jPgi<j <[G P]q qQYY jPI .1G 01<Z I[YQhj jPI PIYd ]JN jPI Dg]:
khQ[lhh !]GIYhe 7P<j [Ig DkhQ[Ihh Z]GIYh <[G dg<EjQEIh qQYY DI Q[ dY<EI j] I[<DYI jPI jPgl<j<

IhI<gEP +QdIYQ[l* 7P<j jJIEP[]Y]Os Qh <p<QY<DYI j]G<s jP<j E<[ DI kh1G j] GlplY]d jPI jPgl<j< 7P<j Nkjkgl jIEP[]Y]Os qQYY DI GI
E]hshjlz /kdd]gje 7P<j hkdd]gj Qh [IIGIG« 7P<j Q[Gkhjgs>O]plg[ZI[j>ZQYQj<gs>Y]E<Y d<gj[lgh Zkhj jPI .IG 01<Z jl<Z kd qQjP«
09g<Q[Q[O <[G $kjgl<EPe+ 7P<j jg<Q[Q[O Qh [IElhh<gs j] I[<DYI jPI jPgl<j<

]g gQYY jPI .IG 01<Z IGKE<jl ]jPIgh <D]kj jPI d]hhQDYI

Barriers and Roadblocks: What are the existing barriers (local, governmental, political, defense, cultural
Question One

etc) that need to be overcome to bring about the threat? How do these barriers and roadblocks differ
geographically?

OPI .1G 01<Z Zkhj gI<EP <[h pQ< < jgkhjlG Q[N]gZ<jQ][ h
0l<Z Zkhj GQh<DYI ]Jg GI1Og<GI| <kj]Z<jlG E<d<DQY |



Question Two

Business Models: What new business models and practices will be in place to enable the threat?

With the rise of automation, most companies have moved away from manual labor and are using
completely automated systems for production.

PART FOUR- Backcasting - Blue Team (from the perspective of U.S. Forces)

Examine the combination of both the Experience Questions as well as the Enabling Questions.

Explore what needs to happen to disrupt, mitigate and recover from the threat in the future.

Gates:
What are the Gates?

List out what the Blue Team has control over to disrupt, mitigate and recover from the threat.

Flags:
What are the Flags?

List out what the Blue Team doesn't have control over to disrupt, mitigate and recover from the
threat. but this will have a significant affect on the futures you have modeled.

Milestones:

What needs to happen in 4 year to disrupt, mitigate and perpare for recovery from the threat?

What needs to happen in 8 year to disrupt, mitigate and perpare for recovery from the threat?

A W N

Counter mis-information through rapid media dissemination
Development of social and government crisis response plans
Provide social integration and stabilization support

Ensure redundance in automation capabilities

Mass protests of different income classes against socio-economic changes + polarization of associated
groups

Outages of large distributed computer systems

Change from any touch labor during manufacturing to complete, end to end, automated process

Communicate resiliency and response plans to the public and openly test them frequently
Ensure manually-operated backup systems are available for all automated systems

Create a redundant "copy" of every critical system to be used as needed

Change the media's messaging (including TV shows and movies) portraying the worst possible outcome to
all situations (ex The Walking Dead)

Create systems that can completely verify their integrity and the integrity of the data being used






OPgI<jE<hjQ[O 7]gXhPlIj

7THDP
rdIgQI[El 0QjYle

3DXO OD[ZHOO 5RFN 6WHYHQV $GDP 'XE\

hjQz<jlG <jle AAAC
| <i< +IQIjh
IY]j %A 6RFLDO VWDWXV LV UHDOO\ LPSRUWDQW DQG LQIOXHQFHV PR
IY]1j] %A /LYLQJ RII WKH *ULG
IY]j] %A OLVLQIRUPDWLRQ DV D ZHDSRQV V\VWHP
IY]j %A (QILQHHULQJ SUDFWLFHV
IY]] %A /kddYs P<Q[ El]hshjlz
IY]j %C RXU DGYHUVDULHV DUH GLJLWDO QDWLYHV

IY]j %E ¥0PQh Qh AAAA!

&\EHUVHEXULW\ LV DW WKH WKUHVKROG RI SURIRXQG SV\FKRYV

|+ .0 $" +« 7P] Qh s]kg +Igh][«

7P] Qh s]kg dligh][ <[G gP<j Qh jPIQg Dg]<Glg E]ZZKp@jlRQ .1Z<[]lp gQZQ[<Y P<EXIge NQ[<[EQ<YYs Z]jQp<]j

7PIgl G] jPIs YQpl«

7TP<j Qh jPI jPgl<j«

1[GII

QhjgkdjQ][ jl PQh g<s JN YQNI <[G Q[E]ZI

gQINYs GIhEgQDI P]q s]kg digh][ IrdIgQI[Elh jPI jPgl<je
7P<j Qh Qj< 7P]1 I1YhI Q[ jPI dlgh][°h YQNI Qh Q[p]YplIG« 7P<j G]lh jPI .1G 01<Z q<][j j] <EPQIpl«< 7P<j Qh jP|
7TP<j Qh jPI IrdIgQI[EI gl g<[j jPI digh][ j] P<pl gQjP jPI jPgl<j«

7P<j Qh jPI IrdIgQI[EI gl g<[j jPIZ j] <p]QG«



Primary threat to Sergei is attribution of his illegal activities and imprisonment. LE is
afraid of tipping Sergei off and pushing him further underground or changing modes
of communication (strong encryption etc) Sergei lacks trust; experiences spike in
paranoia when his network has data usage spikes when he's not logged in, notices
white van parked outside. Social exile; recluse; isolation

| PART TWO: Experience Questions (from the perspective of "the person" experiencing the threat)

-kIhjQJ[h ¥dQEX jq];

"The Event" - How will your person first hear about or experience the threat?

What is different and/or the same as previous events or instantiations of the threat?

When the person first encounters the threat, what will they see? What will the scene feel like? What will they not see or understand until later?

How will information be delivered to the person? Where and how will the person
connect and communicate with others? (family, aid agencies, federal, state and local
authorities, professional network)

What will the person have to do to access people, services, technology and information they need?

What new capabilities enable the person and their broader community to recover from the threat?

-k1hjQI1[ $[! +0PIl pl[jz Y 19 qQYY s]kg digh][ NQghj Pl<g <D]kj ]g |
Online associate is v&'d (vanned), Sergei receives anon tip that he's being targeted
next

_ 7P<j Qh GQNNIgI[j <[G>]g jPI h<Zl <h dglpQJ]kh IplI[jh ]g
-kl1hjQ]J[ 0q] JPgl<j<

Sergei is a digital native and expert -- harder to target; systems are harder to exploit
and attribution obfuscation is more impossible; Sergei is using different initial entry
points into network (never attacks from the same phy location); he has a strong
distrust of hardware and loT devices --> pushes him further away from the
connected world)

| PART THREE: Enabling Questions - Red Team (from the perspective of "the party" bringing about the threat)

-kIhjQJ[h ¥dQEX jq];

Barriers and Roadblocks: What are the existing barriers (local, governmental,
political, defense, cultural, etc) that need to be overcome to bring about the threat?
How do these barriers and roadblocks differ geographically?

New Practices: What new approaches will be used to bring about your threat and
how will the Red Team enlist the help of the broader community?

Business Models: What new business models and practices will be in place to enable the threat?

Research Pipeline: What technology is available today that can be used to develop the threat? What future technology will be developed?



Elhshjlz /kdd]gjs 7P<j hkdd]gj Qh [I1GIG<« 7P<j Q[Gkhjgs>0O]plg[ZI[j>ZQYQj<gs>Y]E<Y d<gj[lgh Zkhj jPI .1G
0g<Q[Q[O <[G $kjgI<EPs 7P<j jg<Q[Q[O Qh [IEIhh<gs j] I[<DYI jPI jPgl<j< ]q qQYY jPI

1G 0I<Z IGKE<jl ]jPIgh <D]kj jPlI d]hhQDY! INNIEjh JN jPI jPgl<j< [G P]q j] DgQ[O
<D]kj jPI jPgl<j<

IhI<gEP +QdIYQ[I+ 7P<j jIEP[]Y]Os Qh <p<QY<DYI j]G<

Question One jPl jPgl<j< 7P<j Nkjkgl jIEP[]Y]Os qQYY DI GlplY]dIG«
J1gQDKjQI[ jl1Yh YQXI jP<j GQhEY]hl pQEjQZ°h +>C
j<gOlj vQ[thjk Ih jP<j hkdd]gj] EgQZQ[<Yh>hd<ZZIgh ¥«
d<dlg!Z E][jg]YYQ[O 0$. I1rQj []GIh j] GQhEY]hl jg<NNQI
ElhshjlZ /kdd]gjs 7P<j hkdd]gj Qh [IIGIG<« 7P<]j

Question Two Q[Gkhjgs>O]plg[ZI[j>ZQYQj<gs >Y]E<Y d<gj[lgh Zkhj jPI
P<gGqg<gl Z<[kN<EJkgIgh qu D<EXG]]ghZ /+h qQYYQ]|
hjQOZ<jQvl EgQZQ[<Y Kk[GIgOg]k[G ¥h]EQIjs hkdd]gj <C
ig<EXQ[OZ glfkQgl ][YjPIYOQgQG GIdI[GI[EQIh ¥qQjP kI

+ .0 $1. <EXE<hjQ[O Y YKkI 0I<Z ¥Ng]Z jPl dlghdIEjQpl ]N 1+/+« ]gEIh!
r<ZQ[Il jPI E]ZDQI[<jQ][ IN DIJjP jPI rdIgQI[EIl -klIhjQ][h <h gqlYY <h jPI [<DYQ[O -klhjQ][he
rdY]gl gP<j [IIGh j] P<ddI[ j] GQhgkdje ZQjQO<jl <[G glE]plg Ng]Z jPI jPgl<j Q[ jPI Nkjkglse

Gates:
7P<j <gl jPI <jlh«
Qhj 1kj qP<j jPI Ykl 0I<Z P<h E][jglY ]plg jl] GQhgkdjs ZQjQO<jl <[G glE]plg Ng]lZz
jPl jPgl<je
'QhQ[N]gZ<jQ][ <h < gl<d][ YY Z]pQ[O J<90|Jh J] g1Z<Q]
AQh OJQI[O j] GI[s YQD 91Q|h pPQ< jg<EXQ[O j]]Y

. 0QZQ[<Yh g<[j j] Nlh Ig N<Yh!l hi[hl IN hIEkgQjs j] Zz<X
AP<gG- ql°gl Z]gl hlEkgl []gs G][°] glggs <D]kj Qj+

Qhgkdj Q[]Ig[<JQ][<Y E]]dIg<jQ][ YY Z<hfklg<GIl <h [<]C
A<YYQIG [<]Q][Yhj<]l ¥< Y< lIgXIY!

+g]YP<EXIg E<Zd<QOJ[ Y P]gQ[O DI[INQJh il iPIl glgY¢
AE]k[Jng [T+ fk<jQ][ glk d KEJQ][ IJE

£
Flags:
7P<j <gl jPl Y<Oh«



Qhj ]kj gP<j jPI Ykl O0l<zZ G]Ih[°] P<pl E][jglY 1Iplg j] GQhgkdjs ZQjQO<jl <[G
glE]plg Ng]Z jPI jPgl<je Dkj jPQh qQYY P<pl < hQO[QNQE<][j <NNIEj ][ jPI Nkjkglh s]k
P<pl Z]GIYIG-
A [ilg[<jQI[<Y [lgZh+ jgI<jQlh ]plg P<EXQ[O
A kQY|jYQ[ O]JpYE][jglYYIG D<EXG]]lgh
A.1Z]p<Y IN <[][sZQjs Ng]Z qID ¥hQOJ[IG <EjQ][hes Dgl<G
A g]gQ[O hIE <g<gl[lhh
A'lgl Z<jkgl h]Njg<gl <[G P<gGg<gl GIhQOJ[ dg<EjQEIlh
Milestones:

7P<j [I1Gh j] P<ddI[ Q[ A sI<g j] GQhgkdjs ZQjQO<jl <[G dlgd<gl N]g glE]plgs Ng]z
jP1 jPgl<j«
A KQYG DIjjlg <[][sZQjs jll1Yh
A kQYG <jj<EXh <j hE<YIl j] Q[Egl<hl Q[E]ZI <[G P<gGlg
A"lq glpl[kl Z]GIYh YYa DQO G<j< DY<EXZ<QY
Alkdd]gj > 1
A'lqg gq<sh [N Y<k[GIgQ[O Z][Is

7P<j [IIGh j] P<ddI[ Q[ E sl<g j] GQhgkdjs ZQjQO<jl <[G dlgd<gl N]g glE]plgs Ng]Zz
jP1 jPgl<j«<
A/d]IN JIYQI!I <jjgQDkjQ]J[ YYa N<XI h

N Do D D



Threatcasting Worksheet

Team: Mike McDonald, Chris Arney, Chris Claremont
Experience Title: Code Red
Estimated Date: 2026
Data Points
Context affects perception; how vulnerable you feel is based on other threats in your environment; some
situations you would be hyper-vigilent but you can't always be (change in your posture based on whether
Slot #1 at work than home)
True Sentinent Beings? True Sentinent Beings will not exist in 10 years or (probably) even 20; Too brittle
Slot #2 to achieve true sentinent standard; But we will be able to do limited cognitive modeling
Commanding Data & App Creation. Autonomous devices will generate data and do things on their own.
Apps are being generated autonomously by large platforms. How do we control these? Corporate entities
Slot #3 will command platform, we will suscbribe to effects.
International norms/establish policies that discourage malicious actors. |s CNE acceptable? Does cyber
Slot #4 espionage change the spy game?
Supply Chain Ecosystem. Suppliers have suppliers have suppliers. A weak spot in any one of these systems
has massive cascading effects on the whole ecosystem. There are national security implications to this, as
well. Recent examples include the F-35 breach through subcontractors and Qualcomm chip hardware
Slot #5 vulnerabilities, exposing millions of Androids.
Our adversaries have unprecedented knowledge of our TTPs. Adversaries can easily identify our
equipment and personnnel security vulnerabilities, patterns, and MO and exploit them,information
Slot #6 disclosure, messaging.

Slot #7 (This is 2020)

Cybersecurity is at the threshold of profound psychosocial impact. Cyber Security's impact on the public
psychology erodes trust in the financial and other systems that form the building blocks of modern society.

PART ONE: Who is your Person?

Who is your person and what is their broader community?

Where do they live?

Woman, mid-40's, non-college grad, digital native, veteran, hardware repair, public sector employee

Chicago



7P<j Qh jPI jPgl<j« P

gQINYs GIhEgQDI P]q s]kg digh][ IrdIgQI[Elh jPI jPgl<je

7P<j Qh Qj< 7P] IYh!I Q[ jPI dligh][°h YQNI Qh Q[p]YpIG<« 7P<j G]lh jPI .1G 01<Z q<][j j] <EPQlpl< 7P<j Qh jPI .1
7P<j Qh jPIl IrdIgQI[EI gl g<[j jPI dligh][ j] P<pl gqQjP jPI jPgl<j«

7P<j Qh jPI IrdIgQI[EI gl gq<[j jPIZ j] <p]QG«

/IP1°h < [kghl qP] GQhjgQDkjlh jPI Q[hkYQ[ dkZdh <[G G]hlhZ NIIYh g
+OYQJjEP+ qQjP jPl G]ZIhjQE dg]GkEjs <ZQYQIlh IN GIEI<hIG dI]dY]

« dJYQEI> + ZdYQE<jQ][ Q[ <[ <Ej IN g<g Y GiYQDIg<jlYs XQYYC
NQOKglh ]kj jP<j jPl OYQJEP Qh < P<EXe []j < OYQJEP« 71 G][°] q<[]

+ .0 07%+ rdIgQI[El -klhjQ][h ¥Ng]Z jPI dighdIEjQpl IN £jPI digh][+ IrdIgQI[EQ[O jPI jPgl<j!

Questions (pick two)

+0PIl pl[jx Y ]9 gqQYY slkg digh][ NQghj Pl<g <D]kj ]1g IrdIgQI[EI jPI jPgl<j«<

7P<j Qh GQNNIgl[j <[G>]g jPI h<Zl <h dglpQ]lkh IplI[jh ]Jg Q[hj<[jQ<jQ][h IN jPI jPgl<j«

7PI[ jP1I dligh]] NQghj I[E]k[jlgh jPI jPgl<js qP<j qQYY jPIs hll< 7P<j qQYY jPI hEI[I NIlY YQXI< 7P<j qQYY jP

1ga gQVYY Q[N]gZ<jQ][ DI GIYQplgIG j] jPI digh][«< 7PIgl <[G P]q
gQvYY jPI digh][ E][[IE] <[G E]JZZK[QE<jl qQjP ]jPlgh<«< ¥N<ZQVYses <QG
<OI[EQIlhe NIGIg<Ye hj<jl <[G Y]E<Y <kjP]gQjQlhe dg]NIhhQ][<Y [ljqlgX]

7P<j gQYY jPI dligh][ P<pl j] G] j]l <EElhh dI]dYle higpQEIlhe jJIEP[]Y]Os <[G Q[N]gzZ<jQ][ jPIs [IIG«
7P<j [lg E<d<DQYQjQIh I[<DYIl jPI dligh][ <[G jPIQg Dg]<Glg E]ZZKk[Qjs j] glE]lplg NglZ jPI jPgl<j«

Question One +0PI1 pl[jx Y ]9 gQYY slkg digh][ NQghj Pl<g <D]kj ]1g IrdIgQI[EI jPI
/IPl°h < EgQJQE<Y E<gl [kghl <[G < [kZDIlg ]N d<jQI[jh hkGGI[Ys GQI

Question Two 7P<j [lg E<d<DQYQjQIlh I[<DYI jPI digh][ <[G jPIQg Dg]<Glg E]ZZk[Q
IE<khl hPI G]Ih[°] P<pl GIOgllhes hPI°h k[GIgIhjQZ<jIGe /Pl hilh jPQ
digh][<Y dIghdIEjQpl jP<j jPI G]Ih[°] P<pl Q[hQOPj j]* /Pl Xlldh ¢
Ng]Z jPl| GIpQEI E]Zd<[se jPI  « jPl s IjEs

|+ .00. - [<DYQ[O -klhjQ][h Y .1G 01<Z ¥Ng]Z jPI dighdIEjQpl N +jPI d<gjs* DgQ[OQ[O <D]kj jPI jPgl<]!

Questions (pick two)



<ggQlgh <[G .]<GDY]EXhes 7P<j <g!l jPlI ITQhjQ[O D<ggQlgh ¥Y]E<Y.
Olplg[ZI[j<Ys d] QQE<Y-GINI[hI-Eijkg<Y- IJE} jP<j [IIG j] DI
JplgE]ZI j] DgQ[O <D]Jkj jPI jPgl<j< ]q G] jPIhl D<ggQlgh <[G
g]<GDY]EXh GQ NIig OlI]Og<dPQE<YYsc«

"Ilqg +g<EjQElhe 7P<j [Iq <ddg]<EPIh gQYY DI khIG j] DgQ[O <D]Jkj s]kg jPgl<j <[G P]Jg qQYY jPI .IG 01<Z I[YQ}
khQ[lhh !']GIYhe 7P<j [Iqg DkhQ[lhh Z]GIYh <[G dg<EjQEIh gQYY DI Q[ dY<EI j] I[<DYI jPI jPgl<j«

Ahi<gEP +QdIYQ[le 7P<j jIEP[]Y]Os Qh <p<QY<DYI j]G<s jP<j E<[ DI khIG j] GlplY]d jPI jPgl<j< 7P<j Nkjkgl jl
Elhshjlz /kdd]gje 7P<j hkdd]gj Qh [IIGIG<« 7P<j Q[Gkhjgs>O]plg[ZI[j>ZQYQj<gs>Y]E<Y d<gj[lgh Zkhj jPI .1G 0l-=

0g<Q[Q[O <[G $kjgl<EP+ 7P<j jg<Q[Q[O Qh [IEIhh<gs j] I[<DYI jPI
jPgl<j< 1g qQYY jPI .IG 0I<Z IGKE<]jI ]jPIgh <D]kj jPI d]hhQDYI
INNIEJh IN jPI ng|<J( [G P]g j] DgQ[O <D]kj jPI jPgl<j«

<ggQlgh <[G .]<GDY]EXhes 7P<j <gl jPI 1rQhjQ[O D<ggQlgh ¥Y]JE<Y-. i
IJEL jP<] [IIG j] DI ]pigE]Z! j] DgQ[O <D]kj jPI jPgl<j< 1q G] jPIhl D<g
-kThjQI[ $II OI]Og<dPQE<YYs<

OPI E]ZdIjQjQ]J[°h O]plg[ZI[js Q[jlg[<jQI[<Y Y<qge G]ZIhjQE <kjP]gQjQ!

Ihi<gEP +QdIYQ[le 7P<j jIEP[]Y]Os Qh <p<QY<DYI j]JG<s jP<j E<[ DI
-kI1hjQ][ 0q] NKkjkgl jIEP[]Y]Os qQYY DI GlIplY]dIG«

[hkYQ[ dkZdh Y hZ<gj Q[hkYQ[ dkZdh jP<j glEIQpl>jg<[hZQj G<j< j] .

+ .0 $1. <EXE<hjQ[O Y YkI 01<Z ¥Ng]Z jPI dighdIEjQpl N 1e/s ]gEIh!

r<ZQ[I jPlI E]ZDQ[<jQ][ IN D]jP jPI rdIgQI[EIl -klhjQ][h <h glIYY <h jPI [<DYQ[O -klhjQ][h-
rdY]gl qP<j [I1Gh j] P<ddI[ j] GQhgkdjs ZQjQO<jl <[G glE]plg Ng]Z jPI jPgl<j Q[ jPI Nkjkgle

<jlhe
7P<j <gl jPl <jlh«

Qhj 1kj gP<j jPI Ykl 0l<Z P<h E][jglY lplg j] GQhgkdje ZQjQO«<jl
<[G glE]plg NglzZ jPI jPgl<je

A GI[jQjs jPI dg]DYI1Z>h]kgEI
A.lpl<Y jPI jgkl h]kgEl IN jPIl dg]DYIZ j] jPI 1/ pl[G]g <[G jPI <kjP]gQj

1/ pl[G]g d<JjEPIh jPI hshjlze Dkj G]Ih[°] gq<[j j] glpl<Y jPI h]kgEIl E]G
AP<EXIG Ds < N]glQOJ[ d]qlg

A Zkhj E]J[GKEj < j]dYj]¥D]jj]Z <[<shQh |N Q[hkYQ[ dkzZd h]kgEl E]GI

OPI PQ[lhl O]p°j dk[QhP jPI jld Dg<hh ]N jPI E]Zd<[s>qQdl Qj ]kj qQ
AglY<jQ][h>jgkhjs Dkj XIld jPI E]GI N]g NKkjkgl khle

Y<Ohe
7P<j <gl jPl Y<Oh«



Qhj 1kj gP<j jPI YkI 0l<z G]Ih[°] P<pl E][jg]lY ]Jplg j] GQhgkdje
ZQjQO<jl <[G glE]plg Ng]Z jPI jPgl<js Dkj jPQh qQYY P<pl <
hQO[QNQE<[j <NNIEj ][ jPI Nkjkglh s]k P ZIGIYIG-

[

QO[ hkddYs EP<Q[ Z<[<OIZI[j
A [jlg[<jQll<Y WkgQhGQEjQ][><kjP]gQjQlh
A"] hkDd]I[< d]qlg ¥N]g jPI Pig]!
A"] hkdd]gj hj<NN
/'] <EElhh j] INNQEQ<Y <hhQhj<[EI
IQYIhj][lhe

7P<j [IIGh j] P<ddI[ Q
I

_ A sl<g j] GQhgkdjs ZQjQO<jl <[G dgld<gl
N]g glE]plgs Ng]Z jP

[jP9|<J<

s"/ > > [>  Zkhj E][iQ[k!I j] DI pQOQY<[j Q[ Y]IXQ[O <j E]GI <[]Z]
A.IEgkQjQ[O <h Z<[s P<EXIgh Q[j] O]plg[ZI[j <OI[EQIh j] DI gPQj!l P<jl
A 1[iQ[k! j] Z1[Qjlg jP! h<Zl I[1Zs <[G I[IZs <YYQIh

A 1[GKEj P<EX<jP][h <[G DkO D]k[jQlh j] E][JQ[k! j] hiI<gEP N]g pkYJ[lg
A+1hhQDY! IE][]ZQE h<[EjQ][h«

§ >

7P<j [IIGh j] P<ddI[ Q[ E sl<g j] GQhgkdjs ZQjQO<jl <[G dgld<g]l
N]g glE]plgs Ng]Z jPI jPgl<j«

N I Zkhj E]J[JQ[kI j] DI pQOQY<[j Q[ Y]IXQ[O <j E]GI j] I[h
Al<hhQpl EQpQYQ<[ IGKE<jQ][ Q[ /0!

A Y<hhQhjlG Z<Yqg<gl GIjIEjQ][* ZQjQO<jQ][* <[G glE]plgs

A [Egl<hl khl IN G]ZIhjQE hkddYs EP<Q[>GIEglI<hIG glYQ<[EI ][ N]JgIQ
£



Threatcasting Worksheet

Team:

Experience Title:

Bill Cheswick, Dan Huynh, Carlos Vega
Project Mayhem

Estimated Date: 2026
Data Points
Beware of your short term bias(s); our brains are not designed to think long-term; we like to think the past is
Slot #1 also the future
Slot #2 True Sentient Beings?
Slot #3 Misinformation as a weapons system
Slot #4 International norms for self-securing
Slot #5 Supply Chain Ecosystem
Slot #6 Our adversaries have adaptive distributed networks

Slot #7 (This is 2020)

Cybersecurity is at the threshold of profound psychosocial impact.

| PART ONE: Who is your Person?

Who is your person and what is their broader community?

Where do they live?

What is the threat?

Briefly describe how your person experiences the threat.

Bobbie Paulson; wife of SFC Robert Paulson; typical American family; 3 children

Springfield, Indiana

Attack on social structure; reduce of effectiveness and morale of forward deployed troops with no risk to
attacker

What is it? Who else in the person's life is involved? What does the Red Team want to achieve? What is the Red Team hoping for? What is the Red Team frightened of?

What is the experience we want the person to have with the threat?

What is the experience we want them to avoid?

Use of social media to portray a false story of infidelity of spouse; hacking into spouse and service member
accounts



| PART TWO: Experience Questions (from the perspective of "the person" experiencing the threat)

-k1hjQ][h ¥dQEX jql]

"The Event" - How will your person first hear about or experience the threat?

What is different and/or the same as previous events or instantiations of the threat?

When the person first encounters the threat, what will they see? What will the scene feel like? What will they not see or understand until later?

How will information be delivered to the person? Where and how
will the person connect and communicate with others? (family, aid
agencies, federal, state and local authorities, professional network)

What will the person have to do to access people, services, technology and information they need?

What new capabilities enable the person and their broader community to recover from the threat?

-k1hjQI1[ $[!I "The Event" - How will your person first hear about or experience the threat?

-testy phonecall from the frontlines questioning infidelity and trust of spouse

When the person first encounters the threat, what will they see? What will the scene feel like? What
-klhjQ][ 0q] will they not see or understand until later?

-confusion, hurt, unjustified

| PART THREE: Enabling Questions - Red Team (from the perspective of "the party" bringing about the threat)

-kIhjQJ[h ¥dQEX jq]|

Barriers and Roadblocks: What are the existing barriers (local,
governmental, political, defense, cultural, etc) that need to be
overcome to bring about the threat? How do these barriers and
roadblocks differ geographically?

New Practices: What new approaches will be used to bring about your threat and how will the Red Team enlist the help of the broader community?
Business Models: What new business models and practices will be in place to enable the threat?

Research Pipeline: What technology is available today that can be used to develop the threat? What future technology will be developed?
Ecosystem Support: What support is needed? What industry/government/military/local partners must the Red Team team up with?

Training and Outreach: What training is necessary to enable the
threat? How will the Red Team educate others about the possible
effects of the threat? And how to bring about the threat?

-kIhjQI[ $[!

New Practices: What new approaches will be used to bring about your threat and how will the Red Team
enlist the help of the broader community?



XVLQJ VRFLDO PHGLD VLWHVY WR SURSRJDWH D VWRU\ OLQH

-k1hjQ]J[ 0q]

0g<Q[Q[O <[G $kjgl<EP+ 7P<j jg<Q[Q[O Qh [IElhh<gs j] I[<DYI jPI jP
]JiPlgh <D]kj jPlI d]hhQDYI INNIEjh IN jPI jPgl<j« [G P]q j] DgQ[O <D

XQGHUVWDQGLQJ VRFLDO FXOWXUH GHYHORSLQJ HIIHFWLYH VRFLDO HQJLQ

+ .0 $1. <EXE<hjQ[O Y YKkI 01<Z ¥Ng]Z jPI dighdIEjQpl JN 1+/e ]gElh!

r<ZQJ[l jPI E]ZDQ[<jQ][ IN DI]jP jPI rdIgQI[EI -kIhjQ][h <h gqlYY <h jPI [<DYQ[O -klhjQ][he
rdY]gl gP<j [IIGh j] P<ddI[ j] GQhgkdje ZQjQO<jl <[G glE]plg Ng]Z jPI jPgl<j Q[ jPI Nkjkgls

<jlhe
7TP<j <gl jPI <jlh«

Qhj Jkj gP<j jPI Ykl 0l<zZ P<h E][jg]lY Jplg j] GQhgkdje ZQjQOK<|jlI
<[G glE]plg NglzZ jPI jPgl<je

Ajg<Q[ hlgpQEIZ1ZDIlgh <[G N<ZQVYQIlh <D]kj jPIhl <jj<EXh j] DIjjlg dg!
AGIplY]d < h]EQ<Y ZIGQ< <00glO<j]lg j] PIYd Egl<jl <g<gl[lhh ]IN s]kg
Adg]lpQGI g]lDkhj <[G dIghQhjI[j E]ZZK[QE<jQ][ ZIEP<[QhZh

A

Y<Ohe
7P<j <gl jPI Y<Oh«

Qhj 1kj gP<j jPI YkI 0l<z G]Ih[°] P<pl E][jg]lY ]lplg j] GQhgkdje
ZQjQO<jl <[G glE]plg Ng]Z jPI jPgl<js Dkj jPQh qQYY P<pl <
hQO[QNQE<[j <NNIEj ]J[ JPI Nkjkglh s]k P<pl Z]GIYIG-

AQ[Egl<hIG [kZDIg ]N hkQEQGIh N]Jg GIdY]sIG h]YGQIgh

Agl<YQv<jQ][ jP<j < jPQgG d<gjs <Gplgh<gs Qh Q[jlgNIgQ[O qQjP hd]

AE][OglhhQ][<Y Q[fkQgs Q[QjQ<jIG QIj] jPIhl Q[EQGI[jh

AGQhE]plgs IN /+ Z<[ Q[ jPl ZQGGYI <jj<EXh ][ hlgpQEI ZIZDlgh <[G

AglI<YQV<jQ][ jP<j <Gplgh<gQlh <gl ITO<OQ[O h]Nj j<gOljh ¥hd]khlh ]n
QY Ihj][lhe

7P<j [11Gh j] P<ddI[ Q[ A sl<g j] GQhgkdj* ZQjQO<jl <[G dgld<gl
N]g glE]plgs Ng]Z jPI jPgl<j«

AGIplY]d h]JEQ<Y dlgh][< <OOglO<jQ][ jIEP[]Y]Os
AdkhP N]g jPI QZdYIZI[j<jQ][ <[G GQhjgQDKkjQ][ IN kh<DYI I[EgsdjQ]]
AGIplY]d d]YQEs jP<j dg]PQDQjh jPI khl IN k[hlIEkgl E]ZZk[QE<jQ][ N]



4 deploy usable security for social media sites and home use

5 public awareness campaign

What needs to happen in 8 year to disrupt, mitigate and perpare
for recovery from the threat?

1 develop uniform standards and policies for secure communications
2 develop uniform standards and policies for auditing and monitoring
3 establish international norms for targeting civilians

4

5



Threat Casting Worksheet

7THDP

Experience Title:

%ULDQ 6FKXOW] 6HDQ *ULIILQ 5KHWW +HUQDQGH] *XV 5RGULJIXH]
Turning Off the Lights

Estimated Date: 2026

Data Points

Slot #1 Context affects perception

Slot #2 Smart & Trusted Objects (e.g. Smart Shirt)

Slot #3 Micro-Targeting

Slot #4 International norms / establish policies that discourage malicious actors
Slot #5 Supply Chain Ecosystem

Slot #6 Asymmetric adversary attacking soft targets

Slot #7 (This is 2020)

Hackers go mainstream

PART ONE: Who is your Person?

Who is your person and what is their broader community?

Where do they live?

What is the threat?

Briefly describe how your person experiences the threat.

Hank Simpson

Chicago, IL

Micro-targeting, Social Engineering, Compromise his system, gain access to plant ICS

What is it? Who else in the person's life is involved? What does the Red Team want to achieve? What is the Red Team hoping for? What is the Red Team frightened of?

What is the experience we want the person to have with the threat?

What is the experience we want them to avoid?



.1G 01<Z E][GKEjh gIE][ ][ <[X jPg]kOP /]JEQ<Y !IGQ< <[G j<gOljh PQ
E]Zdg]ZQhl PQh digh][<Y E]Zdkjlg <j P]Zle k[DIX[]q[hj j] <[X ]g PQh
6+" QI[j] jPI +]alg +Y<[j Q[ 1gGlg j] Z][Qjlg [/ hshjlZh J[ jPI glIIXI[G=

<GZQ[Qhjg<jQpl <EElhh j] dY<][j E][jg]lY hshjlZhe .IG 01<Z Qh P]dQ]JC
Glq[ jPI d]glge OPI .1G 01<Z Qh NgQOPjI[IG IJN GQhE]plg <[G <jjgQD!

|+ .0 078 rdIgQI[EI -kihjQ][h ¥Ng]Z jPI dighdIEjQpl IN #jPI digh][+ IrdIgQI[EQ[O jPI jPgl<j!

-klhjQ][h ¥dQEX jql;

+0PIl pl[j+ Y ]qg gQYY s]lkg digh][ NQghj Pl<g <D]kj ]g IrdIgQI[EI jPI jPgl<j«<

7P<j Qh GQNNIgl[j <[G>]g jPI h<Zl <h dglpQ]lkh Ipl[jh ]Jg Q[hj<[jQ<jQ][h ]IN jPI jPgl<j«

7PI[ jPI dlgh][ NQghj I[E]Jk[jlgh jPI jPgl<je qP<j qQYY jPIs hll< 7P<j qQVYY jPI hEI[I NIIY YQXI< 7P<j qQYY jP
]g qQYY Q[N]gzZ<jQ][ DI GIYQplIgIG j] jPI dlgh][«< 7PIgl <[G P]lq

goQvYY jPI dligh][ E]J[[IE] <[G E]ZZK[QE<jl qQjP ]jPlgh« ¥N<ZQVYse* <QG

<OI[EQIlhe NIGIg<Ye hj<jl <[G Y]E<Y <kjP]gQjQlhe dgINIhhQ][<Y [ljglgX]

7P<j gQYY jPI dlgh][ P<pl j] G] j] <EElhh dI]dYls hilgpQEIlhe jJIEP[]Y]Os <[G Q[N]gzZ<jQ][ jPIs [IIG«

7P<j [Ig E<d<DQYQjQIlh I[<DYI jPI dlgh][ <[G jPIQg Dgl<Glg E]ZZk[Qjs j] glE]lplg NglzZ jPI jPgl<j«

-k1hjQI[ $[I d<hjl fklhjQIl[ Plgl
+OPIl pl[j+ Y 19 qQYY slkg digh][ NQghj PI<g <D]kj ]g IrdIgQI[EI jPI

-k1hjQ][ 0q] d<hjl fkihjQ][ Plgl

19 gQYY Q[N]gZ<jQI[ DI GI1YQpIgIG j] j

Pl digh][< 7PIgl <[G P]g qQYY
E]ZZK[QE<jl gqQjP ]jPlgh« ¥N<ZQYse <QG <OI[EQIh

« NIGIg<Ye hj<jl <]

|+ .00 . - [<DYQ[O -klhjQ][h Y .IG 01<Z ¥Ng]Z jPI dighdIEjQpl N +jPI d<gjs* DgQ[OQ[O <D]kj jPI jPgl<]!

-kIhjQJ[h ¥dQEX jq]

<ggQlgh <[G .]<GDY]EXhes 7P<j <g!l jPI ITQhjQ[O D<ggQlgh
Olplg[ZI[j<Yes d]YQjQE<Yes GINI[hle EkYjkg<Ye IJE! jP<] [IIG
IplgE]ZIl j] DgQ[O <D]Jkj jPI jPgl<j< ]Jq G] jPIhl D<ggQlgh <
g]<GDY]EXh GQNNIg OIJOg<dPQE<YYsc«

"Ilg +g<EjQElhe 7P<j [Iq <ddg]<EPIh gQYY DI khIG j] DgQ[O <D]Jkj s]kg jPgl<j <[G P]Jg qQYY jPI .IG 01<Z I[YQ}
khQ[lhh !']GIYhe 7P<j [Iqg DkhQ[lhh Z]GIYh <[G dg<EjQEIh gQYY DI Q[ dY<EI j] I[<DYI jPI jPgl<j«

dhi<gEP +QdIYQ[le 7P<j jIEP[]Y]Os Qh <p<QY<DYI j]G<s jP<j E<[ DI khIG j] GlplY]d jPI jPgl<j< 7P<j Nkjkgl jl
Elhshjlz /kdd]gje 7P<j hkdd]gj Qh [IIGIG<« 7P<j Q[Gkhjgs>O]plg[ZI[j>ZQYQj<gs>Y]E<Y d<gj[lgh Zkhj jPI .1G 0I-=

0g<Q[Q[O <[G $kjgl<EPe+ 7P<j jg<Q[Q[O Qh [IEIhh<gs j] I[<DYI jPI
jPgl<j< 19 qQYY jPIl .1G 0I<Z IGKkE<jl ]jPIgh <D]kj jPI d1hhQDYI
INNIEjh [N jPI jPgl<j< [G P]g j] DgQ[O <D]kj jPI jPgl<j«

¥Y
j]
[G

JE<Ye
DI
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Barriers and Roadblocks: What are the existing barriers (local, governmental, political, defense, cultural,
etc) that need to be overcome to bring about the threat? How do these barriers and roadblocks differ
geographically?

-k1hjQ][ 0q] d<hjl fkihjQ][ Plgl

Ecosystem Support: What support is needed? What industry/government/military/local partners must the
Red Team team up with?

PART FOUR- Backcasting - Blue Team (from the perspective of U.S. Forces)

Examine the combination of both the Experience Questions as well as the Enabling Questions.

Explore what needs to happen to disrupt, mitigate and recover from the threat in the future.

<jlhe
What are the Gates?

List out what the Blue Team has control over to disrupt, mitigate
and recover from the threat.

1 Implement 2-factor authentication
2 Network Segmentation
3 Secure Remote Access
4 User Education: Minimize Digital Footprint
5 Monitor and Respond to Infiltrations on the Network
Y<Ohe
What are the Flags?

List out what the Blue Team doesn't have control over to disrupt,
mitigate and recover from the threat. but this will have a
significant effect on the futures you have modeled.

1 The human element

2 The increasing interconnected nature of our devices

3 Decrease of personal privacy; both voluntary and involuntary
4

5

QY Ihj][lhe



Q[ A sl<g j] GQhgkdjs ZQjQO<jl <[G dgld<g]l
I jPgl<j«<

AOIEPQ[QE<Y 1][jglYhs ZdY<EI h]Zl N]gZ ]N I[P<[EIG <KkjPI[[QE<|Q][ ¥
A$kjgl<EP+ Zdg]plG sDIg [jIYYQOI[EI hP<gQ[O qQjP Y]E<Y <kjP]gQj

A
A
3

7P<j [IIGh j] P<ddI[ Q[ E sl<g j] GQhgkdjs ZQjQO<jl <[G dgld<g]l
N]g glE]plgs Ng]Z jPI jPgl<j«

A 10QhjY<jle hld<g<jl dkgd]lhl DkQYj [ljglgX j] E]J[[1Ej AAAA d]qlg dY

GKE<jQ][* I[lg<Y sDIghlEkgQjs EY<hhlh hj<gjQ[O <j IYIZI[j<gs YlIp
jPgl<jh
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01<Zs
rdIgQI[El 0QjYle

7HDP $ZHVRPHQHVV -XOLD -RVK $QGUHZ 1DWDOLH
OPI .]D]j +<Q[ 0g<Q]

hjQz<jlG <jle AAAC
| <i< +1Qljh
R OPIgl Qh [] ]1[! OI[lg<Y hshjlzZ j] GIjIEj jPgl<jh <[G ]dd]gjk[QjQIhZ ]
IY]] %A Glld jPQ[XQ[O h] gl [IIG jQZI j] jPQ[X jPg]kOP jPQ[OhN
1ZZ<[GQ[O <j< 2 dd gl<jQ][ ¥ kjJ[]Z]lkh GIpQEIh qQYY Ol[lg<jl G
. ddh <gl DIQ[O OI[Ig<jlG <kj][1Z]lkhYs Ds Y<gOIl dY<jN]gZhe | ¥ dd
IY]] %A Pkz<[ Q[jlg<EjQI]I[;
) IQEg]Y0<gOIjQ[O ¥<DQYQjs j] PQGI ]kg N]JYXh qQYY DI Z]gl GQNN
1Y1j %A G<j< j] YQZQj QZd<Ej j] Dshj<[GlIgh!
IY]j %A [j1g[<jQ]I<Y [lgZh > 1hj<DYQhP d]YQEQIh jP<j GQhE]kg<Ol Z<YQE
IY]j] %k [N]JgZ<jQI[ Ylq ¥GQhgkdj jPI Q[N]gZ<jQ][ NY]q j] Dgl<X jgkhj]
/Y]] %C hsZZ1jgQE <Gplgh<gs <jj<EXQ[O h]Nj j<gOljh
R o IPQEI hlEkgQjs gkYlh ¥+]]g GIpQEI hlEkgQjs E][jQ[klh <h NQgZh I
IY]j %E ¥ j°h jPI sIl<g AAAA! Z<gXlje!
|+ .0 $" « 7P] Qh slkg +Igh][«
"kghl <EXQI YQplh Q[ /<[ g<[EQhE] <[G P<h GIp]jlG Z]hj JN Plg Y
<h < [kghl <[G P<G < glp]YKjQ][<gs QGI< ][ Plqg_ j] Z<XI d<jQI[j E<g
Egl<jIG < E]Zd<[s <[G Qh jPl "$+ /Pl P<h AAAU dI]dYI q]gXQ[O N]
<[G h]Njg<gl j] £gl<G PkZ<[ ZQ[Gh% j] Olj < Dljjlg P<[GYI ][ d<Q] -
d<jQI[jh Q[ JgGlg j] dg]pQGI DIljjlg E<gle OPIls E<[ jPI[ khl < E]ZD¢
Dg<Q[ d<jjlg[h>g<plh j] IYQZQ[<]jl d<Q[* "]q jP<j jPIs P<pl NQOKkg|
d<QJ[e* ]jPlg N]glQO][ <Ej]lgh g<[j jPQh jIEP j] I[hY<pl jJPIQg GQhhQC
g]D]j jP<j E<[ G] jPQhe OPQh QGI< j]]X INN h] qlYY jP<j Z<[s P]hd
7P] Qh s]kg digh][ <[G qP<j Qh jPIQg Dg]<GkdE[EZKEhJZ! IN jPIQg ]YG gq<sh j] G] d<Q[ Z<[<OI1ZI[j*

7PIgl G] jPIs YQpl«<

/<] g<[EQhE]-"



<G <Ejlg E<[ Q[hlg] Zz<YQ]kh E]JGI QI[j] [lq E]Zd][I[jh IN jPl g]D]jhe
_ _ _ _ <h jPI NQghj OI[Ig<jQI[ ]lq[lgh [N g]D]jh ¥N]YXh qQjP Y]jh IN Z][Is]
7P<j Qh jPI jPgl<j« kdOg<GQ[O j] jPI Y<jlhje

gQINYs GIhEgQDI P]g s]lkg digh][ IrdIgQI[EIlh jPI jPgl<je

7P<j Qh Qj<«< 7P]1 IYhI Q[ jPI digh][°h YQNI Qh Q[p]YplIG<« 7P<j G]lh jPI .IG 01<Z g<][j j] <EPQIplc 7P<j Qh jPI .IG
7P<j Qh jPI1 IrdIgQI[EI ql g<[j jPI dligh][ j] P<pl qQjP jPI jPgl<j«

7P<j Qh jPI IrdIgQI[EI gl g<][j jPI1Z j] <p]QG«

0PI jPgl<j Qh <O<Q[hj jPI g]D]jh jP<j <g! G]Q[O jPI Q[YP]ZI E<gls
<[G jPQh Og]lkd Qh khQ[O g]D]jh j] <jj<EX dI]dY!I j] hP]g jPI qlgYG
G]ZI'hjQE Og]lkds

|+ .0 078+ rdIgQI[EI -kIhjQ][h ¥Ng]Z jPI dighdIEjQp! IN jPI digh][+ IrdIgQI[EQ[O jPI jPgl<j!

-kIhjQ][h ¥dQEX jq];

+0PI pl[jz Y ]9 qQYY slkg digh][ NQghj Pl<g <D]kj ]g IrdIgQI[EI jPI jPgl<j«<

7P<j Qh GQNNIgI[j <[G>]g jPI h<zl <h dglpQ]kh Ipl[jh 1g Q[hj<[jQ<jQ][h IN jPI jPgl<j«

7PI[ jPI dligh][ NQghj I[E]k[jlgh jPI jPgl<je qP<j qQYY jPIs hll< 7P<j qQVYY jPI hEI[I NIlY YQXI< 7P<j qQVYY jPlIs
]la gQYY Q[N]gzZ<jQ][ DI GIYQplglG j] jPI dlgh][«< 7PIgl <[G P]g qQYY

jPl dligh][ E][[IE] <[G E]JZZK[QE<jl qQJP JjPlgh«< ¥N<ZQVYses <QG <OI[EQIhs

NIGIg<Ye hj<jl <[G Y]E<Y <kjP]gQjQlhe dg]NIhhQ][<Y [Iljg]lgX]

7P<j qQVYY jPI dligh][ P<pl j] G] jl <EElhh dI]dYle higpQEIlhe jJIEP[]Y]Os <[G Q[N]gZ<jQ][ jPIs [IIG«

7P<j [lq E<d<DQYQjQIh I[<DYIl jPI dligh][ <[G jPIQg Dgl<Glg E]ZZk[Qjs j] glE]lplg Ng]Z jPI jPgl<j«

_ 7P
-k1ThjQIl[ $[!I qQ
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Plgl <[G P]q
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<ZQVYses <QG <OI[EQIlhe NIGIg<Ys hj
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Q[O <D]kj jPI jPgl<j«
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<9
Olplg]
j]

D
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g
IJOg<dPQE<YYsc«
"lg +g<EjQEIlhe 7P<j [Iq <ddg]<EPIh qQYY DI khIG j] DgQ[O <D]kj s]lkg jPgl<j <[G P]g qQYY jPI

ElhshjlZ /kdd]gjs 7P<j hkdd]gj Qh [IIGIG<« 7P<] Q[Gkhjgs>O]plg[ZI[[>ZQYQj<gs>Y]E<Y d<gj[lgh Zkhj jPI

.00 .
Ihi<gEP +QdIYQ[ls 7P<j JIEP[]Y]Os Qh <p<QY<DYI j]G<s jP<j E<[ DI kh1G j] GlplY]d jPI jPgl<j< 7P<j Nkjkgl jIE
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G 01<Z jI<Z kd qQjP«
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Oksh <gl khQ[O ][ D]<gG hI[hQ[O E<d<DQYQjQlh IN jPI g]D]jh
DIQ[O d]dkY<jlG Ds jPI g]D]jh <h QN jPI g]D]jh <gl jglljQ[O £P<P<
<Yh] Y]]XQ[O N]g Q[hj<[Elh gqPlgl dlI]dYl P<G < D<G glI<EjQI][ j] <kj
j<gOIjQ[O jPI1Z j] Olj jPI E]lggkdj g]D]jhe OPIhl Q[GQpQGk<Yh g]kY
D<G Oksh <Yh] Egl<jl < dg]YPkZ<][ Z]plZI[j jP<j hllZh O]]G j] E][pC
OPQh Og]kd <Yh] khIG h]EQ<Y ZIGQ< <[G QIjlY O<jPIgQ[O JIEP[Qf
Z<[kN<EjkgQ[O E]JZd<[s pQEI dY<[jQ[O jPIQg ]g[s OPIs <Yh] Q[Q]jQ
qQjPQ[ EJ[jg<EjQ[O dg]Elhhlh j] I[hkgl jP<j jPIQg dgINIgglG Z<[kN
Q[QjQ<YYs Z<XI jPl EPQdh-
+ .0 $1. <EXE<MKQPO¥Ng]Z jPI dighdIEjQpl IN 1¢/¢ ]gElIh!
r<zZQl jP1 E1ZDQI[<jQI][ IN DI]1jP jPIl rdIgQI[EI -kIhjQ][h <h gqlYY <h jPI [<DYQ[O -klhjQ][h-
rdY]gl gP<j [IIGh j] P<ddI[ j] GQhgkdjs ZQjQO<jl <[G glE]plg Ng]Z jPI jPgl<j Q[ jPI Nkjkgle
<jlhe
7P<j <gl jPI <jlh«
hj 1kj qP<j jPI YkI 01<zZ P<h E][jg]lY 1plg j] GQhgkdjs ZQjQO<jlI <[G
glE]plg Ng]Z jPI jPgl<je
[O<OIl gQjP jPI Oglkd j] YQZQj jPIQg g<GQE<YQV<jQ][- hP]lkY(
Ag<h < Y][O j<QY YI<GQ[O kd j] jPI <Jj<EX jP<j jPIs E]JKYG P<pl DII
Q[G g<sh j] jlhj EPQdhIljh <[G kdOg<GIl d<gjh ][ g]D]jhe ljjlg -2 |
NQOkgQ[O ]kj Plg j] G] <GIfk<jl jlhjh <h jPI hshjlZh <gl h] E]ZdYIr
AE]ZI INN jPI YQ[Ie
IplY]d QGl<h N]g Gk<YYZ][QjlgQ[O N]g hshjlZ 1plggQGIhZ N]g DIC
A<gl G]Q[O <[G gPs jPIs z<GI jPI GIEQhQ][h jP<] jPIs GQG-
gl<jl < DIljjlg EJk[jlg [<gg<jQpl Y *d g]Yjl<ZQ[O+ E]J[EIdje IYGIhQ
NgQI[GYs j] PkZ<[h ¥EP<[OIl dIgEIdjQ][} ¢ dlgP<dh Qj <Yh] E][h]Y]
A 1Tjgks ]D]Jh'
IjIgZQ[I < g<s j] Egl<jl < £h<NI YQhj+x I|N Z<[kN<Ejkglgh jP<j <gl ¢
QZdYIZI[JQ[O D<EX G]llgh ]Jg Z<YQEQ]kh E]JGI Q[j] dgJ]GKEjh NJg ]jF
AP]lq ql G] [kEYI<g Q[hdIEjQ][h [N NJglQO[ d]qglgh-
Y<Ohe
7P<j <gl jPlI Y<Oh«
Qhj ]kj gP<j jPl YkI 0l<zZ G]Ih[°] P<pl E][jg]Y ]plg j] GQhgkdje
ZQjQO<jl <[G glE]plg Ng]Z jPI jPgl<je Dkj JPQh gQYY P<pl < hQO[QNQEKX<]]
<NNIEj ][ jPI Nkjkglh s]k P<pl Z]GIYIGe~

_ <[°j EILj]Y dI]dYI°h NIIYQ[Oh ][ [<jkg<Y jIEP[]Y]Os IplYkjQ][>dg]O
A<Yg<sh IrQhj jP<j jPI D<G Oks Ogl]kd j<ddIG QJj]-

A"<jkg<Y IE][1Zs N]JgElh kh j] DIE]ZI Z]gl GIdI[G<[j ][ <[G g]Dl]jh G

<[°] hj]ld <YY P<EXh ]Jg Z<YQEQ]kh <EjJghe pl[ QN gl P<pl < DKJE
AZIEP<[QhZh Q[ dY<EIl+s "]jPQ[O qQYY E<JEP IplgsjPQ[O-



1QYIhj][lhe
7P<j [11Gh j] P<ddI[ Q

<[°j <NN|Ej jP1 YI[OjP ]IN glE]plgs Ng]Z jPI jPgl<je IE<khl gl P<p
Z<[kN<EjkgQ[O E<d<DQYQjQlh <[G gP<j Qh hjQYY Q[ jPI qlgYG Qh
kh ] gldY<EI <YY g]lD]jh qPQEP g]l]kYG DI < hQO[QNQE<[j Q[Egl<h]
hdlIEQ<YYs <h gl g<[j j] I[hkg!l jP<j Qj G]lh []j P<ddI[ QZZIGQ<jlYzc

A
3

A sl<g j] GQhgkdjs ZQjQO<jl <[G dlgd<gl N]g
<

glE]plgs Ngl]zZ jPI jPgl

7P<j [11Gh j] P<ddI[ Q

E sl<g j] GQhgkdje
glE]plgs Ng]Z jPI jPgl<j«

IH<[Q[ONKkY dkDYQE GID<jl E]J[EIg[Q[O jPI GIplY]dZI[j IN g]D]j »
Ah<NI Ok<gGh

plY]dZI[j IN h]Zl G]ZIhjQE Z<[kN<EjkgQ[O j] glGKEI GIdI[GI[EI ]]
AZ<[kN<EJng[O'

IQ[QZkZ [kzDIlg IN jg<Q[IG <[G IGKE<jIG 1ZIgOI[Es hlgpQEIh dlgh]
[<jkg<Y <[G>]g Z<[Z<[GI| GQ<hjlgh <[G j<XI Jplg jPI gld]hQDQYQjlh
g]D]Jh gQYY O] G<gX Y qP<j G] ql [IIG j] DI <DYI j] G] qQjPlkj jPIz
AE<d<DQYQjQlh!e
1j1gZQ[l < g<s j] PIYd QGI[JQNs d]jI[jQ<Y QjQVl[h jP<j E]kYG DI
AjP<j ZI11j jPIQg [IIGh qQjP]k] JPl g<GQE<Y Oglkds PQh E]JkYG DI -
£
ZQjQO<jl <[G dlgd<gl N]g
_IplY]d < Ng<Zlg]gX N]g Q[hdIEjQ][ IN EPQd Z<[kN<Ejkglghe IplY
AE]zZd<[QIlh jP<j khl jPIhl Z<[kN<Ejkglgh <[G Z<[N<Ejkglgh jP<j W]Q
[E1kg<OIl glhl<gEP Q[j] PIq G] ql fklgs glD]jh><kj][]1Zlkh hshjlzZh j]
JjPIs GI1[j Zz<XI hi[hl j] jPI PkZ<[h- hdlIEQ<YYs <h dg]DYIZh <[G GI
A<[G Z]gl E]ZdYIre



OPgI<jE<hjQ[O 7]gXhPllj

01<Zs
rdIgQI[El 0QjYle

JHUQDQGR $0OL 5RE 6WHYH
lgl ]Zlh jPI <ZZlg

hjQz<jlG <jle AAAC
JRFXV RQ D SHUVRQ LQ FRPPHUHF D GHQVH XUEDQ DUHDV DQG KRZ
GRHV F\EHU WKUHDW PDNH LW LQ DO ZRUOG 287%5,() 'ORUH
GHWDLO ([SHULHQFH ORVW W FDQ WKH $&, VWDUW GRLQJ
WRGD\ WR GLVUXSW PLWJDWH U
| <j< +1QIjh
i OPIgl Qh [] 1[I OI[lg<Y hshjlZ j] GIjIEj jPgl<jh <[G ]dd]gjk[QjQIhZ ]
1Y1j %A GIld jPQ[XQ[O h] gl [I1G jQzZI j] jPQ[X jPg]kOP jPQ[Oh
IY]1j] %A &RPPDQGLQJ 'DWD $SS &UHDWLRQ
/Y]j 3 A !QEg]YO<gOIjQ[O
/Y]j %A ,QWHUQDWLRQDO QRUPV HVWDEOLVK SROLFLHY WKDW GLVFRXUDJH PDOL
IN1j %A [N]gZ<jQI[ Ylq
/Y]j %Q $V\PPHWULF DGYHUVDU\ DWWDFNLQJ VRIW WDUJHWYV

/Y]] %E ¥ j°h jPI sl<g AAAA|]

&\EHUVHFEXULW\ LV DW WKH WKUHVKROG RI SURIRXQG SV\FKRVRFLDO LPSD!

|+ .0 8" - 7P] Qh slkg +Igh][c

7P] Qh s]kg digh][ <[G qP<j Qh jPIQg Dg]<GIQERZIK[@jsgYIh <ZZlge < Ng][jYYQ[l* hkddYs g<glP]khl Z<[<Olg

7Plgl G] jPls YQpl«

gl1XYs[s "9



[1Z1][1 P<EXh Q[N]gZ<jQI][ Q[ jPI hkddYs EP<QJ[ j] Egl<jl N<Yhl GlZ
glhl]kgElh <[G ZQhg]kjl EgQQJQE<Y hkddYQIlhe Qghje jPI I[IZs Z][Q
N]g < d]jgj hPQddQ[O E][j<Q[lg hE<[[lIg Q[ jPI .1G ]]X ][j<Q[lg /PQ
¥ g]1XYs[e "9le OPQh hE<[[lg Qh Q[ < hlEkgle <QgYO<ddIG [ljg]lgX
j9<GQjQ][<Y P<EXes ]qlplge qPI[ jPI hE<[[Ig O]lh G]q[ NJg < EgQjC
I[I1Zzs " GIjIE]j jPI ]JgGlg N]g jPQh EgQJQE<Y gld<Qg d<g] <[G IhjQ:
EP<Q[e /QZkYj[l]khYse jPI I[IZs Y<K[EPIh < dQIEI N Z<Yqg<gl QI j
hshjlZzh N]Jg hzZz<gj P]Zlh <[G P]hdQj<Yh j] E<khl N<XI ]gGIgQ[O N]c¢
hkddYQIlh ¥l«Oe D<Ds ZQYX! jP<j gqQYY NY]q <Y][O jPI h<Zl hkddyY:
E<Zlg<e OPQh hkddYs EP<Q[ $/ Z<Yq<gl JgGlgh < PQOP p]YkZI

9! 1 JjP<[ Pl E<ZIg< [IIGIG j] gld<Qqg jPI +]g]J IN "9 hPQddQ[O
glghle jPIhl ]gGlgh <gl hPQddIG Q[ <[G ]kj IN "9 khQ[O <kj]z<jIG
ITJP! +1gj IN "9 « h jPI <kj]Z<jlG E<gO] jgkEXh <gl I[O<0OIG GIYQ
GlY<sQ[O jPI d<gjh [IGIG N]g jPI hE<[[Ig <[G N]gEIh jPI d]gj j] O]

7P<j Qh jPI jPgl<j« ]JdI[Q[O jPI g<s N]Jg < GQgjs D]zZD j] h[lI<X Q[j] "9 -

gQINYs GIhEgQDI P]g slkg digh][ IrdIgQI[Elh jPI jPgl<je

7P<j Qh Qjc¢ 7P] IYh!I Q[ jPI digh][°h YQNI Qh Q[p]lYplIG<« 7P<j G]lh jPI .IG 01<Z qgq<[j j] <EPQIpl<« 7P<j Qh jPI .IG
7P<j Qh jPI IrdIgQI[EI gl g<[j jPI dlgh][ j] P<pl gqQjP jPI jPgl<j«

7P<j Qh jPI IrdIgQI[EI gl gq<[j jJPIZ j] <p]QG«

k <
hshjlz ¥+ Igl E
<Kj]Z<jIG jg<

+ .0 07% rdIgQI[EIl -kIhjQ][h ¥Ng]Z jPI dighdIEjQpl N %jPI digh][ IrdIgQI[EQ[O jPI jPgl<]j!

Questions (pick two)

+0PIl pl[jx Y ]g gQYY s]lkg digh][ NQghj Pl<g <D]kj ]Jg IrdIgQI[EI jPI jPgl<ij«<

7P<j Qh GQNNIgl[j <[G>]g jPI h<Zl <h dglpQlkh Ipl[jh ]g Q[hj<[jQ<jQ][h [N jPI jPgl<j«

7PI[ jPI digh]] NQghj I[E]k[jlgh jPI jPgl<je qP<j qQYY jPlIs hllc 7P<j qQYY jPI hEI[I NIIY YQXI< 7P<j qQVYY jPlIs
] gQYY Q[N]gZ<jQ][ DI GlYQplglIG j] jPI dlgh][« 7PIgl <[G P]Jq gqQYY

jP1 dligh][ E][[IEj <[G E]ZZk[QE<jl qQjP JjPlgh« ¥N<ZQVYse <QG <OI[EQIlhe

NIGIg<Ye hj<jl <[G Y]E<Y <kjP]gQjQlhe dg]JNIhhQ][<Y [ljqlgX]

7P<j qQVYY jPI dligh][ P<pl j] G] j] <EElhh dI]dYle higpQElhe jJIEP[]Y]Os <[G Q[N]gZ<jQ][ jPIs [IIG«

7P<j [lq E<d<DQYQjQIlh I[<DYIl jPI dligh][ <[G jPIQg Dgl<Glg E]ZZk[Qjs j] glE]lplg Ng]Z jPI jPgl<j«

When the person first encounters the threat, what will they see? What will the scene feel like? What
Question One will they not see or understand until later?



Mr. Hammer detects a spike in several perishable products moving through his supply warehouse.
Each of this products is outside the normal levels of demand. This is perceived as a "glitch in the
system"

Question Two +0PI pl[jz Y 19 qQYY s]lkg digh][ NQghj Pl<g <D]kj ]g IrdIgQI[E]I |l

BREAKING NEWS: Severe backlogs in the Port of NYC at Red Hook, Brooklyn are causing major
headaches for the Big Apple. Perishable goods in particular are an issue, as hundreds of gallons of milk
and baby formula sit on the docks. The issue: Shipping Containers! Local authoritizes are claiming that
they can't scan and secure the containers fast enough to keep up with the shipping demand for good
flowing into the city. The Mayor is calling for Port Authority and Longshoreman to switch to manual
searches to get things back on track.

PART THREE: Enabling Questions - Red Team (from the perspective of "the party" bringing about the threat)

Questions (pick two)

Barriers and Roadblocks: What are the existing barriers (local,
governmental, political, defense, cultural, etc) that need to be overcome
to bring about the threat? How do these barriers and roadblocks differ
geographically?

New Practices: What new approaches will be used to bring about your threat and how will the Red Team enlist the help of the broader community?
Business Models: What new business models and practices will be in place to enable the threat?

Research Pipeline: What technology is available today that can be used to develop the threat? What future technology will be developed?
Ecosystem Support: What support is needed? What industry/government/military/local partners must the Red Team team up with?

Training and Outreach: What training is necessary to enable the threat?
How will the Red Team educate others about the possible effects of the
threat? And how to bring about the threat?

Question One khQ[lhh ']GIYhe 7P<j [Iq DkhQ[lhh Z]GIYh <[G dg<EjQEIlh qQYY DI

Automated ordering in potentially vulnerable smart home devices, integration with automated supply
chain.

<ggQlgh <[G .]<GDY]EXhe 7P<j <gl jPI ITQhjQ[O D
EkYjkg<Ye IJE| jP<j [IIG j] DI IplgE]ZI j] DgQ[O <
Question Two g]<GDY]EXh GQNNIg OI]Og<dPQE<YYsc«

Automated driving ethics clarification and legislation, automated ordering/renewal requirements,
privacy protection for sharing/smart devices and appliances. Decreased human oversight of automated
systems (increased trust).

PART FOUR- Backcasting - Blue Team (from the perspective of U.S. Forces)

Examine the combination of both the Experience Questions as well as the Enabling Questions.
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gQINYs GIhEgQDI P]q s]kg digh][ IrdIgQI[Elh jPI jPgl<je

g<[X IrdIgQI[Elh jPI |
<[G fk<YQjs ]N jP<

P EPI<d hjllY Dkj Pl E<[[]j plgQNs jPI ]gQ
i [
hj<[G<gGe jgkhjlG h]k

. lj< <[G Idj JN ]ZZIgElI DIYQIpl <YY Y<qgh <¢
Elh <gl DIQ[O k[GIgEkj Ds hkddYQIgh N k[X[]q[ ]gQO

7P<j Qh Qj< 7P] IYhI Q[ jPI dlgh][°h YQNI Qh Q[p]YpIG<« 7P<j G]lh jPIl .1G 01<Z q<[j j] <EPQIpl< 7P<j Qh jPIl .1G 01<Z P]d¢(
plgs][l qP] glgXh N]Jg g<[X°h E]Zd<[s <[G Iplgs][l gP] khlh g<[X j] ]D <QI[ h

hkhd [Ej hjllYe OPI .I1G 0|<Z Pldlh j] khl hkDhj<[G<gG dgGkEjh j] Nk[[ Y Z][ls
gPQYI <j jPI h<ZlI jQZl GlOg<GQ[O jPI fk<YQjs IN E]J[hjgkEjQ][ Q[ jPI 1/« OPI
Z<s DI GQhE]plglG Dkj jPl gQhX Qh N<QgYs Y]q-

7P<j Qh jPI IrdIgQI[EIl gl g<[j jPI dlgh][ j] P<pl gQjP jPI jPgl<j«
71 q<[j g<[X j] NQ[G ]kj jP<j jPI hjllY Qh <Ejk<YYs E
hkDhj<[G<gG dg]GkEjh <gl E]ZQ[O Ng]Z <[G gld]gj jP
rih jPI Qhhkle

N
o

7P<j Qh jPI IrdIgQI[EI gl q<[j jPIZ j] <p]QG«

OP<j g<[X E]J[[Q[klh j] ]dlg<jl gQjPlkj k[
hj<gj j] N<QY <j jPI h<Zzl [N QI[GYs [<]

G)

+ .0 07$+ rdIgQI[EIl -kIhjQ][h ¥Ng]Z jPI dighdIEjQpl IN +jPIl digh][+ IrdIgQI[EQ[O jPI jPgl<j!

-kIhjQJ[h ¥dQEX jq];

+0PI pl[jz Y ]g qQYY s]lkg digh][ NQghj Pl<g <D]kj ]g IrdIgQI[EI jPI jPgl<ij«

7P<j Qh GQNNIgI[j <[G>]g jPI h<ZIl <h dglpQlkh IplI[jh ]g Q[hj<[jQ<jQ][h IN jPI jPgl<j«

7PI[ jPI dligh][ NQghj I[E]k[jlgh jPI jPgl<je qP<j qQYY jPIs hll<c 7P<j qQYY jPI hEI[I NIIY YQXI< 7P<j qQYY jPIs []j hll ]g
1 qQYY Q[N]gzZ<jQ][ DI G1YQplglG j] jPI dlgh][« 7PIgl <[G P]g qQYY

jPl digh][ EI[[IE] <[G E]ZZK[QE<jl qQjP ]jPlgh< ¥N<ZQVYss <QG <OI[EQIlhs

NIGIg<Ye hj<jl <[G Y]E<Y <kjP]gQjQlhe dgJNIhhQ][<Y [ljgq]lgX}

7P<j qQYY jPI digh][ P<pl j] G] j] <EElhh d1]dYIe higpQElhe jJIEP[]Y]Os <[G Q[N]gZ<jQ][ jPIs [IIG«

7P<j [Ilqg E<d<DQYQjQlh I[<DYI jPI dlgh][ <[G jPIQg Dg]<Glg E]ZZk[Qjs j] glE]plg NglZ jPI jPgl<j«

-k1hjQ][ $[! "The Event" - How will your person first hear about or experience the threat?

Frank reads articles in the news that the raw material production in the US and trusted
countries has gone down however the demand for buildings and steel related construction
keeps increasing. Frank keeps seeing that the unemployment rate for the raw materials
producers in the US keeps going up even though the system is supposed to ensure that
demand across trusted sources is kept at a constant rate to ensure employment remains
constant.

7PI[ jPI digh][ NQghj

) _ _ J |<J'qP<JqQYYJP|S hil< 7P<j qQYY jP
-kIhjQI[ 0q] qQYY jPIs []j hll ]g k[GIg

[i Pl g
<[G K[]QY Y<jlgc«



Frank doesn't actually experience the threat first. A third party, unfriendly nation uses Artificial
Intelligence and is able to determine this is going on. The unfriendly nation then is able to take
advantage of the automation and issues in the system to destabalize the global economy and
at the same time funnel massive amounts of money into their country.

|+ .00. « [<DYQ[O -klhjQ][h ¥ .I1G 01<Z ¥Ng]Z jPI dighdIEjQpl JN #jPI d<gjst DgQ[OQ[O <D]kj jPI jPgl<j!

Questions (pick two)

<ggQlgh <[G .]<GDY]EXhe 7P<j <gl jPI ITQhjQ[O D<ggQlgh ¥Y]E<Y-
Olplg[ZI[j<Ye d]YQjQE<Ye GINI[hle EkYjkg<Ye IJE! jP<j [IIG j] DI ]plgE]ZI
j] DgQ[O <D]kj jPI jPgl<j< ]q G] jPIhl D<ggQlgh <[G g]<GDY]EXh GQNNIg

O1]0g<dPQE<YYs«
"lq +g<EjQElhe 7P<j [Iqg <ddg]<EPIh qQYY DI khiG j] DgQ[O <D]kj s]kg jPgl<j <[G P]g qQYY jPI .I1G 01<Z I[YQhj jPI PIYd

khQ[lhh 1]GIYhes 7P<j [Iq DkhQ[lhh Z]GIYh <[G dg<EjQEIh qQYY DI Q[ dY<EI j] I[<DYI jPI jPgl<j<

Ih1<gEP +QdIYQ[ls 7P<j jIEP[]Y]Os Qh <p<QY<DYI j]G<s jP<j E<[ DI kh1G j] GlplY]d jPI jPgl<j< 7P<j Nkjkg!l jIEP[]Y]Os g
ElhshjlZz /kdd]gje 7P<j hkdd]gj Qh [IIGIG< 7P<j Q[Gkhjgs>O]plg[ZI[j>ZQYQj<gs>Y]E<Y d<gj[lgh Zkhj jPl .I1G 01<Z jlI<Z kd q

0g<Q[Q[O <[G $kjgI<EPe 7P<j jg<Q[Q[O Qh [IElhh<gs j] I[<DYI jPI jPgl<j<
19 qQYY jPI .1G 01<Z IGKE<jl JjPIgh <D]kj jPI d]hhQDY! INNIEjh IN jPI
jPgl<j< [G P]q j] DgQ[O <DJkj jPI jPgl<j«

khQ[lhh !']GIYhe 7P<j [Iq DkhQ[Ihh Z]GIYh <[G dg<EjQElh qQYY DI Q[ dY<E!I

A new completely automated global acquisition system is put in place to regulate demand
across all couontries designed to ensure employment rates acorss all countries is kept at an
agreed upon level and at the same time provide the cheapest raw products for all users. This
system has no users that maintain it, it is all machine-to-machine interaction.

Question One

hI<gEP +QdIYQ[le 7P<j jJIEP[]Y]Os Qh <p<QY<DYI j]G<s jP<j E<[ DI khIG j]
Question Two Nkjkgl JIEP[]Y]Os qQYY DI GlplY]dIG«
Artificial Intelligence and machine to machine communications between ordering and supply systems

+ .0 $1. <EXE<hjQ[O Y YkI 01<Z ¥Ng]Z jPI dighdIEjQp!l N 1¢/¢ ]gElh!
r<ZQ[l jPI E]ZDQ[<jQ][ IN DI]jP jPIl rdIgQI[EI -klhjQ][h <h glYY <h jPl [<DYQ[O -klhjQ][hs
rdY]gl gP<j [IIGh j] P<ddI[ j] GQhgkdje ZQjQO<jl <[G glE]plg Ng]Z jPI jPgl<j Q[ jPI Nkjkgle

Gates:

7P<j <gl jPIl <jlh«

Qhj ]kj gP<j jPl Ykl 01<Z P<h E][jglY Iplg j] GQhgkdjs ZQjQO<jl <[G

glE]lplg Ngl]Z jPI jPgl<je
~ kQYG Q[ < hshjlzZ j] p<YQG<jl jP<j jPlI GIZ<[G>hkddYs Z<jEPIh <gl qQjPQ[ <
AhkddYQlg
A kZ<[h Z<s DI glfkQglG j] <kjP]QgQvl jg<[h<EjQ][h k[jQY jPI hkddYs h]kgElh
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OPgI<jE<hjQ[O 7]gXhPllj

0l<Ze 3DXO 0D[ZHOO $GDP 'XE\ 5RFN 6WHYHQV
rdIgQI[EI 0QjYle OPI 1<gj IJN jPI /1<
hjQz<jlG <jle AAAC
| <i< +1Qljh
IY]j %A ‘H QHHG WR WKLQN DERXW WKH SHRSOH WKDW ZH WKLQN DUH JRLQJ WR Et
IY]j] %A ODQLSXODWLRQ RI 6RFLDO OHGLD &KLQD *DPLILHG &LWL]JHQ1HW
IY]j %A $XWRPDWHG GHFLVLRQ PDNLQJ
IY1j %A Zdg]pl [jlg[lj dg]jlE]Yh
IY]] %/ [N]JgZz<jQI[ Ylq
IY]1j %G RXU DGYHUVDULHV DUH DJLOH DQG QRQVWDWLF KDYH DELOLW\ WR
/Y]] %E ¥ j°h jPI sl<g AAAA! $ ORW KLQJHV RQ KRZ WKH SROLWLFDO HFRQRP\ Rl GDWD HYROYHYV

|+ .0 $" « 7P] Qh slkg +Igh][c

gZ<[G] /I<Y<v<ge ]q[lg N hiplg<Y NQhPQ[O hPQdh Z Y<jl AAh+ q]g
7P] Qh s]kg dlgh][ <[G gqP<j Qh jPIQg Dg]<GZd[ES]21H{JQJBQh la[ NYII]

7Plgl G] jPIs YQpl« I<[QY<es +PQYQddQ[Ih

PQ[Ihl Q[jlgpl[jQ][ <jj1ZdjQ[O j] Q[EQjI D]gGIlg GQhdkjlh Jplg E][jl

_ . . _ Z<[Qde jQI[+ +/>[<pQO<jQI[ Z<[Qd+ <jj<EXh ][ GQhjgQDk|Q][ EI[]
7P<j Qh jPI jPgl<j« IN NQhP Z<gXlj dg Q[O]]<NNIEJ IE][]1Zs

gQINYs GIhEgQDI P]g s]kg digh][ IrdIgQI[EIh jPI jPgl<je

7P<j Qh Qj< 7P] IYh!I Q[ jPI digh][°h YQNI Qh Q[p]YplIG<« 7P<j G]lh jPI .1G 01<Z qg<][j j] <EPQIlpl<« 7P<j Qh jPI .IG
7P<j Qh jPI IrdIgQI[EI gl g<[j jPI dlgh][ j] P<pl qQjP jPI jPgl<j«

7P<j Qh jPI IrdIgQI[EI ql g<[j jPIZ j] <p]QG«
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|+ .0 078+ rdIgQI[EI -kIhjQ][h ¥Ng]Z jPI dighdIEjQpl IN jPI digh][+ IrdIgQI[EQ[O jPI jPgl<j!

-kIhjQ][h ¥dQEX jq];

+0PI pl[jz Y ]g qQYY slkg digh][ NQghj Pl<g <D]kj ]g IrdIgQI[EI jPI jPgl<j«

7P<j Qh GQNNIgI[j <[G>]g jPI h<zl <h dglpQ]kh Ipl[jh ]1g Q[hj<[jQ<jQ][h IN jPI jPgl<j«

7PI[ jPI dlgh][ NQghj I[E]k[jlgh jPI jPgl<je qP<j qQYY jPIs hll< 7P<j qQVYY jPI hEI[I NIlY YQXI< 7P<j qQVYY jPlIs
]la gQYY Q[N]gzZ<jQ][ DI GIYQplglG j] jPI dlgh][< 7PIgl <[G P]g qQYY

jPl1 dligh][ E][[IEj <[G E]JZZKk[QE<jl qQjP JjPlgh« ¥N<ZQVYses <QG <OI[EQIlhe

NIGIg<Ye hj<jl <[G Y]E<Y <kjP]gQjQlhe dg]NIhhQ][<Y [ljg]lgX]

7P<j qQVYY jPI digh][ P<pl j] G] jl <EElhh dI]dYls higpQEIlhe jJIEP[]Y]Os <[G Q[N]gZ<jQ][ jPIs [IIG«

7P<j [Iq E<d<DQYQjQIh I[<DYI jPI dligh][ <[G jPIQg Dgl<Glg E]ZZk[Qjs j] glE]lplg Ng]Z jPI jPgl<j«

-klhjQI1[ $[!I 7P<j qQYY jPIlI digh][ P<pl j] G] j] <EElhh d1]dYle higpQElhes jIEP[]Y
gZ<[G] qQYY [IIG [Ig NQhPIgZ<[ <[G D]<jh j1Zzd]g<gQYs j] D<EXNC
GQdY]Z<jh j] <hhQhj <[G glYI<hQ[O jPI QZdgQh][IG NQhPIlgzZ<[Z P
+YI1[js]N QhP j] <hhQhj Q[ dg]pQGQ[O Q[jlIOgQjs j] jPlI dY<jN]gZe <|
dg]d<O<[G<>ZQhQ[N]gZ<jQ][Z +/ Q[jlOgQjsZ +YI[js]N Qh dglpQG
E<kOPj qQjP [1[gldkGQ<jQ][

-klhjQ]J[ 0q] 7P<j [Iq E<d<DQYQjQIh I[<DYI jPI dlgh][ <[G jPIQg Dg]<Glg E]ZZk|

+/ hj<DQYQjs > <[jOQYhd]INQ[O GIpQEIhZ [][gldkGQ<jQ][ IN NQhPQ
[<pQO<jQ][ <[G jPI NQhPQ[O IE][]Zs

|+ .00. « [<DYQ[O -kIhjQ][h ¥ .IG 01<Z ¥Ng]Z jPI dighdIEjQpl JN jPI d<gjs+ DgQ[OQ[O <D]kj jPI jPgl<j!

-kIhjQ][h ¥dQEX jql,



<ggQlgh <[ ]<GDY]EXh- 7TP<j <gl jPl IrQhjQ[O D<ggQlgh ¥Y]JE<Ye.
Olplg[ZI[j<Yes d]YQJQE<Ye GINI[hle EkYjkg<Ye IJE| jP<j [IIG j] DI 1plgE]ZI
il DgQ[O <D]kj jPIl jPgl<j< ]q G] jPlhl D<ggQlgh <[G g]<GDY]EXh GQNNIg
OlI]Og<dPQE<YYsc«

"lqg +g<EjQElhe 7P<j [Iq <ddg]<EPIh qQYY DI kh1G j] DgQ[O <D]kj s]kg jPgl<j <[G P]g qQYY jPIl .1G 01<Z I[YQhj
khQ[Ilhh !]GIYhe 7P<j [Iq DkhQ[lIhh Z]GIYh <[G dg<EjQEIh qQYY DI Q[ dY<EI j] I[<DYI jPI jPgl<j¢

Ih1<gEP +QdIYQ[l* 7P<j JIEP[]Y]Os Qh <p<QY<DY!| j]G<s jP<j E<[ DI kh1G j] GlplY]d jPI jPgl<j< 7P<j Nkjkgl jIE
ElhshjlZz /kdd]gjs 7P<j hkdd]gj Qh [IIGIG<« 7P<j Q[Gkhjgs>O]plg[ZI[j>ZQYQj<gs>Y]E<Y d<gj[lgh Zkhj jPI .IG 01<2

0g<Q[Q[O <[G $kjgl<EPe 7P<j jg<Q[Q[O Qh [IElhh<gs j] I[<DYI jPI jPgl<j«
]9 qQYY jPI .IG 01<Z IGkE<jl ]JjPIgh <D]kj jPI d]lhhQDYI INNIEjh IN jPI
jPgl<j« [G P]g j] DgQ[O <D]Jkj jPI jPgl<j«

.Ih1<gEP +QdIYQ[ls 7P<] jIEP[]Y]OS Qh <p<QY<DYI j]G<s jP<j E<]|
-k1hjQI1[ $[!I Nkjkgl jIEP[]Y]Os qQYY DI GlplY]dIG«
"l<g¥Ys <YY jPI jIEP [IIGIG j] E<ggs ]kj jPQh <jj<EX Ekggl[jYs IrQh

qlkYG [IIG j] Qzd g]pl jl dglpl[j <jjgQDkjQI[ jl PQ[<Z PQ[< qQYY [
I[<DYI jPQh <jj<EX

ElhshjlZ /kdd]gje 7P<j hkdd]gj Qh [IIGIG<« 7P<j Q[Gkhjgs>O]plg[ZI[

-kIhjQ][ 0q] Zkhj jPl .IG 0I<Z jl<Z kd qQjP«
1G 01<Z ¥ PQ [<' glfkQglh [<p<Y hkdd]gj j] d<jgl]Y jPIl <gl< Q[ qPQE
glGQQgIEjIGZ +g]d]O<]l Q[J|9[<JQ][<Y jgkhjZz 1lgd]g<jl qQjP Y]E<Y I
IN GI[sQ[O jg<GIl qQjP !'<[QY< D<hIG NQhPIgQIlhe

+ .0 $1. <EXE<hjQ[O Y YkI 01<Z ¥Ng]Z jPI dighdIEjQpl N 1«/« ]gElh!

r<ZQ[l jP1I E]1ZDQI[<jQ][ IN DI]jP jPI rdIgQI[EI -kIhjQ][h <h gqlYY <h jPI [<DYQ[O -klhjQ][he
rdY]gl gqP<j [IIGh j] P<ddI[ j] GQhgkdje ZQjQO<jl <[G glE]plg Ng]Z jPI jPgl<j Q[ jPI Nkjkgl-

<jlhe
7P<j <gl jPIl <jlh«

Qhj 1kj gP<j jPlI YkI 0l<Z P<h E][jglY Iplg jl] GQhgkdjs ZQjQO<jI <[G
glE]lplg Ng]Z jPI jPgl<je

1lgldkGQ<jQI[ <[G Q[J'OQQJS qQjPQ[ +/ dY<jN]gzhZ <YlIgjh gPI[ h
AjPl PQ[lhl P<EXIgh Ng]z jlng[O hPQddQ[O plhhliYh Q[j] E][jlhjIC
[plhj Q[ D<EXkd hshjlzh gQjPQI[ jPI IE][]1Zs N]Jg QZdg]plG glhQYQI
.qQdIG EYI<[s jPI Q[Gkhjgs [IIGh < g<s j] E][jQ[kls .Ihj]gQ[O D<EXK
AGIdI[GI[El Qh EgQJQE<Y-
1 Q QLilg[<jQI[<Y hkdd]gj ]plg ]dl[ q<jlgh YY <O<Q[hj PQ[<°h

| [kKIG I
A PQ[< j] G]zQ[<jl g<jlgg<sh jP<j <gl EgQJQE<Y j] ]jPIg [<jQ][h° IE]



Y<Ohe

7P<j <gl jPlI Y<Oh«

Qhj 1kj gP<j jPI YKI 0l<zZ G]Ih[°] P<pl E]
ZQjQO«<jl <[G glE]plg Nglz jPI jPgl j‘ Dk
<NNIEj ][ jPI Nkjkglh s]lk P<pl Z]GIYIG-

1QYIhj][lhe

7P<j [11Gh j] P<ddI[ Q[ A sl<g j] GQhgkdje
glE]plgs Ng]Z jPI jPgl<j«

7P<j [11Gh j] P<ddI[ Q[ E sl<g j] GQhgkdje
glE]plgs Ng]Z jPI jPgl<j«

Zdg]lp!G Q[jlOgQjs Q[ +YI[js]N QhP YY YIplg<Ol Eg]gGh]kgEQ[O N
Aa DQO G<j< E<[[]] DI glYQIG kd][ qPI[ <Gplgh<gs Qh Q[WIEjQ[O G
A

[iglY Iplg j] GQhgkdje .
] JPQh gQYY P<p| < hQO[QNQEK]]
_ PQ[< DkQYGQ[O <[G NQIYGQ[O jPIQg ]Jg[ +/+ 1/ Ekggl[jYs G]ZQ[<
AqlkYG I[<DYI jPIZ j] E][jglY G<j< <j qQYYe-
] [J'|9[<1'Q [<Y E]ZZk[Qjs hkdd]gj N]Jg PQ[<°h jlg QJ]9Q<Y EY<QZh-
AjPl +PQYYQdQ[lh Z<s DI YIhh YQXIYs j] qu j [G JPQh d]glgZ]ple
A I<YjP IN jPI JEI<[h YQZQj] Q[Gkhjgse QhPIgQIlh [I<g E][jlhjIG q<jI
k]][]Z]kh hshjlzh jP<j NQhP gZ<] <g| E]zdYIljlYs gl YQ<[J [ <[G E<

Qlij gpl[jQ][ ¥k[jg<Q[IG glgXlgh U dlI QhP<DYI hXQYYhle KkjlZ<jlG |
Ahjgllj j] 1dlg<jl E<[ Ogl<jYs QZQ[ hP Q[Gkhjgs glhQYQI[E]Te
/e

ZQjQO<jl <[G dlgd<gl N]g

>

"1[gldkGQ<jQ][ <[G Q[jlOgQjs qQjPQ[ +/ dY<jN]gZh2 <Ylgjh qPI[ h
[plhj Q[ D<EXkd hshjlZzh gQjPQJ[ jPI IE][]Zs N]g QZdg]plG glhQYQI
1[iQ[kIG Q[jlg[<jQIl[<Y hkdd]gj Iplg JdI[ g<jlgh YY <O<Q[hj PQ[<°h

Zdg]plG Q[jlOgQjs Q[ +YI[js]N QhP YY Ylplg<Ol Eg]gGh]kgEQ[O N
a DQO G<j< E<J[[]) DI glYQIG kd][ gPI[ <Gplgh<gs Qh Q[WIEjQ[O G

> P

&R o>

ZQjQO«<jl <[G dlgd<gl N]g

Yjlg[<jQpl j] +/ jP<j Qh glYQ<DYI <[G E<[[]j DI hd]INIG YYa <kj]z
[<pQO<JQ][
"<jQJ[<Y glPI<gh<Yh ]IN [][YGQOQj<Y E]ZZIgEI
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7P] Qh s]kg digh][ <[G qP<j Qh jPIQg Dg]<GlgPEIZZIP[Qj&¥< 011[<Ol h][ [N < PQOPYYIplY jIEP IrIEKjQpl

1jg]Qj8 Y /Z<gj Qjs DkQY] 1[I jPI gkQ[h IN $YG 1jg]Qj Ds < ]]OYIY
<kj]Z<jlG /Z<gj Qjse j°h Y<gOIlYs d]JdkY<jlG Ds <[G gk[ Ds jPQh E
7Plgl G] jPIs YQpl« Olplg[zZI[j] <[G pQgjk<YYs gk[h 'QEPQOKX<]-

7P<j Qh jPI jPglI<j« sDIgYa+PshQE<Y

gQINYs GIhEgQDI P]Jq slkg digh][ IrdIgQI[Elh jPI jPgl<je

7P<j Qh Qj< 7P] IYh!I Q[ jPI dlgh][°h YQNI Qh Q[p]YpIG<« 7P<j G]lh jPI .1G 01<Z q<[j j] <EPQIpl< 7P<j Qh jPI .1G
7P<j Qh jPI IrdIgQI[EI gl g<[j jPI dlgh][ j] P<pl gQjP jPI jPgl<j«

7P<j Qh jPI IrdIgQI[EI gl g<[j jPI1Z j] <p]QG«

I/ jPI jPgl<je k[Q[jI[JQ][<YYse I°h N]JK[G < qlgX<g]k[G Q[ jPI hZ.
<YY]gQ[O PQZ <[G PQh NgQI[Gh j] hjgllj g<EIl kjQYQVQ[O <YY Ogl
+INNQEQI[Esz JN 1jg]Qj8s OPQh EP<Q[ gI<EjQ]J[ hY]gh G]lg[ NglQC
Zkhj []1g Z2<XI| kd jQZls <[G hdIIG kd j] G<[Olg]kh hdIIGhe

+ .0 07%+ rdIgQI[ElI -kIhjQ][h ¥Ng]Z jPI dighdIEjQpl N %jPI digh][+ IrdIgQI[EQ[O jPI jPgl<j!

Questions (pick two)

+0PI pl[jz Y ]g qQYY slkg digh][ NQghj Pl<g <D]kj ]g IrdIgQI[EI jPI jPgl<j«<

7P<j Qh GQNNIgI[j <[G>]g jPI h<zl <h dglpQ]kh Ipl[jh ]1g Q[hj<[jQ<jQ][h IN jPI jPgl<j«

7PI[ jPI digh]] NQghj I[E]k[jlgh jPI jPgl<je qP<j gqQYY jPlIs hll< 7P<j qQYY jPI hEI[I NIIY YQXI< 7P<j qQYY jPls
QYY Q[N]gzZ<jQIl[ DI GIYQpIlglIG j] jPI dlgh][«< 7PIgl <[G P]g qQYY

J]qu ?jlgh][ EJ[[IE] <[G E]ZZK[QE<]jl qQjP ]jPlgh« ¥N<ZQYses <QG <OI[EQIhe
NIGIg<Ye hj<jl <[G Y]E<Y <kjP]gQjQlhe dg]NIhhQ][<Y [Iljg]lgX]

7P<j qQVYY jPI dligh][ P<pl j] G] jl <EElhh dI]dYls higpQEIlhe jJIEP[]Y]Os <[G Q[N]gZ<jQ][ jPIs [IIG«
7P<j [lq E<d<DQYQjQIh I[<DYIl jPI dlgh][ <[G jPIQg Dgl<Glg E]ZZk[Qjs j] glE]lplg Ng]Z jPI jPgl<j«

When the person first encounters the threat, what will they see? What will the scene feel like? What
Question One will they not see or understand until later?

j°h [1] Q[QJQ<YYs hllI[ <h < jPgl<js 0PI XQGh Wkhj q<[j j] P<EX jF
JPQ[X jP<js¢Prdgs YoQplh Ds Z<XQ[O jPl hZ<gj jg<NNQE YQOPjh Ogll]
IYhle Z<XQ[O hkgl jPIgl <gl [] Q[[]IEI[j] Dshj<[Glgh E<kOPj Q[ jPI g-
G]l[°) hIl gP<j jPlI Y<gOlIlg INNIEjh IN jPQh Z<s DIl-

How will information be delivered to the person? Where and how will the person connect and
communicate with others? (family, aid agencies, federal, state and local authorities, professional

Question Two network)



“"Igh IN jPI jg<Q[ Eg<hPlh gQYY P<pl DII[] Z<GI [<jQ]I[<Y <[G QIjlg]
<kjP]gQjQlh <gl [pIhjQO<jQ[O jPI jg<Q[ Eg<hPlh <[G qP<j E<khlC
g<[jh j] PQGI gP<j Pl GQG+ Dkj Ipl[jk<YYs Pl <[G PQh NgQI[Gh E]z

|+ .00. « [<DYQ[O -kIhjQ][h ¥ .IG 01<Z ¥Ng]Z jPI dighdIEjQpl IJN jPI d<gjs+ DgQ[OQ[O <D]kj jPI jPgl<j!

-kIhjQ][h ¥dQEX jq];

<ggQlgh <[G .]<GDY]EXhe 7P<j <gl jPI ITQhjQ[O D<ggQlgh ¥Y]E<Y.
Olplg[ZI[j<Y+s d]YQJQE<Y+ GINI[hls EkYjkg<Ye~ IjE! jP<] [IIG j] DI ]plgE]ZI
] DgQ[O <D]kj jPI jPgl<j< ]g G] jPIhl D<ggQlgh <[G g]<GDY]EXh GQNNIg

JOI]Og<dPQE<YYS<
"Ilg +g<EjQEIlhe 7P<j [Iqg <ddg]<EPIh qQYY DI khIG j] DgQ[O <D]kj slkg jPgl<j <[G Plg qQVYY jPI .IG 01<Z I[YQNh]
khQ[lhh !]GlYhe 7P<j [Ig DkhQ[lhh Z]GIYh <[G dg<EjQEIlh gQYY DI Q[ dY<EI j] I[<DYI jPI jPgl<j«

.Ihi<gEP +QdIYQ[le 7P<j jIEP[]Y]Os Qh <p<QY<DYI j]G<s jP<j E<[ DI khIG j] GlplY]d jPI jPgl<j< 7P<j Nkjkgl jlIE
Elhshjlz /kdd]gje 7P<j hkdd]gj Qh [IIGIG<« 7P<j Q[Gkhjgs>O]plg[ZI[j>ZQYQj<gs>Y]E<Y d<gj[lgh Zkhj jPIl .1IG 01<Z

0g<Q[Q[O <[G $kjgI<EPe« 7P<j jg<Q[Q[O Qh [IEIhh<gs j] I[<DYI jPI jPgl<j«
19 qOYY jPI .1G 01<Z IGKE<jl JjPIgh <D]Kj jPI d]hhQDYI INNIEjh [N jPI
jPgl<j« [G P]lg j] DgQ[O <D]kj jPI jPgl<j«

-kIhjQI[ $II khQ[lhh !]GIYhes 7P<j [Iqg DkhQ[lhh Z]GIYh <[G dg<EjQElh qQYY DI

k
OPI IrdlgQ2ZI[j< Y [<jkgl IN jPI E]Zd<[s- <[G jPI EQjs Ds dg]rse I[<D
Iplg[ZI[] INNQEQ<Yh <gl hjQY Y JIEP[]Y]OQE<YYs QYYQ]Ig<jI- <[G
jP<j jPIs Zkhj X[]q Dlhje OPI IrdigQZI[j<Y EkYjkgl JN jPIl E]Zd<[s Y
jPI hshjlz jP<j E<[ DI IrdY]Qj I e Ilgl]lplge qQjP 1jglQj8°h hkEEIhh
Q[jlg[<jQ][<Y s j] 1iPlg hjgkOOYQ[O EQjQlhs <OPG<G8+ <DkYS8-

Ih1<gEP +QdIYQ[ls 7P<j JIEP[]Y]Os Qh <p<QY<DYI j]G<s jP<j E<]
-k1hjQ][ 0q] Nkjkgl jIEP[]Y]Os qQYY DI GlplY]dIG«

IIYNYGgQpQ[O E<ghes hZ<gj OgQGhe jPQ[XQ[O Ird][I[[jQ<YYs <D]Kk]j
hjgllj YQOPjh jl ETk[j GIq[ jP! jQZI jQYY Ogll[s [Gg]QG +<s> ddVYI
EY]jPQ[O>ql<g<DYlhs IjEe <YY Q[jlOg<jlG j] Z<XI jP1 Z]hj INNQEQI

+ .0 $1. <EXE<hjQ[O Y YKI 01<Z ¥Ng]Z jPI dighdIEjQpl N 1</ ]gElh!
r<ZQ[Il jPI E]ZDQ[<jQ][ IN D]jP jPI rdIgQI[EIl -kIhjQ][h <h glYY <h jPI [<DYQ[O -klhjQ][he
rdY]gl qP<j [I11Gh j] P<ddI[ j] GQhgkdjs ZQjQO<jl <[G glE]plg Ng]Z jPI jPgl<j Q[ jPI Nkjkgle

<jlhe
7P<j <gl jPl <jlh«



| 0I<Z P<h E][jglY Iplg jl GQhgkdjs ZQjQO<jl <[G
I<je

Q x
b~

Q[G jPI P<EXIgh
Q[G jPI pkY[Ig<DQYQjQlh jP<j jPI P<EXIgh IrdY]QjlG <[G d<jEP jF

A

kh DI
Y<Ohe
7P<j <gl jPlI Y<Oh«
th 1kj gP<j jPl Ykl 0l<Z G]Ih[°j P<pl E][jglY Iplg jl Gthkdj-
ZQjQO«<jl <[G glE]plg Ng]Z jPI jPgl<je OPQh qQYY P<pl < hQO[QNQE<[j <NNIE]j

][ JPI Nkjkglh s]k P<pl Z]GIYIG-

GQhlzd]qlglG Y]E<Y OjRI§PALhIjPxijh P<h GQhlzd]qlglG Gkl j] jPI

j NQj

1QY1hj][lhe

7P<j [11Gh j] P<ddI[ Q[ A si<g j] GQhgkdjs ZQjQO<jl <[G dgld<gl N]g
glE]lplgs Ng]Z jPI jPgl<j«

E]ZQ
P<EX

Al<XIl jPIl hshjlZ Z]gl INNQEQI[j qQjP DkNNIg <gl<h <[G <YY]q N]g p

EEkd
7P<

AIIYNYgld]gjQ[O jP<j Z<rQZQvI INNQEQI[Es qQjP]kj PkZ<[ Q[dkKj

7P<j [11Gh j] P<ddI[ Q[ E si<g j] GQhgkdjs ZQjQO<jl <[G dgld<gl N]g
glE]lplgs Ng]Z jPI jPgl<j«

kQhjc

Atkhj q]gX qQjP Y]E<Y <[G [<jQ][<Y Olplg[ZI[jh []j Wkhj N]g E][jg<E
< E]zZ
<h






OPgI<jE<hjQ[O 7]gXhPIlIj

0l<Zs %LOO &KHVZLFN 'DQ +X\QK

rdiIgQI[EI 0QjYls ]O<[ P<h < D<G G<s Q[ -

hjQz<jlG <jle AAAC

| <i< +1Qljh

IY]] %A Y A 6RFLDO VWDWXV LV UHDOO\ LPSRUWDQW DQG LQIOXHQFHV PRUH WKDQ ZH

/Y]] A Y A 6PDUW 7UXVWHG 2EMHFWY H J 6PDUW 6KLUW

IY]j %A OLVLQIRUPDWLRQ DV D ZHDSRQV V\VWHP

IY]i %A ,QYHVWPHQW LQ VHFXULW\ WR LPSURYH SXEOLF SHUFHSWLRQ

IY])] ¥ AE ZIgOQ[O jIEP YQXI g]D]jhe A dgQ[jQ[O- $0

IY]] %C RXU DGYHUVDULHY KDYH DGDSWLYH GLVWULEXWHG QHWZRUNV

/Y]] %E ¥ j°h jPI sl<g AAAA! kz<[ DIQ[Oh <gl jPI EI[jlg IN JIEP[]Y]Os <[G jPIs <gl QZdIgNIE]

|+ .0 $" « 7P] Qh slkg +Igh][c
+P<gZ<EIKjQE<Y h<YIlhzZ<[ Y ]O<[ !E KNNQ[* P<h < [Iqg hlYN GgQp
pQhjQ[O [Iq EYQI[jhe .IEI[jYs Z]plIG j] NglZ 1hj][s | P<jlh jg<NN
gQjP jPI $YsZQEh Q[ jlq[* Qh [Ig hl1YN GgQpQ[O E<g h<plh PQzZ <

7P] Qh s]kg digh][ <[G gP<j Qh jPIQg Dgl<GIN ERZZIKIQpdhhlh IN jPlI dY<EIlh Pl pQhQjh N]g E][pI[QI[E]le

7Plgl G] jPIs YQplc« [<PIQZ-

qlYY E]]gGQI[<jIG jlgglgQhj <jj<EX <j jPl AAAE $YsZdQEh Q[ ]h

<[G <[ < EsDIg <jj<EX ][ jPI QIjlg[lj Q[Ng<hjgkEjkgle OPQh <jj<EX
E]ZZIgEQ<Ye O]plg[ZI[js <[G ZQYQj<gs NK[EjQ][he OPI <jj<EXIgh q

7P<j Qh jPI jPgl<j«< 1/ EQjQvi[he

gQINYs GIhEgQDI P]g slkg digh][ IrdIgQI[Elh jPI jPgl<je
7P<j Qh Qj< 7P]1 IYhI Q[ jPI digh][°h YQNI Qh Q[p]Yp!IG<« 7P<j G]lh jPI .IG 01<Z g<][j j] <EPQIlplc< 7P<j Qh jPI .IG
7P<j Qh jPI IrdIgQI[EI gl g<[j jPI dlgh][ j] P<pl qQjP jPI jPgl<j«



7P<j Qh jPI IrdIgQI[EI ql g<[j jJPIZ j] <p]QG«

|+ .0 078+ rdIgQI[EI -kIhjQ][h ¥Ng]Z jPI dighdIEjQpl N jPI digh][+ IrdIgQI[EQ[O jPI jPgl<j!

-kIhjQ][h ¥dQEX jq];

+0PIl pl[jx Y ]g gQVYY s]lkg digh][ NQghj Pl<g <D]kj ]Jg IrdIgQI[EI jPI jPgl<ij«

7P<j Qh GQNNIgI[j <[G>]g jPI h<Zl <h dglpQlkh Ipl[jh ]Jg Q[hj<[jQ<jQ][h N jPI jPgl<j«

7PI[ jPI dligh][ NQghj I[TE]k[jlgh jPI jPgl<je qP<j gqQVYY jPIs hll< 7P<j qQYY jPI hEI[I NIlY YQXI< 7P<j qQYY jPIs
19 gQYY Q[N]gZ<jQI][ DI GIYQpIlglIG j] jPI dlgh][«< 7PIlgl <[G P]g gqQVYY

jP1 dligh][ E][[IE] <[G E]ZZk[QE<jl qQJP JjPlgh« ¥N<ZQVYse <QG <OI[EQIhs

NIGIg<Ye hj<jl <[G Y]E<Y <kjP]gQjQlhe dg]JNIhhQ][<Y [ljqlgX]

7TP<j qQYY jPI dligh][ P<pl j] G] j] <EEIhh dI]dYle higpQEIlhe JIEP[]Y]Os <[G Q[N]gZ<jQIl[ jPIs [IIG«

7P<j [lqg E<d<DQYQjQIh I[<DYIl jPI dlgh][ <[G jPIQg Dg]<Glg E1ZZk[Qjs j] glE]lplg NglZ jPI jPgl<j«

-kIhjQ][ $II +0PI pl[jz Y 19 qQYY slkg digh][ NQghj Pl<g <D]kj ]g IrdIgQI[E]I jl
]O<[ Qh hjkEX Q[ jg<NNQEe+ <[°]j gI<EP PQh [Irj h<Ylh ZIIjQ[O-
I P<h Y]hj j]JkEP gQjP PQh GQOQj<Y q]lgYG-
19 gQYY Q[N]gzZ<jQ]J[ DI GIYQplglIG j] jPI dligh][«< 7PIgl <[G P]q qQ
_ E]ZZK[QE<jl qQjP JjPlgh« ¥N<ZQYse <QG <OI[EQIlhes NIGIg<Ye hj<jl
-k1hjQ][ 0q] [lialg X,
<hEQ<YYs Pl E<[°je IYY dP][l* jlrjQ[Oe* <[G QIjlg[lj Qh []] NK[E]Q

|+ .00. « [<DYQ[O -kihjQ][h ¥ .IG 01<Z ¥Ng]Z jPI dighdIEjQpl JN *+jPI d<gjs* DgQ[OQ[O <D]kj jPI jPgl<j!

-kIhjQ][h ¥dQEX jql;

<ggQlgh <[G .]<GDY]EXhes 7P<j <gl jP1 IrQhjQ[O D<ggQlgh ¥Y]E<Y.
Olplg[ZI[j<Yes d]YQjQE<Ye GINI[hle EkYjkg<Ye IjE! jP<] [IIG j] DI ]plgE]ZI
i1 DgQ[O <DJ]kj jPI jPgl<j< ]q G] jPIhl D<ggQlgh <[G g]<GDY]EXh GQNNIg

O1]O0g<dPQE<YYs«<
"lqg +g<EjQElhe 7P<j [Iq <ddg]<EPIh qQYY DI kh1G j] DgQ[O <D]kj s]kg jPgl<j <[G P]g qQYY jPI .I1G 01<Z I[YQh]j



khQ[Ihh 1]GIYhe 7P<j [Iqg DkhQ[Ihh Z]GIYh <[G dg<EjQEIh qQYY DI Q[ dY<EI j] I[<DYI jPI jPgl<j<
Ih1<gEP +QdIYQ[l* 7P<j JIEP[]Y]Os Qh <p<QY<DYI| j]G<s jP<j E<[ DI khiG j] GlplY]d jPI jPgl<j< 7P<j Nkjkgl jIE
E]hshjlZ /kdd]gje 7P<j hkdd]gj Qh [IIGIG<« 7TP<]j Q[Gkhjgs>O]plg[ZI[j]>ZQYQj<gs>Y]E<Y d<gj[lgh Zkhj jPl .I1G 0l<2z

09g<Q[Q[O <[G $kjgl<EPe 7P<j jg<Q[Q[O Qh [IEIhh<gs j] I[<DYI jPI jPgl<j«
19 qQYY jPI .IG 01<Z IGkE<jl ]jPIgh <D]kj jPI d]hhQDYI INNIEjh |IN jPI
iPgl<j« [G P]g j] DgQ[O <DJkj jPI jPgl<j«

Research Pipeline: What technology is available today that can be used to develop the threat? What
Question One future technology will be developed?

sDIge Gplgh<gs [IIGh j] E
i

I[GKE]
Q[Jlg[lJ glkjlg Q[Ng<thk kgle 7QY
g JIEP[]Y]Os <[G Q[jIYYQOI[EI j] DI <DYI

New Practices: What new approaches will be used to bring about your threat and how will the Red
Question Two Team enlist the help of the broader community?

1ZDQ[<jQ][ IN <jj<EXQ[O YIO<Es P<gGqg<gl j] DgQ[O <D]kj INNIE]

+ .0 $1. <EXE<hjQ[O Y YKI 01<Z ¥Ng]Z jPl dighdIEjQp!l IN 1«/¢ ]gEIh|
r<ZQI[Il jPI E1ZDQ[<jQ][ IN D]jP jPI rdIgQI[EIl -kIhjQ]l[h <h gqlYY <h jPl [<DYQ[O -klhjQ][he
rdY]gl gP<j [IIGh j] P<ddI[ j] GQhgkdjs ZQjQO<jl <[G glE]plg Ng]Z jPI jPgl<j Q[ jPI Nkjkgle

Gates:
7P<j <gl jPIl <jlh«
Qhj 1kj gP<j jPI YkI 0l<Z P<h E][jglY Iplg jl] GQhgkdjs ZQjQO<jI <[G
glE]lplg Ng]Z jJPI jPgl<je
A EjQplYs dkhP P<gGI[Q[O ]JN D<EX D][I glkjlgh IN 1/ Q[jlg[lj Q[Ng<

Zdg]lp!l glY<jQl[hPQdh <[G Q[N]gZ<jQ][ hP<gQ[O <Eglhh dgQp<jl <
AQ[]lg[lj Q[Ng<hjgkEjkgl Y dg]Z]jl NYIrQDQYjs <[G <OQYQjs j] gl<E

A zdglp! Z][QjlgQ[O IN G<gX qID <[G ]dI[ h]kgEIl glhI<gEP ]N jPIhl <
A
i3

Flags:

7P<j <gl jPlI Y<Oh«

Qhj 1kj qP<j jPI YKI 01<Z G]lh[°] P<p| Ellig plg j] GQhgkdje
I

1liglY ]
ZQjQO<jl <[G glE]plg Ng]z jPI jPgl j' Dkj jPQRh qOYY P<pl < hQO[QNQE<[]
<NNIEj ][ jPI Nkjkglh s]k P<pl Z]GIYIG+

AG<s vig] <jj<EXh ][ glkjlgh <[G ]jPlg XIs Q[jlg[lj Q[Ng<hjgkEjkgl If



AQ[Egl<hIG g<GQE<YQVIG Y][I qlYplh
A
A
A
'1QYIlhj][lhe

7P<j [11Gh j] P<ddI[ Q[ A si<g j] GQhgkdjs ZQjQO<jl <[G dgld<gl N]g
glE]lplgs Ng]Z jPI jPgl<j«

Aq]gXQ[O gQjP glkjlg Z<[kN<Ejkglgh j] DIljjlg k[Glghj<[G jPgl<jhe pk
AGIplY]d <[G 1ZdY]s < hshjlZ N]g jg<EXQ[O <[G QGI[jQNsQ[O QI[jlg]
Agk[ NI<hQDQYQjs jlhjh ][ <jj<EXQI[O Q[jlg[lj Q[Ng<hjgkEjkgl glkjlg|
A
£

7P<j [I11Gh j] P<ddI[ Q

[ Q[ E sl<g j] GQhgkdjs ZQjQO<jl <[G dgld<gl N]g
glE]plgs Ng]Z jPI jPgl<j«

1ZdY]s hj<[G<gGh N]g glkjlgh ][ Olplg[ZI[j P<gGqg<gl j] PIYd dkhP

NP > DD



OPgI<jE<hjQ[O 7]gXhPIlIj

01<Zs
rdIgQI[El 0QjYle

[NIg[<Y ]zZzDkhjQ][

hjQz<jlG <jle AAAC
| <i< +IQ[jh
. kZ<[ hlYNYdQg]jIEjQ][ hshjlZ ¥EY<hhQE<Y ph DIP<pQlg<Y!Z ql P<
1Y %A EsDIlg hshjlzh '<gl ][Ys GIhQOJ[IG ][I g<s
IY]j] %A Ogkl /I[jQ[I[] 1Q[Oh«
1Y1] %A IQEg]Y0<gOljQ[O
1Y1j %A "I1G DIjjlg Q[N] E<Zd<QO[h N]g GINI<jQ[O P<EXh <[G GINI[GQ[O |
IY]] %A ZIgOQ[O jIEP YQXI g]D]jhe A dgQ[jQ[O- $0
IY]] %C hsZZljgQE <Gplgh<gs <jj<EXQ[O h]Nj j<gOljh

/Y]] %E ¥ j°h jPI sl<g AAAA]

sDIghlIEkgQjs Qh <j jPI jPglhP]YG IN dg]N]k[G dhsEP]h]EQ<Y QZd

|+ .0 $" « 7P] Qh slkg +Igh][«

7P] Qh s]kg digh][ <[G qP<j Qh jPIQg Dg]<GIp EPZIK[Qj$kOY!| hIYN GgQpQ[O E<g dgJWIE] 0% <[G JIEP YI<Ge

7PIgl G] jPIs YQpl«<

7P<j Qh jPI jPgl<jc<

t<Y] Yj]e

OPI <Gplgh<gs qQhPIh j] E]Zdg]ZQhl jPI E][jg]Y E]GI <[G hshjlzh ]
<YY]gh E<gh j] Jdlg<jl <kjl[l1ZlkhYs ][ jPl PQOPqg<sh Q[ E]]1gGQ[<jQ
OPI dY<[ Qh j] Q[WIEj] Z<YQEQ]kh E]JGI Q[j] jJPI N<QYYh<NI hshjlzh
<Gplgh<gs°h QI[jI[j Qh j] E<khl Z<hh E<hk<YQjQlhe Q[Ng<hjgkEjkgl
<kjl]Z<jlG JIEP[]Y]OQlhe OPI dY<[ Qh j] 1plggQGI <h Z<[s pIPQEYIt
[<jQ][dQGI ][ PQOPg<sh <[G Q[hQGI jk[[IYhe

gQINYs GIhEgQDI P]g slkg digh][ IrdIgQI[Elh jPI jPgl<je
7P<j Qh Qj< 7P]1 IYhI Q[ jPI digh][°h YQNI Qh Q[p]Yp!IG<« 7P<j G]lh jPI .IG 01<Z g<][j j] <EPQIlplc< 7P<j Qh jPI .IG



s EglI<jQ[O jPQh E<j<hjg]dPles jPI <Gplgh<gs hlIXh j] GIhj<DQYQuVI
DY]g <O<Q[hj jPI 1/ P]ZIY<[Ges [ <GGQjQ][<Y O]<Y Qh j] E<khl <[
[<]Q]I<Y jgl<hkgs j] ql<XI[ jJPI 1/ IE]J[]ZQE<YYse OPI Ipl[j E]JkYG <°
glhd][GQ[O j] 1jPlg <OOglhhQpl DIP<pQ]g Ds [<jQ][ hj<jlh I1YhIqgPIc
JQZI <[G glh]kgEIlh Y]JE<YYse 0PI <Gplgh<gs gqQYY DI E]J[EIg[IG gC
< Z<hhQpl gl<j<YQ<jlgs glhd][hl Ds jPI 1/

7P<j Qh jPI IrdIgQI[EI gl g<[j jPI dlgh][ j] P<pl gqQjP jPI jPgl<j«

7P<j Qh jPI IrdIgQI[EI gl g<[j jPI1Z j] <p]QG«
IPZ]1 Qh <jjI[GQ[O jPI Q[jlg[<jQ][<Y <kj] hP]q Q[ I[Ip< ] dg]Z]jl jF
hlYN GgQpQ[O E<ge | O]Jlh j] GQI[lg <[G YI<plh PQh E]gd]g<jl Y<
KIQGI[JOQNQIG <Gplgh<gs O<Q[ <EEIlhh j] jPI P]jlY gllZ <[G E]Zdg]:
<EElIhh <[G E][jg]lY <Njlg PI gljkg[h j] jPI 1/«

|+ .0 078+ rdIgQI[EI -kIhjQ][h ¥Ng]Z jPI dighdIEjQpl IN jPI digh][+ IrdIgQI[EQ[O jPI jPgl<j!

-k1hjQ][h ¥dQEX jq];

+0PI pl[jz Y ]g qQYY slkg digh][ NQghj Pl<g <D]kj ]g IrdIgQI[EI jPI jPgl<j«<

7P<j Qh GQNNIgI[j <[G>]g jPI h<zl <h dglpQ]kh Ipl[jh ]1g Q[hj<[jQ<jQ][h IN jPI jPgl<j«

7PI[ jPI digh]] NQghj I[E]k[jlgh jPI jPgl<je qP<j qQYY jPlIs hll< 7P<j qQYY jPI hEI[I NIIY YQXI< 7P<j qQYY jPls
]la gQYY Q[N]gzZ<jQ][ DI GIYQplglG j] jPI dlgh][«< 7PIgl <[G P]g qQYY

jP1 dlgh][ E][[IE] <[G E]ZZk[QE<jl qQJP JjPlgh« ¥N<ZQVYse <QG <OI[EQIhe

NIGIg<Ye hj<jl <[G Y]E<Y <kjP]gQjQlhe dg]NIhhQ][<Y [Iljg]lgX]

7P<j qQVYY jPI dligh][ P<pl j] G] jl <EElhh dI]dYle higpQEIlhe jJIEP[]Y]Os <[G Q[N]gZ<jQ][ jPIs [IIG«

7P<j [lq E<d<DQYQjQIh I[<DYIl jPI dlgh][ <[G jPIQg Dgl<Glg E]ZZk[Qjs j] glE]lplg Ng]Z jPI jPgl<j«

7TPI[ jPI dlgh][ NQghj ITE]k[jlgh jPI jPgl<je qP<j gQVYY jPIs hllc< 7P<
-kIhjQI[ $[! gQYY jPIs []j hll ]g k[Glghj<[G K[jQY Y<jlgc«
6IPQEYIh qQYY DIOQ[ GgQpQ[O Igg<jQE<YYse Q[EgI<hQ[O hdIIG <
glhd][hQDYI N]lg jg<NNQE EI][jg]Y gQYY DI K[<DYI j] GIjlgZQ[l jPI E
Q[EQGI[j gl<EPIh E<j<hjg]dPQE dg]d]gjQ]J[he OPI <DQYQjs |N jPI :
jPgl<j qQYY DI <GplghlYs QZd<EjIG Ds <EEQGI[jh ]kjhQGI [N ZzQY
-kIhjQ][ 0q] 7TP<j [lqg E<d<DQYQjQIh I[<DYI jPI dlgh][ <[G jPIQg Dg]<Glg E]ZZk
"<jQI[qQGI P<Yj j] <YY <Kkjl[]1Z]lkh pIPQEYI ]dlg<jQ][h gQjP jPI IrEI
ZZ1GQ<jl E]GI glpQlg Ds <YY pIPQEYI| Z<[kN<Ejkglgh j] GIj_IgZ([g][\I{
* jJIEP

QIil[iQ1[<Y ]g <EEQGI[j<Y+s IplY]dZI[j IN [Iqg +N<QYYh<NI
NKjkgle

|+ .00. « [<DYQ[O -kIhjQ][h ¥ .IG 01<Z ¥Ng]Z jPI dighdIEjQpl JN jPI d<gjs+ DgQ[OQ[O <D]kj jPI jPgl<j!

-kIhjQ][h ¥dQEX jq],



<ggQlgh <[ ]<GDY]EXh- 7TP<j <gl jPl IrQhjQ[O D<ggQlgh ¥Y]JE<Ye.
Olplg[ZI[j<Yes d]YQJQE<Ye GINI[hle EkYjkg<Ye IJE| jP<j [IIG j] DI 1plgE]ZI
il DgQ[O <D]kj jPIl jPgl<j< ]q G] jPlhl D<ggQlgh <[G g]<GDY]EXh GQNNIg
OlI]Og<dPQE<YYsc«

"lqg +g<EjQElhe 7P<j [Iq <ddg]<EPIh qQYY DI kh1G j] DgQ[O <D]kj s]kg jPgl<j <[G P]g qQYY jPIl .1G 01<Z I[YQhj
khQ[Ilhh !]GIYhe 7P<j [Iq DkhQ[lIhh Z]GIYh <[G dg<EjQEIh qQYY DI Q[ dY<EI j] I[<DYI jPI jPgl<j¢

Ih1<gEP +QdIYQ[l* 7P<j JIEP[]Y]Os Qh <p<QY<DY!| j]G<s jP<j E<[ DI kh1G j] GlplY]d jPI jPgl<j< 7P<j Nkjkgl jIE
ElhshjlZz /kdd]gjs 7P<j hkdd]gj Qh [IIGIG<« 7P<j Q[Gkhjgs>O]plg[ZI[j>ZQYQj<gs>Y]E<Y d<gj[lgh Zkhj jPI .IG 01<2

0g<Q[Q[O <[G $kjgl<EPe 7P<j jg<Q[Q[O Qh [IElhh<gs j] I[<DYI jPI jPgl<j«
]9 qQYY jPI .IG 01<Z IGkE<jl ]JjPIgh <D]kj jPI d]lhhQDYI INNIEjh IN jPI
jPgl<j« [G P]g j] DgQ[O <D]Jkj jPI jPgl<j«

<ggQlgh <[G .]<GDY]EXh- 7P<j <gl jP1 ITQhjQ[O D<ggQlgh ¥Y]E<Y
EkYjkg<Ys IJE! j j [11G j] DI IplgE]ZI j] DgQ[O <D]kj jPI jPgl<j< ]c
-kIhjQ][ $II g]<GDY]EXh GQNNIg O1]Og<dPQE<YYsc«
+PshQE<Y <EEIlhh j] jPI j<gOlj Y<dj]de .1Z]jl <EEIhh J[EI 1gZh][ gl
gQjPQI[ 110YI°h [ljglgXe +gQpQYIOI IhE<Y<jQ][ <[G <EEIlhh j] glYI
<kj][1Z]lkh pIPQEYI hshjlZzh <[G E]GI GIhQO[s A <EEIlhh j] jg<NNQ
<kj][1Z]1kh pIPQEYlhs

E]l]hshjlz /kdd]gje 7P<j hkdd]gj Qh [IIGIG« 7P<j Q[Gkhjgs>O]plg[ZI]
-k1hjQ]I 0q] Zkhj jPl .IG 0I<Z jl<Z kd qQjP«
<Y kdd]gj° OkQG<[EIls <[G JIEP[]Y]Os- [ilY jl] <hhQhj QJ ]
E<[ DI dg]pQGIG Ds dgQp<jl hlEj]Jg E]Zd<[Qlh <[G>]g Olplg[ZI[j <O
-khhQ<[+ "]gjP Jgl<;

+ .0 $1. <EXE<hjQ[O Y YkI 01<Z ¥Ng]Z jPI dighdIEjQpl N 1«/« ]gElh!

r<ZQl jP1I E1ZDQI[<jQ][ IN DI]jP jPI rdIgQI[EI -kIhjQ][h <h gqlYY <h jPI [<DYQ[O -klhjQ][he
rdY]gl qP<j [I1Gh j] P<ddI[ j] GQhgkdje ZQjQO<jl <[G glE]plg Ng]Z jPI jPgl<j Q[ jPI Nkjkgl-

<jlhe
7P<j <gl jPIl <jlh«
Qhj ]1kj qP<j jPl Ykl 01<Z P<h E][jglY ]plg j] GQhgkdjs ZQjQO<jl <[G
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