The global adoption of powerful network technologies is creating effects on human
cognition which are continuing to challenge, if not erode entirely, the ways in which
democratic societies govern and defend their people. In an increasingly connected world,
individuals now have the power to instantaneously broadcast images and perspectives of
world events in a manner that has traditionally been reserved for trusted media sources.
The erosion of the gatekeeper’s authority has enabled diverse perspectives to flourish,
but also comes with a cost. This fact has created a situation in which the value of
information is based on its ability to go viral as opposed to its truth and accuracy.
Modern technology has created a world in which information scarcity is being replaced by
information overload. It is a world where narratives are being created to manipulate human
emotion, bias, and the social construction of truth in ways that are creating a post-truth
era. How does the military engage in an era where information can be both true and false
simultaneously, dependent upon the audience’s perspective?
As more of the world’s population embraces these powerful technologies, the more our
adversaries adopt nefarious methods to exploit these vulnerabilities in the homeland and
within our area of operations abroad. Adversaries of our great democratic nation can now
simultaneously shape the narrative domestically and internationally during strategically
important military operations. Nowhere have the effects of networked technologies been
more demonstrated, time and again, than in the conflicts that have occurred thus far
in the 21st century. Globally connected information technologies enable our strategic
competitors to achieve their aims and objectives in domains that are short of armed
conflict.
The intent of this graphic novel is to influence the thinking of U.S. leaders developing
future policies, processes, and systems that will enable us to disrupt, mitigate, recover,
and defeat any nefarious uses of technology by competitors and adversaries alike, in
future information-age conflicts. The U.S. military exists in an era of great transition. We
are pivoting from missions focused on combating terrorism and reorganizing to conduct
large-scale combat operations in an era of great power competition. Currently, we find
ourselves applying industrial-age organizations, strategies, and even technologies
to information-age problem sets. We need new tools to help the Army develop novel
frameworks of thinking about the fight we will face in the future. As a result, the Army
Cyber Institute’s information warfare team, in collaboration with Arizona State University,
spent a year applying strategic foresight methodologies that developed the science fiction
prototypes illustrated in this graphic novel. The Army Cyber Institute at West Point’s
mission is to influence the U.S. Army’s vision for the future and to develop military leaders
of character that will confront these futures.

- Lieutenant Colonel Robert Ross, Ph.D.
Chief Research Scientist
Information Warfare Team Lead
Army Cyber Institute

Disclaimer: The views expressed in this book are those of the authors and do not reflect the
official position of the U.S. Government, the Department of Defense, the Department of the
Army, or the United States Military Academy. This book is a work of fiction. Names, characters,
places, and incidents are the product of the author’s imagination or are used fictitiously. Any
resemblance to actual events, locales, or persons, living or dead, is coincidental.

Army Cyber Institute at West Point, 2020
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Science Fiction Prototypes are science fiction stories based on future trends,
technologies, economics, and cultural change. The story you are about to read
is based on threatcasting research from the Army Cyber Institute at West Point
and Arizona State University’s Threatcasting Lab. The story does not shy away
from a dystopian vision of tomorrow. Exploring these threats inspires us to build
a better, stronger, and more secure future for our Armed Forces.
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INTRODUCTION:
PUSHING THE CREATIVE ENVELOPE FOR AN OPERATIONAL EDGE
Peter W. Singer and August Cole, Authors of Ghost Fleet: A Novel of the Next World War

Drones fill the sky over a shattered city.

is no easy thing, not just in taking the plunge into such an
unorthodox approach, but executing the work required to

Refugees navigate their way through a violent conflict zone.

pull it off. The number of collaborators needed to produce
a compelling graphic novel, also called a Science Fiction

Gowned and masked doctors combat a fast-moving viral

Prototype, can easily run into the dozens, ranging from writers

outbreak.

and subject matter experts to illustrators and colorists. Yet it is
the harnessing of such diverse skills that produces can’t-put-

From the first panels of Invisible Force, it’s clear that this is

this-down storytelling and conveys the organized creativity

no ordinary comic. But this graphic novel is a glimpse not

that is also needed to win in the operating environment. As

only into the future of war — but of the future of professional

an example of collaborative innovation, there is none better,

military education: engaging, visceral, and easily accessible.

for the very reason that there is nowhere to hide in a graphic

To be sure, the study of Clausewitz and the Battle of Bull Run

novel. The prior volume, Dark Hammer, demonstrated that

aren’t going anywhere. But we are at a moment of incredible

an exquisitely executed graphic novel with myriad characters

change, not just in the world around us, but in the tools we

can provide an unflinching look at tomorrow’s high-intensity

use to understand it. New forms of communication and

wars, particularly as the American military grapples with its

education, including the comics considered by many as only

dependence on technology. Invisible Force continues with

for entertainment, are emerging as a critical tool among U.S.

a nuanced tale of vulnerability, and the way that individual

and allied militaries for exploring what the future operating

soldiers will need to be able to think, act, and operate in

environment really holds.

unconventional ways to accomplish missions that seem
insurmountable if approached in a conventional manner. But

The Army Cyber Institute at West Point is among the leaders

it does so in a manner that dazzles the eye, while pulling at

of this movement with its series of graphic novels. This

emotions.
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Breaking with convention is at the core of the larger “FICINT”

are now well established in the Institute’s catalog. So, too,

concept — the fusion of fictional narratives and intelligence

did the Marine Corps Warfighting Lab turn to science fiction

— that is another tool to use alongside signals or human

stories and graphic novel illustrations to showcase their more

intelligence sources. FICINT is not about pure creativity,

traditional futures forecast, and ended up having more Marine

however. It is the method of creating and curating “useful

readers than any of their official strategy documents, illustrating

fiction” grounded in real-world research that would be familiar

another value of FICINT — a wider reach. From a ground-

to a political scientist or technologist. The growing acceptance

up innovation point of view, the crowdsourced Destination

of this approach is a recent phenomenon that runs alongside

Unknown graphic novels produced by a team of creatives

the march of innovation around the world in technologies that

and Marines affiliated with the Marine Corps University

range from the purely military, such as hypersonic missiles,

Brute Krulak Center for Innovation and Creativity attest to

“

Invisible Force is
ultimately a story about
the power of ideas and
their simultaneous
strategic influence on
both small groups of
people on up to entire
populations.

a groundswell of narrative innovation. At the Air Force’s Air
University, its elite Blue Horizons fellows now get schooled
up on science fiction narratives each year, including how to
read graphic novels for professional development. Allies such
as Australia prominently feature science fiction at their main
defense college, both in terms of reading and conferences.
“Reading science fiction provides variety in honing the intellect
of a military officer,” writes General Mick Ryan, commander
of the Australian Defence College, who also edited a project
of real-world lessons on military strategy derived from Star
Wars. While in Europe, NATO Allied Command Transformation
and the British and Norwegian armies have also used FICINT
stories and illustrations to place readers right in the middle of
the technologically complex and politically chaotic conflicts of
the 2030s and 2040s.

to ones that began as civilian, like AI-driven social media
algorithms, but now have immense military relevance. The

When weighing the 21st century’s thorny national security

old foresight and analytical methodologies are insufficient to

problems, this new tool may be most suited for the thorniest:

fully capture or forecast the democratization of technology,

LikeWar. Just as a generation back, threat actors began to

but also struggle to identify the emergence of new actors and

hack computer networks in what became known as cyberwar,

adversaries whose methods and objectives look nothing like

so, too, are they now hacking social networks, driving ideas

past foes.

viral with real-world effect on everything from elections to
terrorism. This new facet of online war has literally cost lives,

This FICINT approach is catching on around the world, literally,

from being ably used by ISIS in its rise, to fueling so much

as a form of professional military education (PME) that is as

misinformation and irresponsible public health behavior during

much about mind-opening thought experiments as revealing

the coronavirus pandemic that the phenomenon was called

hidden truths that current doctrine and assumptions might

an “infodemic.” Given how adversaries are fusing information,

gloss over. Every single U.S. military service has joined in. At

narrative, influence, visuals, and psychology in this effort, it

West Point, the Modern War Institute has published fiction

is apt that we turn to a medium that facilitates that fusion to

and has bestselling science fiction and graphic novel writers

better understand it.

like Max Brooks as fellows. The U.S. Naval Institute’s storied
Proceedings magazine may date back to 1874, but it now

Lessons Learned from Invisible Force

publishes futuristic science fiction and graphic novels that

Invisible Force is ultimately a story about the power of ideas

Introduction
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and their simultaneous strategic influence on both small

collective realities — but not completely. As an example,

groups of people on up to entire populations. As the story

the real downing of an Atropian airliner created a verifiable

asks, “As conflict slips between the digital, cognitive and

national moment of shock and loss, a tragedy caused by

physical domains, we are left to question what is an act of

Donovian hackers intent on sowing distrust and chaos within

war?”

their adversary’s society. At the same time, deep fake-like
videos spread throughout Atropia showed bombings in its

We certainly will not completely “plot spoil” (a difference

capital and kidnappings of school children in its eastern

between a memo and a narrative is that you keep the reader

region. In future contests of narratives, adversaries will aim to

hooked to the end versus putting the BLUF in the executive

exploit small rifts between the synthetic and the real to create

summary, which usually ends up being the only part anybody

on-demand levels of doubt.

reads). What determines the course of the multiple conflicts

in the story is not a contest of brute force. It is the moment-

Broken Faith

by-moment untethering to a collective truth. When a story like

Manufactured doubt is a recurring theme in the story. It reflects

Invisible Force takes readers from refugee camps in Atropia

a deteriorating confidence in institutions that a generation

rocked by violent unrest to Donovian command centers to the

ago would have been cornerstones of order; the parts of

call-in lines and chat rooms of the populism-dispensing Drip

our society that engender trust and cooperation, and hold

Feed, it underscores the localized strategic disorder that Army

back coercion and, ultimately, chaos. Refugees believing

leaders will have to navigate at every level of command in the

vaccines are harming their children is fertile ground for

real future operating environment. From such a cauldron of

targeted Donovian disinformation campaigns, while a populist

complexity, we can draw forth distinct lessons from Invisible

American talk-show, Drip Feed, is the perfect medium to

Force that are relevant and actionable today when it comes

seed doubt about the effectiveness of the U.S. government,

to shaping everything from tactics to doctrine:

but doing so for ratings and profit with little regard for the
institutional and societal damage it is causing.

Exploitable Realities
An individual’s ability to differentiate between what is real

Algorithmic Awfulness

and artificial is being fuzzed by the algorithmic shaping of

The worst of human behavior seems to be algorithmically
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amplified time and time again throughout the story by

Intelligence: Know not just the enemies strengths and

adversaries. This is a Donovian strategy that is audacious and

weaknesses, but also your own, as adversary AI algorithms

global. It is interesting to compare the low barrier to entry of its

are already preparing to exploit them.

tactics, such as deep fakes of a U.S. soldier taken hostage,
to its strategic effects, inducing U.S. legislator’s failure to pass

Technology: The algorithms of software are more important

technical surveillance legislation.

than the physics of hardware, particularly when digital effects
impact the real world.

Software Dominance
The central and decisive technologies in the story are not
the hulking physical systems of old, be they a tank or an
aircraft carrier. Rather, they are the unseen zeros and ones
of software in action. That they are computer code does not
mean they can’t have physical effect, however. Machinelearning AI, social network platforms, and hacking tools shape
nearly every development throughout Invisible Force, which is
a fitting title. These are the central tools for creating conflict,
and, of course, for preventing or stemming it.

“

Intelligence: Know not
just the enemies strengths
and weaknesses, but also
your own, as adversary AI
algorithms are already
preparing to exploit them.

Wonder Weapons
While Invisible Force is an information warfare-focused story,
the narrative nonetheless underscores how little hard power

Doctrine: When tactical/strategic surprise is moving at

an adversary like the Donovians might need to wield to shape

machine speed, doctrine must be flexible, adaptive, and,

global events — and how too many of the once trustworthy

most of all, creative.

and dominant conventional weapons systems may not
be suited to such a future. Notably absent are many of the

Operations: Expect that things will go wrong — really wrong

Army’s current investment priorities, such as hypersonic strike

— as machine learning will exploit all errors exponentially.

capabilities or futuristic combat vehicles. While those may
one day exist in a larger toolbox, the decisive elements for

Leadership: Leadership will be as much about delegation

this story are pairings of unencumbered soldier initiative and

as direction, trusting even more highly empowered Army

AI-like software.

servicemembers with not just tactical decisions, but decisions
of strategic effect.

What Does This Mean for the U.S. Army?
There are many lessons that this project holds for the U.S.

Seeing the Future

Army, but seven new “pillars of wisdom” seem to emerge from

After reading the pages that follow, Invisible Force will leave

the world of Invisible Force.

you with fresh perspectives on the future of warfare, and
especially its information elements. You will be able to not just

Education: It is a new world and new ways of thinking, and

step into a future conflict, but view it from the perspective

sharing, are needed.

of U.S. Army soldiers, their allies — and their adversaries.
Perhaps more importantly, after exploring this potential future

Training: Blurring lines between reality and truth requires the

through the novel means of a graphic novel, you will also

new skills of both digital literacy and the ability to exercise the

be considering new questions about not just the ‘what’ of

imagination, faster than ever.

tomorrow, but also ‘how’ to best prepare for it.
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2030. Large swaths of the world are destabilized. Famine is rampant due
to the aftermath of the long legacy of failed globalization. Citizens from
poorer countries are migrating to escape famine, war, climate change,
and lack of opportunity created by failed states. Wealthier countries,
worried about resource scarcity, close themselves off to the refugees.
Amid all of this, quantum computing has been achieved, resulting
in infinitely faster processing of more information than ever before.
Quantum technology and a fracturing of the global alliances enable global
elite to exercise control over information - resulting in a segmented
Internet. Nations are now ruled by technocratic elites, some who remain
committed to individual liberty and privacy, and others who extract data
as a raw material from the lives of individuals, with no restrictions on
its use other than profit.
The Iron Firewall has descended between those who have adopted
China’s closed 5G technology and those who haven’t, splitting the world
into a new digital Cold War. Countries like China and Donovia use this
technology to exert social control – keeping the peace within their own
borders behind the Iron Firewall while stirring up trouble beyond.
By 2030, the nature of information war has changed. Combined with
new, ubiquitous technology and levels of individual customization from
data extraction, people don’t even realize they’re being manipulated.

10
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14 1015Z MAY 30
AY 2030. African refugees flee a devastating six-year drought...

...and the tribal wars that came along with it.

THE Refugees flood Atropia’s southern border
in hopes of moving into Europe...

Atropia is stretched to its limit...

Invisible Force
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22 0915Z JUN 30
Held at the border,
poor conditions in the
REFUGEE camps breed
animosity and discontent.

when the camps become a
hotspot of a mutated
strain of a virus, Atropia
asks its allies for help.

U.N. forces arrive in late June. American and French troops aid in
border security and support medical teams treating the outbreak.

For a brief time the situation stabilizes.
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30 1401Z JUN 30
Monitoring the situation, nearby Donovia sees an opportunity.
They can destabilize the region and undermine the U.N.’s role on
the global stage - giving them more freedom to operate.

Donovia prepares to launch a
series of calculated offensives.

Inside Atropia, Donovian sympathetic separatists mobilize.

The first attacks target
civilians and public opinion.

Invisible Force
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01 0615Z JUL 30

disinformation targets local groups
inside Atropia to stoke existing tensions.

News spreads fast. U.N. Security troops raid a
suspected weapons cache in a thousand-yearold Atropian shrine. Reports focus on American
and French Troops... but they are all false.

look what
they’re doing to
our temples!
I can’t watch!

We cannot
allow this
wickedness to
continue!
But No one
else will do
anything.

We must
organize
vengeance!
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Other campaigns fan the embers of fear, targeting young mothers and
Putting suspicion on the medical workers trying to contain the virus.

No. no.
you can’t go to
the clinic. look at
what they are
doing!

Let me
Pass!

Reports show medical teams forcibly vaccinating
babies, but The people say that the vaccine is ebola.
That isn’t
real.

Even though it is a lie and illogical, it is
still effective because people believe.

Yes it is!

That is Sarah’s
son, Jacob. Are you
willing to risk your
daughter’s life?

If we don’t
vaccinate, they
won’t let us cross
the border!

They won’t
let you in
anyway.

Invisible Force
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Microtargeting as Information War
Major Jessica I. Dawson, Ph.D., Assistant Professor, Army Cyber Institute
As early as 2011, the Defense Advanced Research Projects Agency (DARPA) was researching social
media information sharing patterns along with social media psychological profiling.1 Information
warfare campaigns develop “insights on how best to persuade the target to change its behavior to
one that is more favorable to U.S. interests. The results of [target analysis] provide the foundation
for the remaining phases of the process, which in turn allows for the achievement of the objectives
expressed in the supporting program(s). Analysis does not stop but continues throughout the entire
operation, updating information as information is learned, the environment changes, and new [targets]
are required or selected”.2 Consumer patterns help reveal additional insights about a population. By
framing messaging according to “psychometric profiles,” behavior modification can be achieved more
reliably. “Persuasive appeals that were matched to people’s extraversion or openness to experience
level resulted in up to 40% more clicks and up to 50% more purchases than their mismatching or
unpersonalized counterparts”.3
The main difference between political microtargeting and military information operations is who is doing
the targeting and who is the target. Substantively, the methods of analysis, information gathering, and
actions used to influence behavior are all the same. The fact that one is used on perceived enemies
whereas another is used to influence elections is a distinction without difference – meaningless. The
goal of advertising and information warfare is the same: to influence behavior change in support of
someone else’s goals.
Awareness about political campaigns using social media to target potential voters has been growing
since the Obama campaign first used targeted advertising to sweep into victory after the 2008
campaign.4 Then came Brexit, followed quickly by the Trump victory, both of which caught the
political class by surprise.5 But neither of these campaigns should have caught anyone by surprise
– they were merely making use of the most effective advertising platform ever created – enabled
by the emergence of surveillance capitalism.6 This new advertising capability is based not on old
mass marketing techniques, but rather embedded in cultural messages7 and targeted toward each
individual with increasing accuracy.8 The predictive power of surveillance capitalism is not only being
exploited for advertising success, but increasingly harnessed for mass population control9 in the form
of information warfare, enabled by massive amounts of individually identifiable, commercially available
data.
The surveillance economy information has created “a devastating weapon of mass destruction”.10
The information extracted by the surveillance economy has granted anyone with the means to access
these systems “direct access to the minds and lives of guards, clerks, girlfriends…a detailed trail of
personal information that would previously have taken months of careful observation to gather”.11
Individual cell phone users can be tracked using location-based information updated in real time.12
Social media reveals what people attached themselves to and data-aggregated microtargeting has
allowed it to be weaponized.13 The sheer magnitude of information available on individuals at scale
and commercially available make it critically important that researchers understand “which behaviors
of large groups of people can be influenced through the application of psychological mass persuasion
– both in their interest and against their best interest”.14
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The new surveillance capitalism has enabled massive information warfare campaigns that can be
targeted directly at target populations at scale. Several factors have developed within the surveillance
economy which, combined, create significant concern regarding the vulnerability of populations: “the
rise of big data, the shift away from demographic targeting to individualized targeting, the opacity and
power of computational modeling, the use of persuasive behavioral science, digital media enabling
dynamic real-time experimentation, and the growth of new power brokers who own the data or social
media environments”.15
The lack of government oversight or meaningful regulation on the use of commercially available data
should be significantly concerning. Recently, undergrads at Harvard were able to combine information
available on the dark web with a purchased Experian database to identify nearly 1,000 high net worth
individuals in Washington, D.C.. “They were able to identify 1,000 people who have high net worth,
are married, have children, and also have a username or password on a cheating website. Another
query pulled up a list of senior-level politicians, revealing the credit scores, phone numbers, and
addresses of three U.S. senators, three U.S. representatives, the mayor of Washington, D.C., and a
Cabinet member”.16

“The ability to target the trending message
toward people more likely to be receptive to it
reduces national security and further erodes
already weakened trust in institutions.”
This is not limited to college research. The United States Senate released a bipartisan, unclassified
report detailing how Russian operatives targeted American election infrastructure during the 2016
election.17 Additionally, Russian active measures used social media to exacerbate existing cultural
tensions within the United States.18 Not everyone was caught unaware: black feminists online realized
some accounts were masquerading as black activists and quickly began working together to identify
misinformation attempts with the hashtag #yourslipisshowing 19.
New technology has always led to massive cultural change and upheaval: the printing press freed the
Bible from the grip of the Catholic Church, and was instrumental in the Protestant Reformation. Radio
and news media were instrumental in the mass propaganda techniques which aided and countered
the Nazi propaganda machine.20 Fake news spreads faster than accurate news,21 breaking down
trust in institutions22 that was already eroding over the last 40 years of growing economic inequality.23
In today’s media environment, however, “if you make it trend, you make it true”.24 The ability to target
the trending message toward people more likely to be receptive to it reduces national security and
further erodes already weakened trust in institutions.

KEYWORDS:
Information warfare,
microtargeting, big data, social media,
surveillance capitalism
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02 0805Z JUL 30

ound for the atropian Southern base…

We know what
you are doing!
Justice!

Protect
our heritage!
All Americans
must leave!

Chief warrant officer 3 Jo Augustine has seen
information warfare attacks like this before.

Months earlier, Donovia targeted an
election in Asia, but her team minimized
the effects. It was a small win in a big
fight - the conflict behind the conflict.

Thanks for
the lift.

now, Augustine is joining a small forward deployed information Team
that is monitoring digital traffic at the edge of the Iron Firewall.
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The team’s responsibility is to catch early
glimpses of Donovian influence and operations.

MAJor Baker?

Chief Augustine.
Welcome to the
zoo, Chief. We are
a small team, but
we’re mighty.

Isn’t that
right, SergeanT
Grant?

That’s SGT
Grant, And over
there is Sgt Kim.

Yes Sir!

Welcome,
Chief.

Invisible Force
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02 1045Z JUL 30
Our French liaison
Adele, is out with
Faruq, our translator,

briefing the local
police chief.

Everyone, this
is Chief Augustine.
She has quite the
reputation.

Well, sir, I
don’t know if
I’d say...

Your old
COmmanding officer,
MAJ Duncan was a
classmate of mine at
West Point.
West Point
buddies, huh?
Well, I can easily
explain…

Yeah, Dunk told me
all about you when he
saw you were headed
our way.

Hey SGT Grant,
Chief Augustine
here was the one who
cracked the election
work out east.

No way! That
was impressive
how you traced it
back to them.

She’s A
mathematician AND
a computer scientist.
We’re lucky to
have her.

20
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Yes sir.
That’s
great.

02 1048Z JUL 30
Dunk also told me
that you were...well,
let’s just say you have
strong opinions.
and you
aren’t good at
keeping them to
yourself.
He just didn’t
like that I was the
one who spotted the
donovian signatures
before him.

That’s OK,
chief. We like
strong opinions
in this TOC.

yes sir!

yes sir!

It’s the knowing
when to voice them
and when to keep
them to yourself.

Am I clear,
chief?

I think
we’re going
to get along
just fine.

Great.
Now, SGT Grant, why
don’t you give chief
here a little tour of
our humble TOC.
I need to
brief the boss on
the latest Donovian
shenanigans.

Invisible Force
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Thanks.
But you’ve got
bigger trouble
here.

Welcome
aboard, chief.
That was some ace
bloodhound work
over in Asia.

On my way in, I
spent some time
looking at your
networks…
Did you see your
refrigeration vans

were hacked?

What?! We’ve
been working on
this, but none of
it’s real...

they show us destroying
religious sites...and Donovia has
been targeting refugee mothers
with this story about us forcibly
vaccinating their babies with
ebola. It’s whack!

What did
you see with
the refer
vans?

Check the
logs on the
vans.

And you know it
doesn’t matter if it’s
whack, right? If the
mothers believe it,
the Donovians win.
Truth is a
matter of
perspective.

We know that
donovia has spread all
this disinformation, but
we’re stuck...
Especially
because the
Atropians are using
the proprietary
donovian network.

we can’t do
anything!
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Who says we
can’t? There’s
always a signature.
There’s a lot we
can do.
It’s all about
the fight behind
the fight.

Gleeson
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Reboot
Renny Gleeson, Managing Director, Wieden + Kennedy, Big Innovation Group
The new rules of conflict are being written around us by adversaries foreign and domestic; they are
deploying tomorrow’s weapons today, and they are winning. These new weapons systems, built
from software and stories, circumvent traditional defenses and outdated processes and risk making
decades of multi-trillion-dollar defense investments look like bad bets on the fighting equivalent of
a twenty-first-century Maginot Line. A tech investor famously said, “software is eating the world.”
Our new reality is knee-deep in what’s coming out the other end. Invisible Force illustrates that the
operating system of war has gotten an upgrade, and the risks of not keeping our software up to date.
To fight and win next-gen engagement requires a full-system, full-spectrum reboot that considers
how stories and software have disrupted the rules of engagement. From the hypothetical scenarios
illustrated in Invisible Force to the practical applications of Next Generation Warfare principles in
the Russian Federation’s 2014 absorption of Crimea, where a story/software action practically set
a new land speed record for territorial annexation, we must reimagine the threat arena. The new
normal is likely to be relentless story wars interspersed with focused kinetic flare-ups; declared and
undeclared wars against enemies foreign and domestic, fought with hybrid proxies, algorithms,
synthetic media and adversarial narratives that exploit military/legal/cultural grey areas. How we rise
to this challenge - or fail - will determine who writes the American story: adversaries or ourselves.
Any reboot should include consideration of two components: Codespace, the new theater of
operations; and Storyweapons, the adversarial narratives that hijack decision spaces; as well as
the new attack plain these concepts enable.
Codespace is the software-mediated reality we live now. Take a supermarket: software powers the
POS system, credit card transactions, promotions, inventory management, employee scheduling,
the HVAC, and opens the door to let you in and out. A supermarket without software isn’t a
supermarket in any real sense – it’s a shed full of food going bad. Your mobile phone is a codespace
interface where your interactions create raw behavioral data for predictive algorithms in a perpetual
feedback loop of attention monetization. Today’s “phones” aren’t phones without software, they’re
paperweights. Codespace learns and evolves to enable seamless services and experiences;
weaponized, it exploits our vulnerabilities and weaknesses to sabotage decision-making in service to
adversarial objectives. Software used to live under glass, accessed through screens and interfaces;
now the world is saturated with it. Life is increasingly lived through sequences of outcome-optimized,
non-neutral, warning-label-free codespaces. Society has accepted the “terms and conditions”, and
there’s no going back.
Codespace can be reconfigured to manipulate the reality experienced within it — the reality from
which we create meaning and on which we base mission-critical decisions. Neuroscience has shown
human perception lags reality by 80 milliseconds; next-generation mobile tech, “5G”, promises sub
1 millisecond latency. Mobile augmented and virtual reality (AR/VR) tools use cameras to track eye
movement and eye movement, (along with capillary dilation in the retina also captured by these
cameras) reveal pre-cognitive reactions to sensory input the same way faces reveal subconscious
“tells”. Net, next-gen codespace will know how you feel before you do, reconfiguring in response
faster than humans are equipped to perceive. If you’ve ever been on a date, you know humans
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recalibrate interactions in real-time in response to emotional states; now our environments will, too.
We’ve learned to be suspicious of mis- and disinformation online, but as everything goes “online”,
reality will be dynamically rewritten around us by algorithms that know us better than we know
ourselves. And when environments attack, it’s tough to shoot back.
Storyweapons are a new class of unregulated weapons systems, adversarial narratives deployed
across networked codespace to hijack decision-making. They influence and actuate by hacking
deep-brainstem, pre-logic cognitive systems of emotion, feeling and identity. They exploit networked
connection, data, and deep stories — stories beyond truth, facts and rationality; stories that not
only shape our world view but actively filter sensory input in service to it. Adversarial manipulation
requires finding a story that resonates with a target’s deep story to motivate action (or inaction) in
service to a strategic objective. That story doesn’t have to be true, it just has to be “true enough” to
resonate with the target. In Invisible Force, adversaries instigate a kinetic response by U.S. forces
and capture it on video to create a storyweapon that channels locals’ cultural deep stories of honor
and fairness to galvanize anti-American action.

“As everything goes “online”, reality will be
dynamically rewritten around us by algorithms
that know us better than we know ourselves.”
Current storyweapons mutate, iterate, and proliferate as fast as they can be field-deployed by humans,
cyborgs, sock puppets and bots; they can be lo-fi or AI; they can take the form of “synthetic media”,
in deep/shallow/cheap/dumbfake ‘flavors’ categorized by the level of generative sophistication; they
can leverage augmented audio or video content or computationally-generated alternate realities, in
any media form. They can be custom-made and precision-targeted to individuals with messages
optimized for actuation that maximize emotional impact and vanish after consumption; they can be
deployed against entire populations, trained on hacked personal and behavioral data, and iteratively
refined with brute force compute power. And that’s what’s available now, to anyone with a credit
card.
Future storyweapons will be another thing entirely. While Lethal Autonomous Weapons Systems
provide a physical world target as a function of the reality of how their kinetic systems are
architected, Autonomous Storyweapons will be Deep Learning/AI/Generative Design hybrids given
core objectives to execute over extended timeframes. Set loose in the wild with the freedom to
iterate solutions against operational parameters, they will be codespace ghosts, a true “Invisible
Force”, operating below perception to manipulate decision-making and actuate targets via
converged hardware, software, and experiences. They will mutate, fork, and replicate to subvert
defenses and avoid identification or attribution; individual instances will be able to spin off semiautonomous subroutines that create software families and swarms that can coalesce as needed;
they’ll tap consumer behavioral data sets to independently develop susceptible audience segments
and computational authoring systems to deliver each of them 1:1 deep-story-resonant content;
furthermore, they’ll have access to resources that allow them to engage human proxies, self-finance
real-world actions and purchase media amplification to lend credibility and authenticity to story lines.
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You can’t fight off a storyweapon with bullets, and if the intended targets are told stories they want to
believe, the truth won’t work, either. The only way you beat a storyweapon is with a better story – so
how and where will we bring ours to life?
“Front Lines” are a “fight-the-last-war” concept: the new attack plain is global. It’s estimated that
~4.6B people and between 18-26+ billion devices will be connected to the Internet by 2020. Anything
that’s connected has the potential to be compromised; anything — and anyone — connected to a
strategic objective is an attack vector. We are the new frontline. Every mind and every wifi-connected
coffeemachine. And from now on, when you go to war, your family may come with you: Invisible
Force illustrates a situation where an adversary intent on disrupting a unit’s mission interferes with
a soldier’s mortgage payments back home. In networked codespace, we will fight adversaries with
access to criminally hacked or commercially purchased data who has built detailed profiles —
including mobile telephone numbers and email — for every U.S. serviceperson and family member.
Those adversaries need only twenty minutes of voice audio to train up software in anyone’s tone
and cadence to create synthetic audio indistinguishable from actual speech; commercially available
customer service Interactive Voice Recognition (IVR) software recognizes emotional states and

“How we rise to this challenge - or fail - will
determine who writes the American story:
adversaries or ourselves.”
recalibrates interaction in response. Put that all together, and the reality for any forward-deployed
troop, anywhere in the world, the next time your lonely child’s mobile phone vibrates bedside with a
call from you, when your sleepy kid picks up, late at night and alone, it may be a storyweapon on the
line – an adversarial AI that speaks to your kid, in your voice. What will it say?
Storyweapons and codespace change the nature of conflict — not in some safely distant future, but
right now. The front line is everywhere, in everything and every mind connected to an adversary’s
objectives. Armor can’t stop storyweapons, bullets won’t kill them, and the truth won’t matter to
people who want to believe the storyweapons custom-built to sabotage them. Soldiers fight battles,
but stories win wars. This is a “burn the boats” moment: it’s on us to develop a 21st century fighting
force ready to kick ass across codespace, to reboot the software and systems critical to the defense
of our people, our country, and our shared story of America.

KEYWORDS:
Storyweapons,
codespace, next generation warfare,
deep learning, AI, generative design
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eanwhile back at home… Unregulated, viral marketing, media feeds aggregate the news from
Atropia. Knowing that outrage and anger drive up their revenue, Artificial intelligence chat bots
egg on the public with no specific political agenda. Their only agenda is increased profits —
making it the perfect environment to spread, mutate, and tailor Donovian misinformation.

welcome to DRiP•Feed!
I’m your host and chiefCleverbot, Tad Lumley.

So, tonight’s topic is...Why
the holy heck are we still
involved with the U.N.?

have you seen the reports
coming out of Atropia?
They don’t want us there! I
wanna hear what you think!

We’ve got our first agitator!
lay it out for us, Cheryl!

Next, we have
Matt. Yo,
what’s your
bropinion?

THat’s mind boggling there,
Matty boy — some real
rational ignorance!
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Donovia influences American opinion and undermines support for Atropia.
They fill the media with tailored disinformation and incendiary views,
stoking both sides, seeding doubt, and scattering dissent on all sides.

Who’s going next?
Charles...Dive in!

This is all very
unspirational
so far...

Your turn,

Sally! give us
some truism!

Interesting, sally.

but I’m afraid you’ve got
no support.
Quit procastibating
people! Give me something
stokeworthy!

Bit by bit, donovia erodes trust
in the American government and
creates instability.
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The initial information warfare attacks were just a test. The real offensive starts when
Donovia launches A series of coordinated attacks they had been preparing for years.
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They call it Gray Wednesday. It is the first offensive
of its kind - used to throw Atropia into chaos and
shake the world. But not one shot is fired.

In the capital of Atropia, rumors spread quickly. Radical
separatists detonate a bomb in the downtown market. Videos
circulate. Confusion is rampant. But none of it is real.

On the same day, 28 students from an all-girls
school in eastern Atropia are kidnapped. The
public is shocked. This, too, is false.
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Even when videos of the girls returning from
their field trip circulate, people don’t believe it.
Atropians call out for their missing girls.

At the end of the day, the downing of Atropian
flight 435 catches the world’s attention.

Conflicting reports blame a software
glitch or mechanical malfunction.

Then a cockpit video is leaked from flight 435.
It streams around the world. It is a fake.
This isn’t me!
It won’t pull up...
What do I do?!

The donovian offensive on
Atropia is just beginning...
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Everything is a Computer, and Computer
Security is Everything Security
Bruce Schneier, Security Technologist and author [ www.schneier.com ]
Everything is becoming a computer. Your smartphone isn’t a phone; it’s a small portable computer
that happens to make phone calls. Similarly, your refrigerator is a computer that keeps things cold.
And your microwave is a computer that makes things hot. An ATM is a computer with money inside.
Your car is a computer with four wheels and an engine. Actually, it’s a 100-computer distributed
system with four wheels and an engine.
This is happening throughout society, from the personal to the large. A power plant is a computer
that happens to produce energy.
This is the Internet of Things, and what it means is that everything that’s relevant about computer
security becomes relevant to everything, everywhere. The same bugs and vulnerabilities that
have plagued our more traditional computers are about to plague everything, everywhere. We’ll
experience the same insecurities, the same criminal hacks, the same data thefts, and the same
nation-state operations. The difference is that these computers affect the world in a direct physical
manner.
Automation, autonomy, and physical agency bring new dangers. What separates traditional
computers from the Internet of Things is what the computers are doing and what they’re attached to.
There’s an old concept from computer security called the CIA triad. That stands for confidentiality,
integrity, and availability: the three properties computer security is supposed to provide. Most of
the time, when there’s a computer security story in the news it’s a confidentiality story. Think of
Equifax, the Office of Personnel Management, Facebook and Cambridge Analytica. When there’s a
confidentiality breach, you’ve lost control of your data.
Those are serious security vulnerabilities. But when it comes to computers that affect the world in a
direct physical manner, the integrity and availability threats are much worse than the confidentiality
threats. Their effects are much greater, because there’s real risk to life and property. I am concerned
if someone hacks a hospital and steals my confidential medical records, but I am much more worried
if they can change the record of my blood type. That’s a data integrity attack. I am concerned if
someone hacks my car and eavesdrops on my conversations, but I am alarmed if they remotely
disable the brakes. That’s a data availability attack — the hacker renders the controls unavailable.
Think of cars, medical devices, drones, weapons systems, thermostats, power plants, smart city
systems. There is a fundamental difference between crashing your computer and losing your
spreadsheet data and crashing your pacemaker and losing your life. And it could be the exact
same CPU, operating system, applications software, vulnerability, attack tool, and attack. The only
difference is what the computer is doing and what it’s attached to.
It’s all connected. We’ve already seen vulnerabilities in consumer devices used to launch distributed
denial-of-service attacks against critical Internet infrastructure. Criminals have shut hospitals
down with ransomware, and researchers have demonstrated ransomware against cars and home
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thermostats. Today, the security of your webcam, refrigerator, and digital video recorder affect
national security.
Fixing this requires changes in both technology and policy. But as overall strategy, I offer two
principles. First, defense must dominate. It is impossible to build systems that are secure when
the good guys use them and can be used for surveillance when the bad guys use them. We either
design the systems to be secure, even though that means we lose the ability to spy on our enemies,
or we design them to be open to surveillance, even though that means we will be vulnerable as well.
Because these systems are so critical, the second option is not acceptable. We must design them
for security. Every elected official, police officer, nuclear power plant operator, election official, and
CEO has a smartphone. We can’t afford to put backdoors in them.

“We need systems that monitor other
systems, and restore security when lost.”
Second, we must design resilience into these systems. We need to assume insecurities, and
design systems that remain secure regardless. We need to build in security measures like defense
in depth, compartmentalization, and redundancy. We need to avoid single points of failure, and
design systems to fail safely and security. We need systems that monitor other systems, and restore
security when lost.
There’s real research to be done, similar to the research that gave rise to the Internet. The Internet
was created to answer this question: Can you build a reliable network out of unreliable parts? This
leads to a similar but very different question: Can you build a secure network out of insecure parts?
The answer isn’t obviously yes, but it isn’t obviously no, either.
Both of those principles will be hard. They require the political will to defend against threats that
have not yet materialized. That’s a very hard thing to ask for right now. But without it, we will forever
be playing catch-up in security. And as computers permeate every aspect of our lives, from the
personal to the national, that will become harder to sustain.
Bruce Schneier is a security technologist and author. His most recent book is Click Here to Kill Everybody: Security and Survival in a

Click Here to Kill Everybody:

Hyper-Connected World. His writing can be found at www.schneier.com.

Security and Survival in a Hyper-connected
World (W. W. Norton & Company, 2018)

https://www.schneier.com

KEYWORDS:
Privacy, computer security,
surveillance, cryptography,
encryption, vulnerabilities
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n the days after gray wednesday, The subsequent Donovian
disinformation spray only amplifies the uncertainty. During the confusion, the
southern base scrambles to understand the repercussions and maintain order.

Unable to deal with the turmoil resulting from the attacks, Atropia
reaches out to the U.N. and requests more security support.

Fueled by uncertainty, the Atropian public blames the U.N. for Gray Wednesday.

False reports circulate that the separatists are using the refugee
camp to hide out. The increased military presence in the camps
unleashes a global human rights outcry.
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Overwhelmed, local law enforcement struggles to keep order.

Good
morning,
chief.

What do
you want me to
do? I don’t have
enough men!

The network is
down. I can’t even
communicate with
the public!

Hey, Faruq.
Are you just
coming from the
clinic? How are
things?

Not good.
The families don’t
trust the vaccine or
the doctors. One of
them was attacked
last night.

I hope so,
but I dont think
anyone is going to
trust each other
for a long time.

That’s
terrible. Are
they going to
be alright?

I can’t
believe this!
Excuse me.
Sorry, Chief.
Faruq.

What the team doesn’t know is that the attacks are not just limited to Atropia.

Invisible Force

33

08 0602Z JUL 30

Donovia hacks into the American banking and support
industries, targeting service members and their families.

What’s wrong
with Kim?

His daughter’s
school keeps sending
him alerts that her
tuition isn’t paid and His
wife is freaking out...

sounds like a
bank glitch.

they are
going to kick his
daughter out.

Banks don’t glitch.
Something’s up. Simpson
in Ops said his bank wasn’t
processing his mortgage
payments.

Donovia’s goal is to distract and disorient - undermining soldiers’
ability to care for their families and trust their support networks.

Sorry about that.
I don’t know how many
times I need to tell
them...never mind...
My poor
wife doesn’t
have time for
this!
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Verifying the truth had become difficult, but convincing
the public of that truth was nearly impossible.

I want you
to do a reverse
video search
analysis of all
the feeds.

Did you see
the new response
on the young
girls from Gray
Wednesday?

Some of the open
source intelligence
says the videos are
real, but of different
girls from an attack
months ago.

People
still think
it’s real.

Chief Tahiri,
We can’t fix it.
It’s not our
network.

My People are dying!

I don’t have enough
men to get the word
out and now the network
is down! How am I
supposed to get those
young mothers to trust
the doctors?

It was
built on
a Donovian
backbone. We
can’t even
touch it.

You have
to fix it!

They all think
that the vaccine
is poison!
He’s right.

Explain.

Remember I
said the refer
vans were
hacked?
To keep the
vaccine good it
has to be stored
in a refrigerator
between 35 and 46
degrees.
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What does
that have to do
with the refer
van’s getting
hacked?

I did some digging
in the logs of the
vans connected
fridges...

But see…
they did it
at night when
no one would
notice...
Look here.
Someone got access
to the thermometer
controllers and raised
the temperatures so
that the vaccines
spoiled.

...and they
disabled the alert
system. All the
vaccines that were
in those refer vans
are bad.

The doctors aren’t
injecting those kids
with poison, but they are
injecting them with a
rotten vaccine.

So those
reports aren’t
100% false.

That’s
what makes
them more
dangerous...
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Post-Truth
Lee C. McIntyre, Ph.D., Philosopher, author, educator, leemcintyre@rcn.com
“Post-Truth” is a tactic that can be used in disinformation campaigns, to muddy the waters and
demoralize people into thinking that there is no basic agreement about facts. This tactic is often
used by authoritarian leaders — and those who emulate them — to try to get a population to
become cynical about whether “truth” even exists. In the absence of facts, a group may turn to their
own “strong leader” to tell them what is true and what is false. In this way, post-truth can undermine
democratic values, along with the discovery of truth itself.
Another important aspect of post-truth, however, is its potential effect on group decision making,
where there might be disagreement among the stake-holders about what the facts even are.
It is important to remember, however, that post-truth is embedded in the intentional attempt to
subordinate reality to ideology. As such, it trades on information that is created in bad faith, as a
means to manipulate other people. In a group setting of allies —where we might reasonably assume
good faith by our fellow decision makers, who are just trying to solve a problem along with us —
is post-truth really a worry? Probably not. Post-truth is not synonymous with disagreement over
facts. It is, instead, the intentional creation of confusion over the facts for the purpose of ideological
manipulation.
In a group setting where there is disagreement over facts — but no suspicion of bad intent — a
better way to facilitate decision making might be to have a “designated skeptic” who questions our
assumptions about what we take to be the facts, solely for the purpose of playing devil’s advocate.
This concept was employed in the early part of the 21st century by U.S. Army General David Petraeus
in training new officers at Fort Leavenworth, Kansas, as a means to combat the sort of “group think”
that can pervade decision making in any hierarchical setting. As Petraeus put it, “the truth is not
found in any one school of thought, and arguably it’s found in discussion among them. This is a
flexibility of mind that really helps you when you are in ambiguous, tough situations.”
Further Reading:

In a post-truth environment, the role of a designated skeptic might therefore be to make clear that

1) Lee McIntyre, Post-Truth (MIT Press, 2018)

the role of this person is NOT to manipulate others or create chaos, but instead merely to question
whether we know what we think we do. It is, in short, a GOOD thing to question whether we know

2) Julian Barnes, “An Open Mind for a New
Army” U.S. News and World Report

the facts before making a decision. Disagreement is not a bad thing, since it can help us to discover
crucial information.

( October 31, 2005).
https://web.archive.org/

Post-truth is a danger only when one has reason not to trust one’s fellow decision makers —

web/20100825144230/http://www.

where they are under suspicion of intentionally trying to create discord or manipulate the political

usnews.com/usnews/news/articles/05103

environment.

1/31petraeus.htm

Outside this, disagreement is to be welcomed and even cultivated, as a means of being certain that
we are not overlooking our own biases, and therefore unintentionally putting ideology ahead of facts
because we are too certain that we are right.
KEYWORDS:
Disinformation, cyber, warfare,
geopolitics, international relations
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eanwhile in Europe… Needing Atropia to remain

a buffer, the U.N. increases their support. More troops,
equipment, and medical supplies are sent.

Donovian meddling amplifies a local trade dispute at a key port...

leaving it understaffed and
vulnerable TO a cyber attack, The
supply chain slows to a crawl.

We are going
to be delayed
another week,
sir.
Yes sir,
I know the
equipment was
supposed to arrive
yesterday.

No sir,
I don’t
know how it
happened.
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eanwhile back in America…

Did you see
this report?

Turns out, all
these corporations
are monitoring
everything we do...

Location,
audio, credit,
Biometrics,
everything!

it’s worse. They
are using that
collected data
against us.

these
employees were
fired because they
went to a protest
Rally.
Turns out, THeir
company was
tracking the bio-data
on their phones.

Donovian-financed companies work behind the
scenes to exert influence over the public debate.

hey! Here’s that
senator who’s trying
to do something
about it.
He’s calling it
the Secure Act.
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n Washington DC… Long time security hawk and corporate

watchdog, Senator Jim Russ, gains support for his Secure Act.
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It’s high time
we put an end
to surveillance
capitalism.
These
corporations
have too much
power! And do
we know who is
behind them?

Just months before the Secure Act bill seemed dead in the water, but
tensions overseas and questions from allies start to sway some.

By shaping the debate in Congress, Donovia
distracts law makers and the media,
polarizing and swaying public opinion.

The Secure Act
will limit egregious
data gathering and how
companies can profit
from that data.

It will
not limit
innovation.

It will
protect the
rights and
identities of
American
Citizens!
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ack in ATropia… The situation on the ground continues
to deteriorate. While the locals focus on convincing the
Americans their vaccines are poison, Donovia makes its move.

Chief,
we’ve got a
serious problem!
Something’s
wrong.

Our signals are all
messed up. The network
is down and I think we
lost the relay tower at
the main gate.

3:02pm local time. An I.W. attack interrupted
the base’s outgoing network. Only a select
few with multiple communication links made it
through to confirm or deny the attack.

Where’s SGT
Grant and Faruq?
We’re going to
need them.

They
should be
coming back
any second.
They went to
check on the relay
tower. That’s where
all the trouble
started.

3:06pm local time. The communications breakdown continues.
Public reports show the base under attack. Unable to verify the
attack, U.N. Command headquarters dispatches a quick reactionary
force team to the southern border to investigate.
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At 3:21pm The Quick reactionary force team arrives, sparking chaos.

Believing that the base is under attack, the assault team tries to secure the area.

In the crushing tension,
violence errupts.

Donovia unleashes a battalion
of A.I. social bots to capture
and amplify the shooting.

The refugees receive unconfirmed reports that the quick
reactionary force is coming to drive them from the camp.
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t the same time...

we’re back
online, Chief.

Are you seeing
These reports
from ten
minutes ago?

Battalion thinks
the base is under
attack. A squad just
pulled up to the
gate...

Wait, they’re
shooting!

3:25PM. The rocket attack signals a full strike.
Atropians and refugees storm the gates of the base.

SGT Kim, start
to gather the
social feeds. run
them through the
A.I. relationship
models.

Follow the
influencers...
... and Who’s
talking to who.

It’s started,
Chief. What next?
Grant and Faruq are
out there! I can’t
keep eyes on them!

Now start
scraping what
you can! GPS,
biometrics, audio,
video, any early
indicator.
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Heavily armed separatists use the opportunity to
push through the gate. A fire fight breaks out.
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In the fight, SGT Grant is captured and taken by the separatists.

He’s gone!
They took him!
They got SGT
Grant!
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I have him here ladies
and gents… Senator Jim
Russ! Here to talk about
how his masterpiece is
about to make its way
through the gauntlet
of the U.S. Congress.

The Secure Act.
Have ya seen it?

There’s something in here for
everyone. data privacy, nontransparency, biometrics, A.I.
Analysis, data profiteering...

It’s all a no fly
zone! Hands off, you
corporate overlords!

Needed steps or
massive overreach?

ummm thought block folks...
I’m just seeing this come in.
There’s been an attack on
the U.N. base in Atropia!
Conflicting
messages, but
there are
casualties...

The gate was breached and
there’s confirmation of
at least four dead.

Send me what you have!

I want exclusive
footage!
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hey... it’s my fav, Ernie
the opinionator!

But the attack is
confirmed, friend.

What a fun sponge!
Who else? What do
you have on this
attack?

Now I’m seeing
that an American
soldier has been
taken hostage!

Sorry, Senator Russ, we’re
going to have to back burner
your masterpiece for now...

there is a
beheading video!

We have a beheading
video coming in!
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ate night in ATropia… In the chaos that follows
the attack, The separatists vow to torture and behead
kidnapped SGT Grant in retaliation for foreign tyranny.

Something
isn’t right here.
but, I’m not
sure what...

There so much
noise out there
right now.

What do you
have, Chief? Are
the videos real
or not?

I don’t know.
I don’t think
the feeds are
real. but I can’t
confirm it.

I have to
brief leadership.
What should I
tell them?

On one hand,
yes, it’s real,
but I can’t tell
you with 100%
accuracy.

I dont know.

I’m watching
the noise. the
patterns of life
are popping red, but
SOmething’s not
right.

I need to find
who’s gone quiet.
I bet that’s where
Grant is...
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It could be
a fake. Some
of these data
structures are
totally new.

As Order is restored to the base, command struggles with what action to take next.
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A.I. generates new videos of sGT grant.
As each is debunked, a new one surfaces,
confounding efforts to locate him.

We have
another new
Video.

The data keeps
shifting.

The
wargaming
here isn’t
working.

01

We are
running
out of time,
MAJOR!

Do we
launch A
retaliatory
attack or
not?!

QUOTE FROM: “THE AGE OF SURVEILLANCE CAPITALISM”

Shoshana Zuboff

The future cyber domain will no longer be defined by clear boundaries between online and

••••••••

offline. The explosion of computer power and the integration of computers into everyday life has

The Age of Surveillance

come with some significant, and largely unexamined, opportunities but also consequences.

Capitalism

Leaders in all domains need to be aware of the ubiquity of technology and the impact that it

(PublicAffairs, 2019)

has on the world around it. Put another way, technology is no longer a passive member of our
world – through algorithms, technology is rapidly changing the way that humans interact with
their environment and with each other1.
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Across the base...

02

Kate Starbird
••••••••

QUOTE FROM: “DISINFORMATION AS COLLABORATIVE WORK”

Strategic information operations are a global phenomenon, with political, social,
psychological, educational, and cybersecurity dimensions. Strategic information operations,

“Disinformation as

and in particular disinformation, function to undermine the integrity of the information space and

Collaborative Work:

reduce human agency by overwhelming our capacity to make sense of information [66, 69]. They

Surfacing the Participatory
Nature of Strategic
Information Operations”

therefore strike at the core of our values. And they affect things we care about—for example,
finding life-saving information during a crisis event [85, 95], organizing online for political change
[87, 96, 104], and protecting online spaces from bullying and harassment. [10, 97]2

CSCW, (2019)

In the nearby town...

03

Christopher Wylie
••••••••

Mindf*ck: Cambridge

QUOTE FROM: “MINDF*CK”

The rights to life, liberty, association, speech, vote, and conscience are all underpinned
with a presumption of agency, as they are outputs of that agency...We cannot be free to
choose if our choices are monitored and filtered for us...Privacy is the very essence of

Analytica and the Plot to

our power to decide who and how we want to be. Privacy is not about hiding—privacy is

Break America

about human growth and agency. But this is not merely about privacy or consent. This is

(New York: Random
House, 2019)
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about who gets to influence our truths and the truths of those around us. This is about the
architectures of manipulation we are constructing around our society.3

Around the world...

04

Zeynep Tufekci
••••••••

QUOTE FROM: “VIEW OF ENGINEERING THE PUBLIC“

Digital technologies have given rise to a new combination of big data and computational
practices which allow for massive, latent data collection and sophisticated computational

“View of Engineering

modeling, increasing the capacity of those with resources and access to use these tools to

the Public: Big Data,

carry out highly effective, opaque and unaccountable campaigns of persuasion and social

Surveillance and
Computational Politics”,

engineering in political, civic and commercial spheres. What are the consequences of these
new mechanisms on the public sphere and political campaigns?4

First Monday, (2014)

Millions watch SGT Grant’s fate. But is it real? SGT Grant is
both alive and dead at the same time. No one knows for sure.

05

Jessica I. Dawson Ph.D.,
Major
Assistant Professor
Army Cyber Institute

Robert Ross, Ph.D.
Lieutenant Colonel
Chief Research Scientist
Army Cyber Institute

THE FUTURE OF CONFLICT

The practiced, age-old art of deception is currently being leveraged in novel ways that
will become increasingly more sophisticated in the future. Deep-fake content is the technical
manipulation of digital video, audio, picture, and text data in ways that appear authentic. These
technologies use deep learning technologies to create technologically produced disinformation.
Powerful attacks, such as these, manipulate a targeted audience’s beliefs and how they
determine truth. They are designed to create division, confusion, and uncertainty and multiple
states of truth. The use of deep-fake content driven disinformation attacks produce radical
political and social reactions when directed at diverse populations in proximity of one another.
What are the consequences of the algorithm-enhanced proliferation of deep-fake content within
local communities the U.S. military is operating among while deployed abroad?

Invisible Force

51

as conflict slips between the digital,
cognitive, and physical domains, we are
left to question what is an act of war?

QUOTE FROM: “MINDF*CK”

06

Christopher Wylie
••••••••

Mindf*ck: Cambridge
Analytica and the Plot to
Break America

The rights to life, liberty, association, speech, vote, and conscience are all underpinned
with a presumption of agency, as they are outputs of that agency. But agency itself has not
been articulated as a right per se, as it has always been presumed to exist simply by virtue of
our personhood….Privacy is the very essence of our power to decide who and how we want
to be. Privacy is not about hiding—privacy is about human growth and agency.

(New York: Random
House, 2019)

The Secure Act
is dead!

I guess they
don’t care about
privacy and
freedom!

07

Daniel Bagge
••••••••

Unmasking Maskirovka:
Russia’s Cyber Influence
Operations
(Defense Press, 2019)
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QUOTE FROM: “UNMASKING MASKIROVKA”

Influence campaigns surround us every day, whether with malicious intent or for
product and service advertisement. Asking whether influence operations are on the rise is
irrelevant. The more pertinent question is instead whether one is susceptible to them and, if
so, how they work so one can understand them and become resilient against any adverse
effects they might present….The conduct of influence campaigns is usually part of a broader
set of activities, such as those visible in so-called grey-zone conflicts in recent years.5

Who are the casualties of the fight?

08

QUOTE FROM: “UNMASKING MASKIROVKA”

A fundamental way to understand influence
campaigns is by categorizing their events and
influence activities and then, where possible,
correlating the findings with known patterns from
the last century….Influence activities include: …state
control over media, subjugation of political parties,
fraudulent elections, using blogs and trolls and social
networks for information operations, pacification of
intellectual opponents, such as non-governmental
organizations, attacks against proclaimed enemies
of the state - political opponents domestically and
internationally, creation of pro-government mass
media engaged in disinformation campaigns,
dissemination of disinformation to undermine
conventional press, gaining political influence in
foreign countries, production of pro-government nongovernmental organizational advancing the foreign
policy goals favored by the establishment.6

Daniel Bagge
••••••••

Unmasking Maskirovka: Russia’s Cyber
Influence Operations
(Defense Press, 2019)

09

QUOTE FROM: “UNMASKING MASKIROVKA”

Deception 101 - Primer on Deception,
the U.S. view of strategic, operational and
tactical deceptions are:[11] Strategic deception
intends to “disguise basic objectives, intentions,
strategies, and capabilities.” Operational
deception, which confuses an adversary
regarding “a specific operation or action you
are preparing to conduct.” Tactical deception
is intended to mislead “others while they are
actively involved in competition with you, your
interests, or your forces.7

Daniel Bagge
••••••••

Unmasking Maskirovka: Russia’s
Cyber Influence Operations

Who are the combatants?

(Defense Press, 2019)
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In the 21st century, the character of conflict changes.

The attack plain is widening.

How we fight is transforming.

QUOTE FROM: “SANDWORM”

10

Andy Greenberg

We’re seeing more aggressive, numerous actions than I’ve seen in ten-plus years of

••••••••

doing this. A primary reason for that escalation is...The U.S. government, and the West as a

Sandworm: A New Era

whole, have failed to set the norms that might keep the march toward cyberwar in check….

of Cyberwar and the Hunt

Every country’s intelligence agencies that witness another country’s hacking capabilities…

for the Kremlin’s Most
Dangerous Hackers
(Doubleday, 2019)

immediately seek to match or overtake their foes. The powers of disruption…weren’t an
aberration. They’re merely the most visible model of a tool kit that every militarized nation and
rogue state in the world might soon covet or possess: the new standard arsenal for a global
cyberwar standoff.8
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How we connect means more.

QUOTE FROM: “SKIN IN THE GAME”

11

Nassim Nicholas
Taleb
••••••••

Skin in the Game:
Hidden Asymmetries in
Daily Life
(Random House, 2017)

Groups behave differently at a different scale. This explains why the municipal is different
from the national. It also explains how tribes operate: you are part of a specific group that is
larger than the narrow you, but narrower than humanity in general….There is no way you can
get the same cohesion in a larger city when the “other” is a theoretical entity, and our behavior
toward him or her is governed by some general ethical rule, not someone in flesh and blood. We
get it easily when seen that way, but fail to generalize that ethics is something fundamentally
local. Now what’s the reason? Modernity put it in our heads that there are two units: the
individual and the universal collective—in that sense, skin in the game for you would be just
for you, as a unit. In reality, my skin lies in a broader set of people, one that includes a family, a
community, a tribe, a fraternity. But it cannot possibly be the universal.9

The future of conflict pushes us to
question how far we need to go.

QUOTE FROM: “A RUBICON”

12

Daniel Geer

Consent of the governed is democracy’s core requirement and democracy’s core

••••••••

deliverable alike. Consent of the governed begins with the common acceptance that man’s

“A Rubicon”

rule of men is accountable to an authority higher than man….Undemocratic regimes do not

Aegis Series Paper
No. 1801
(2018)

indulge in niceties like “consent of the governed,” and as the Wall Street Journal has already
observed, “Information technology, far from undermining China’s authoritarian model as
many thought it would, is reinforcing it.10
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Who pushes us to go there?

13

Shoshana Zuboff
••••••••

The Age of Surveillance
Capitalism
(PublicAffairs, 2019)

QUOTE FROM: “THE AGE OF SURVEILLANCE CAPITALISM”

[Surveillance capitalism] revealed new capabilities to infer and deduce the thoughts,
feelings, intentions, and interests of individuals and groups with an automated architecture that
operates as a one-way mirror irrespective of a person’s awareness, knowledge, and consent,
thus enabling privileged secret access to behavioral data. A one-way mirror embodies the
specific social relations of surveillance based on asymmetries of knowledge and power.11

Who is behind it?

And do we even know?

14

QUOTE FROM: “UNMASKING MASKIROVKA”

Daniel Bagge

Deception maintains a long tradition as a tool in military and political conflict. It does not

••••••••

Unmasking Maskirovka:
Russia’s Cyber Influence
Operations
(Defense Press, 2019)
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remain unique to the activities of humanity, as examples of camouflage, concealment, and
misleading features and behavior are common in nature. Deceptive conduct, camouflage,
protective elements of coloration, shape, and masking are present in the realm of fauna and
flora. The effectiveness of deception is unquestionable.12

Donovia achieves its goal - Global destabilization. Atropia, America and our allies
turn inward, fighting, questioning, and opening a vacuum on the world stage.

15

QUOTE FROM: “THE AGE OF SURVEILLANCE CAPITALISM”

Shoshana Zuboff

[Privacy] policies had to enforce secrecy in order to protect operations that were

••••••••

designed to be undetectable because they took things from users without asking and

The Age of Surveillance
Capitalism
(PublicAffairs, 2019)

employed those unilaterally claimed resources to work in the service of others’ purposes...
This power is a crucial illustration of the difference between “decision rights” and “privacy.”
Decision rights confer the power to choose whether to keep something secret or to share
it. One can choose the degree of privacy or transparency for each situation. U.S. Supreme
Court Justice William O. Douglas articulated this view of privacy in 1967: “Privacy involves
the choice of the individual to disclose or to reveal what he believes, what he thinks, what
he possesses.…” Surveillance capitalism lays claim to these decision rights. The typical
complaint is that privacy is eroded, but that is misleading. In the larger societal pattern,
privacy is not eroded but redistributed, as decision rights over privacy are claimed for
surveillance capital. Instead of people having the rights to decide how and what they will
disclose, these rights are concentrated within the domain of surveillance capitalism.13

What’s this I hear about
Donovia stepping in to
help calm things down
in Atropia?! are my
eyes deceiving me?

Billy! Straight
up now! what
say yee?

Have they won?
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17 0701Z JUL 30
Or is there still hope?

I found the
silence in the
noise. I found
him! SGT Grant
is alive!

We got him. We
got SGT Grant.
He’s banged up
but he’s alive.

END.
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Excerpt from “A Rubicon”
Interdependence within society today is centered on the Internet beyond all
other dependencies excepting climate, and the Internet has a time constant
of change five orders of magnitude smaller than that of climate. Our concern
is unacknowledged correlated risk, the unacknowledged correlated risk of
cyberspace is why cyberspace is capable of black swan behavior. So, if our
“critical infrastructures are those physical and cyber-based systems essential to
the minimum operations of the economy and government”, and if aggregate risk
is growing steadily (as leading cybersecurity operational managers confirm), then
do we put more of our collective power behind forcing security improvements
that can only be increasingly diseconomic, or do we preserve fallbacks of various
sorts in anticipation of events more likely to happen as time passes?
Conservative prudence says that retaining human skills, like retaining human
languages, will not be justified by any balance sheet, only by societal wisdom
in the large. Conservative risk management says that if you don’t know how “it”
works then you won’t manage its risks. Or, as they say in the poker world, if after
ten minutes at the table you don’t know who the patsy is—you’re the patsy.…
The essence of security in places of public assembly is the provision of sufficient,
tested exits through which the audience can leave in short enough order that all
they lose is the remainder of the play. As a matter of national security, keeping
non-technical exits open requires action and it requires it now. It will not happen
by itself, and it will never again be as cheap or feasible as it is now. Never again
will national security and individual freedom jointly share a call for the same
initiative at the same time.
We will never have a more analog world than we have now. We will never live
under thinner-tailed distributions than we have now, at least so long as we
demand freedom. Countries that built complete analog physical plants have a
signal advantage over countries that leapfrogged directly to full digitalization. The
former countries have preservable and protective firebreaks in place that the
latter will never have, but the former countries enjoy their resilience dividend if,
and only if, they preserve their physical plant. That such preservation can deliver
both resilience for the digitalized and continued freedom for those choosing not to
participate in digitalization is unique to this historical moment. We stand on the
bank of our Rubicon.14

- Daniel E. Geer
Hoover Institute
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AFTERWORD

This story was designed to help the military and leaders from all walks of
life conceptualize what the future of information warfare might look like.
Fundamentally, with the interconnected nature of daily life, information
warfare is something that is no longer limited to the traditional domains
of war. America’s adversaries have realized that we are unbeatable on the
traditional battlefield not only due to our military capabilities, but for our
uncanny ability to come together to solve collective problems. As a result,
our adversaries are switching tactics, utilizing old tactics in new domains
– deception, disinformation, and misinformation are just a few of these
techniques being digitized and weaponized – all to erode trust.
The fundamental assumption about connecting things on the Internet
involved misplaced trust – trust that people in society are basically good.
Trust is fundamental in open societies. But trust in institutions has been
eroding over the last few generations and the increasing geographic,
educational, and political segregation has further eroded trust. Social media,
combined with disinformation campaigns, has merely been an accelerant on
a preexisting condition.
The central problem facing societies impacted by automated disinformation
strikes is the heart of the collective action problem. Cognitive segregation
will continue to erode and undermine societies’ ability to act as a collective
unit – the nation that figures out how to solve this post-truth problem will
be able to effectively defend against the future of information war. We will
be unable to muster the ability to go to war if we cannot agree on who the
enemy is.
ObiWan Kenobi famously told Luke Skywalker that he’d told him the truth
about his father – from a certain point of view. There are some things that
are fundamentally true whether people agree on them or not. Fear is one
of those fundamental truths about human society: when people are afraid,
they will react with “almost mathematically certainty” against the thing
they fear1. As long as disinformation strikes at things people are afraid of,
our adversaries will be able to exploit the thing that is America’s greatest
strength.

1
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William L. Shirer and Ron Rosenbaum, The Rise and Fall of the Third Reich, Reissue edition (RosettaBooks, 2011).
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Other truths are a matter of perspective, but trust and truth go hand in
hand. Rebuilding fractured trust requires the truth – and the algorithms
influencing everyday lives fundamentally obscure the truth. Who do we hold
accountable if the algorithm decides to tell your self-driving car to drive off
a cliff? More realistically, who do we hold accountable if an algorithm floods
news feeds with fake news that is purely automated content?
The “Invisible Force” in this story was an adversarial nation state, but
Drip•Feed was merely an algorithm doing what it was designed to do – stir
up controversial news opinions and generate Internet traffic. Both invisibly
attacked the foundational structures of another society. By monitoring
social media, the Donovians were able to fire an American employee who
said something against Donovia – but don’t Americans have the right to free
speech?
The “Invisible Force” attacked the military’s ability to make decisions – the
ability to make assumptions is a key aspect of military decision making
process and yet, they could not assume whether SGT Grant was alive or
dead – they genuinely had no idea and the courses of action developed
differed drastically based on their interpretations of the truth. They could
believe he was alive or dead at the same time but, fundamentally, only one
of those things was actually true. It was not a matter of perspective.
The future of information war is the future of military conflict. With any luck,
this book helps leaders visualize the complexity of that fight – and starts
to generate a conversation around planning to overcome the next “Invisible
Force”.
- Major Jessica I. Dawson Ph.D.
Assistant Professor
Army Cyber Institute
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